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Abstract
This deliverable report defines the Dissemination and Communication Strategy for SOTER and
focuses on promoting and informing different audiences about SOTER’s results.
The document
• Outlines a dissemination and communication strategy
• identifies the main stakeholder groups and key messages emerging from SOTER that
need to be shared with the target audiences and the tools and channels we will use to
reach them;
• presents a timeline for the project dissemination and communication activities
• outlines how we will implement these activities, including the guidelines for using
project materials (visual identity)
• illustrates how we will monitor and evaluate the effectiveness of our communications.
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Executive summary
The SOTER dissemination and communication plan outlines the strategy for developing
content and deploying tools and channels in order to reach the identified stakeholder groups
efficiently, convey the project’s key messages, and achieve the expected impact. It defines
the key messages, the target audiences, the means and channels we will use to engage them
and when.
The strategy is based on the following goals:
•
•
•

Efficient Dissemination of the project and its information through a number of
channels in order to reach all the relevant stakeholder communities (as noted in the
plan).
Monitoring of the dissemination results to effectively assess the progress and
implementation of our strategy.
Raising awareness and promoting SOTER’s actions and results to the wider
community, including the general public.

The dissemination and communication plan includes:
•
•
•
•

Dissemination and communication strategies, outlining:
o Target audiences and key messages
o Channels and tools
Dissemination and communication management including policies, responsibilities
and timeline of dissemination and communication activities
Potential barriers that may hinder dissemination and communication results and
mitigation actions
Evaluation and monitoring processes of the dissemination and communication
activities including our Key performance indicators (KPIs)
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List of acronyms/abbreviations
Abbreviation
TPPs
CERTs
NIS
GDPR
KPIs

Explanation
Third Party Providers
Computer Emergency Response Teams
The Directive on security of network and information systems (NIS Directive)
General Data Protection Regulation
Key Performance Indicators

Table 1 List of acronyms/abbreviations

Glossary of terms
Term
Target Audience
Dissemination1

Communication
Key messages
Stakeholder
Visual identity

Explanation
Group for which SOTER communication or dissemination is targeted.
The public disclosure of project results tailored to stakeholders that may
exploit/reuse project results, i.e. sharing research results with potential users peers in the research field, industry, other commercial players and
policymakers2.
Reaching out to society and communicating about the project and its results to
a multitude of audiences, including the media and the public 3
The main points SOTER wants target audiences to hear, remember and act
upon.
A relevant actor (persons, groups or organisations) who: (1) might be affected
by the project; (2) have the potential to implement the project’s results and
findings; (3) have a stated interest in the project fields;
Graphical identity and other visual components (such as logo, colour scheme,
fonts) used in SOTER communication/dissemination tools (i.e. web, printed
materials, report and presentation templates)

Table 2 Glossary of terms

1

EC definitions taken from https://www.iprhelpdesk.eu/sites/default/files/EU-IPR-Brochure-Boosting-Impact-C-D-E.pdf
http://ec.europa.eu/research/participants/docs/h2020-funding-guide/grants/grant-management/dissemination-of-results_en.htm
3 EC definitions taken from https://www.iprhelpdesk.eu/sites/default/files/EU-IPR-Brochure-Boosting-Impact-C-D-E.pdf
2
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1. Introduction
1.1 Project vision
SOTER aims to transform the finance sector by creating a comprehensive toolkit that will
increase cybersecurity levels.
Its main objective is to provide a comprehensive set of tools to enhance the cybersecurity
levels by combing non-technological measures (social science and humanities disciplines)
with different innovative technologies like digital on-boarding procedures using biometric
authentication and multi-factor authentication, and blockchain technologies to assure
immutability, integrity of data but allowing integrability as well.
The main outputs of the project will be the Digital Onboarding Platform (technological tool)
and the Human Factor analysis to avoid cybersecurity breaches, leading to the Cybersecurity
Awareness and Skilling Service (non-tech tool).
SOTER’s main objectives are to:
•
•
•
•
•

Increase awareness against risks for cybersecurity created by employees applying a
specific training methodology
Increase security, privacy and personal data protection for customers
Provide a simple process and user-friendly Digital Onboarding system
Expand training methodologies for increasing competences against cyber-attacks and
increase cybersecurity awareness
Enable a better and easier cybersecurity governance within organisations from the
finance sector, compliant with the relevant EU regulations.

2. Dissemination strategy
2.1 Objectives
The objective of SOTER’s dissemination strategy is to identify and organise the activities to be
performed in order to promote the widest dissemination of knowledge from the project in
order to promote the uptake of SOTER‘s results and tool components. As such, the strategy
is expanded in two directions towards:
• Supporting the notification of project results to key stakeholders (e.g., market services
providers, technology sector firms, cybersecurity organisations etc.), EC and general
media
• Enhancing the commercial potential of the results
SOTER considers a wide set of outreach means expanding traditional means with interactive
and online based ones. Considering that communication activities differ from dissemination
activities mainly in the targeted audience, they require specific attention. Because
dissemination activities may use the same pool of communication channels and means, this
plan evaluates the means and channels to be used in sharing information distinguishing
8
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between communication and dissemination activities. As a result, SOTER‘s dissemination and
communication strategy is based on a five-step approach as depicted in the figure below.

Figure 1 SOTER's five-step dissemination and communication strategy

2.2 Strategy
The dissemination and communication activities will be carried out in three main phases,
spanning throughout the project duration and extend beyond it, with increasing levels of
intensity, starting from the creation of general awareness and concluding with attracting
potential supporters and customers/users of the project results. As a result, our
dissemination and communication efforts will include three phases:
• Before the project starts: drafting the dissemination and communication plan;
definition of the expected impact and deliverables; consideration of how and to whom
the outcomes will be disseminated
• During the project: updating the dissemination and communication plan with recent
information on the project and results; contacting relevant media e.g. at local or
regional level; conducting regular activities such as information sessions, trainings,
demonstrations, etc.; assessing the impact on our target groups; involving other
stakeholders in view of transferring results to end users/new areas/policies
• After the project: continuing further dissemination; developing ideas for future
cooperation; evaluating achievements and impact; contacting policy-makers; creating
a market for our product
SOTER will use different channels and means for dissemination, including:
1. Online Dissemination:
a. the consortium has set up a project website and will maintain it, both
throughout the project lifetime and for a period of at least two/three years
after the project ends
b. the consortium will also use social media for the dissemination of information,
such as LinkedIn and Twitter accounts to share public information and build a
network of stakeholders and followers

9
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c. the consortium will also examine the distribution of multimedia material
through Youtube or Vimeo, which will include informative and demonstration
videos of the SOTER solution.
2. Non-Electronic Dissemination:
a. this includes classic means of knowledge transfer such as articles in specific
journals, brochures and other printed materials focusing on the dissemination
of the project results, mainly to experts and professionals. These activities will
increase the level of information, guarantee a high degree of knowledge
promotion and encourage the involvement and interactive participation of
interested parties.
3. Interactive Dissemination;
a. It will offer a chance for personal interaction in academic, commercial and
socio-economic conferences and workshops, EU organised events, trade fairs
and exhibitions. It is intended for target groups with a need for specific
information and involvement and provides information tailored to highly
targeted audiences. The SOTER consortium is planning to organize a minimum
three workshops targeted to domain stakeholders. We will also engage in
different levels of promotion to approach the target audiences identified with
an EU, international, micro-level focus. Interactive dissemination will also
include activities with other European and/or international funded projects in
the domain, which shall be established timely, to ensure a useful collaboration,
for example through joint workshops.

2.3 Key target groups
Dissemination and communication are the main activities through which we aim to achieve
impact and identifying the right stakeholders is paramount. Moreover, choosing the right
target audiences for dissemination, paves the way for exploitation, given that our project
stakeholders will be interested in and can mostly benefit from our findings, results and
product/s. For this reason, we have included in our first stakeholder analysis also those
stakeholders which we will involve in our exploitation activities (WP8).
The SOTER dissemination target groups include:
•
•
•
•
•
•

End users: financial institutions (banks, Third Party Providers (TPPs), fintech, retail and
corporate banking)
Market services providers (digital service providers - search engines, cloud computing
services and online marketplaces)
Technology sector firms
Computer Emergency Response Teams (CERTs)
Cybersecurity organisations
Players from NIS critical sectors other than finance (e.g. insurance, energy, transport,
health, drinking water supply and distribution, and digital infrastructure sectors)

10
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The SOTER consortium is formed by different organisations enabling the market uptake of the
Digital Onboarding Platform. In any case, the potential targeting of this sector at the EU level
is enormous. The table below shows a sample of European financial institutions and other
stakeholders that we plan to target through dissemination activities. Our stakeholder list will
be continuously updated throughout the course of the project and this list is not to be
considered an exhaustive list.
Organisation Name
Oesterreichische Nationalbank (OeNB)
Banque Nationale de Belgique
Bulgarian National Bank
Croatian National Bank
Central Bank of Cyprus
The Czech National Bank
Danmarks National Bank
Danske Bank
Pleo
Eesti Pank
Bank of Finland
Banque de France
BNP Paribas
Credit Agricole Sa
Natixis
Societe Generale Sa
AXA
CERT IST
Ivalua
Deutsche Bundesbank
Commerzbank Ag
Deutsche Bank Ag-Registered
Allianz
Germany Federal Ministry of the
Interior – CERT BUND
N26
Wefox
Bank of Greece
The Central Bank of Hungary (MNB)
Central Bank of Ireland
Banca d'Italia
Banca Mediolanum S.p.A
Intesa Sanpaolo
Unicredit Spa
Assicurazioni Generali
CERT Nazionale Italia
Nexi

Category
Bank
Bank
Bank
Bank
Bank
Bank
Bank
Bank
Fintech
Bank
Bank
Bank
Bank
Bank
Bank
Bank
Insurance company
CERT
Fintech
Bank
Bank
Bank
Insurance Company
CERT

Country

Fintech
Fintech
Bank
Bank
Bank
Bank
Bank

Germany
Germany
Greece
Hungary
Ireland
Italy
Italy

Bank
Bank
Insurance company

Italy
Italy
Italy

CERT
Fintech

Italy
Italy

Austria
Belgium
Bulgaria
Croatia
Cyprus
Czech Republic
Denmark
Denmark
Denmark
Estonia
Finland
France
France
France
France
France
France
France
France
Germany
Germany
Germany
Germany
Germany
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Organisation Name
Moneyfarm
Latvijas Banka
Bank of Lithuania
Banque Centrale de Luxembourg
The Central Bank of Malta
DeNederandscheBank (DNB)
Abn Amro Group Nv-Cva
Ing Groep Nv
Aegon
Het Nationaal Cyber Security Centrum
(NCSC)
Adyen
Narodowy Bank Polski (NBP)
Ministry of Digital Affairs – Internal
Security Agency
Banco do Portugal
Feedzai
National Bank of Romania
Národná banka Slovenska
Bank of Slovenia
The Banco de España
Banco Santander Sa
BBVA
Caixabank S.A.
Spanish National Cybersecurity
Institute (INCIBE)
Pagantis
Sveriges Riksbank
Nordea Bank Ab
Klarna
Bank of England
Barclays Plc
HSBC
Legal & General Group Plc
Lloyds Banking Group Plc
London Stock Exchange Group
Prudential Plc
Royal Bank Of Scotland Group
Standard Chartered Plc
Aviva
Greensill
Transferwise

Category
Fintech
Bank
Bank
Bank
Bank
Bank
Bank
Bank
Insurance company
CERT

Country

Fintech
Bank
CERT

Netherlands
Poland
Poland

Bank
Fintech
Bank
Bank
Bank
Bank
Bank
Bank
Bank
CERT

Portugal

Fintech
Bank
Bank
Fintech
Bank
Bank
Bank
Bank
Bank
Bank
Bank
Bank
Bank

Spain
Sweden
Sweden

Insurance Company
Fintech
Fintech

UK
UK
UK

Italy
Latvia
Lithuania
Luxembourg
Malta
Netherlands
Netherlands
Netherlands
Netherlands
Netherlands

Portugal
Romania
Slovakia
Slovenia
Spain
Spain
Spain
Spain
Spain

Sweden
UK
UK
UK
UK
UK
UK
UK
UK
UK

Table 3 SOTER stakeholders
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2.3.1 Building a network
Networking with led communities, networks and associations: A proactive and EU
programme of community outreach and engagement will be undertaken on an EU wide basis.
The aim will be to create ‘communities of support’ for the project by engaging pre-existing
communities that support in the areas of media and content convergence. Specific, high
impact dissemination material will be developed to support this activity. Creating a large
community of interested parties will be highly effective as it should create momentum for the
exploitation and further development of project results.
Building a contact list: In order to have a contact list that is relevant to the project and our
dissemination and communication goals, we will leverage the partners’ contacts as well as
collect publicly available ones. The partners will provide a list of contacts from stakeholders
across the EU, (including the media) using public information and contact information that
they have obtained from previous collaborations and believe may be relevant to SOTER as
well. We will use email addresses that have either been given to partners directly by the
stakeholders themselves (thereby giving their consent to be contacted via that email address)
or organisation email addresses that are publicly available.
All personal information collected in SOTER’s contact list will be managed and used in line
with the General Data Protection Regulation (GDPR):
•

•

On the basis of informed consent (GDPR Art. 6.1.a):
o People subscribed to the SOTER newsletter via the SOTER website.
o People who expressed their interest in the SOTER project (participation in
workshops, in touch with the individual partners, etc.).
On the basis of legitimate interest (GDPR Art. 6.1.f):
o project information can be sent without prior consent to the business email
addresses that appear on public websites of organisations, companies,
ministries, universities, etc.

A legitimate interest assessment form has been developed and this is has been confirmed
with the DJUST at the EC as the lawful basis that we can use to collect stakeholders list within
EU projects. On the basis of this assessment form we can follow the process below:
•

•

•

We can collect relevant business contacts (this means organisation
emails xxxxx@trilateralresearch.com as
opposed
to
personal
emails,
e.g. XXXX@gmail.com)
In each communication sent from SOTER channels we will give the contacts the option
to opt-out from any other future communication (for example when sending the
newsletter they will be provided with an unsubscribe option)
In the project’s Privacy Policy we will specify how the consortium is going to use
these contacts and that, these contacts will be used only within the remit of the
project and not repurposed for other purposes

13
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Collaboration with other EC-funded projects: SOTER will also reach out to other EC-funded
projects that have or have had a focus on relevant topics (cybercrime, finance, privacy etc.)
to benefit from their results and possibly their contacts, to explore clustering efforts and the
possibility of joint workshops.
Alastria network: The blockchain component of the SOTER platform relies on the Alastria
Network which is the first semi-public Spanish Blockchain network, created in 2017. Everis
Spain and FNMT are founding members of this initiative which nowadays includes 200
participants and gathers leading companies from the key relevant sectors in terms of
cybersecurity, to work and join forces in this type of services. We will leverage also on these
contacts to build our network of stakeholders to whom we will reach out for dissemination
and, ultimately, exploitation.

2.4 Key messages
Dissemination material will be produced for sharing results and experiences beyond the limits
of the project's partnership into the maximum amount of potential beneficiaries (e.g., market
services providers, technology sector firms, cybersecurity organisations etc.) in the whole
European region. Structuring the target audiences will have a real impact on the messages to
be conveyed, and the wording and tone of voice we choose to use. For example, the language
style will vary according to our target audiences, generally becoming more specialised at
deeper levels utilizing technical language and terms when necessary.
Content is crucial in successful dissemination and it will depend on the type of result/s we
disseminate and the audience/s we target. Our strategy when generating such content will
rely on three main pillars:
1. Awareness. It is important to develop content for those target audiences that do not
require a detailed knowledge of the project but it is helpful for them to be aware of the
activities and outcomes. Creating awareness messages of SOTER’s work will help build a wide
recognised identity and profile fort he project
2. Understanding. It is important to develop content for those audiences that need to be
targeted directly because they can benefit from what the SOTER project has to offer. Creating
such content will help build a deeper understanding of the project’s work.
3. Commitment and Action. It is important to develop content for those audiences that are
in a position to adopt or use any product/approach/output offered by the SOTER project.
In the table below we present a preliminary identification of key SOTER stakeholder groups,
the means and channels we will use to engage with them, and the targeted key messages.
Over the course of the project, we will update these key messages and define new ones
regarding the main project results as they become available.

Target Groups
Financial institutions

Key messages
Raise awareness of the project
and cybersecurity risks,

Key Channels and Activities
Website, Newsletters, printed
materials, trainings, Workshops,

14
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Target Groups
Market services
providers
Technology sector
firms
Cybersecurity
organisations,
including CERTs,
standards
organisations,
service providers
and regulatory
enforcement
Players of other
critical sectors of NIS
Directive

Media and general
public

Key messages
stimulate interest in project
technologies,
Encourage to use and validate
the SOTER outcomes

Raise awareness of the project,
stimulate interest in project
technologies,
Encourage to use and validate
the SOTER outcomes
Show the transferability of
SOTER tools to each critical
domain
Raise awareness of the project
and cybersecurity risks,
stimulate interest in project
technologies

Key Channels and Activities
conferences, professional fairs, social
networks and exhibitions

Website, social media, newsletters,
printed materials

Table 4 Target audiences and key messages

2.5 Dissemination channels and tools
2.5.1 Project website
The project website (https://soterproject.eu) is the main online tool for public dissemination
and serves as the main point of contact for the project. Its structure allows the consortium to
tailor communications for different target audiences as the project progresses.
It has been set up in M1 (July 2019) – see D7.4 – and is managed by TRI. It will be maintained
and updated regularly (e.g., at least once a month) throughout the project’s lifecycle. The
website currently provides visitors with a brief overview of SOTER, featured news, the partner
logos and descriptions, and a section describing the work carried out within the different work
packages (Project Outcomes). As they become available, public deliverables will also be
published in this section of the website.
The website also shows the project’s latest posts on social media and prompts visitors to sign
up to our newsletter, thereby aiding us in our goal of obtaining new followers and/or growing
our network.
Newsletters, blogs, videos and other project outcomes will be posted on the website (and on
social media) as they become available to create a complex “living and breathing” website
that is updated regularly with relevant information. Partners will be invited to contribute by
writing blogs that will be featured in the news section of the website and to actively promote
15
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them to the various stakeholder communities. This will contribute to raising awareness about
the project’s results by increasing traffic on the website and enhancing opportunities for
networking, forging collaborations and ultimately, exploitation.
Visits to the website will be monitored throughout the project lifetime to keep track of the
number of visitors and evaluate the effectiveness of dissemination. Moreover, TRI will
maintain the project’s website for at least two years after the project ends to ensure the
ongoing visibility of SOTER and its results.

Figure 2 SOTER project website

2.5.2 Newsletters
SOTER will produce a newsletter every 6 months starting from M7 (January 2020) containing
3-4 blogs/news about the project, information about upcoming events (e.g. meetings,
workshops, trainings, final event etc.) and some articles or interesting reads on cybercrime,
data protection, finance etc. arising from external sources, and/or project publications as they
become available.
The newsletters will be tailored to fit with SOTER’s visual identity (graphics will be embedded
into MailChimp to create an appropriate template for distribution) which will make them
easily recognisable by the stakeholders who receive them, thereby strengthening the project
brand and the impact of our dissemination activities.
The first newsletter will focus on the launch of the project and the outcomes of the first six
months. It is planned for the end of January 2020, after which newsletters will be prepared
and distributed every six months (two issues/year), with the exception of the last one which
is planned for M27 (September 2021) in order to promote the final event of the project as
widely as possible.
We will create an initial MailChimp contact list based on the project’s stakeholder and media
lists (which will then get populated on an ongoing basis), thus sending the newsletters to
those who we believe may have a legitimate interest in receiving news about our project or
stories related to cybercrime and the other topics covered by the project. Readers will, of
course, be able to opt out if they no longer wish to receive our newsletters.
16
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The newsletters will also be published on the project website and on social media for a wider
dissemination.
TRI will lead the preparation and distribution of the newsletters and will source content from
the project website and from external sources with contributions from the consortium.
Deadlines for providing material will be planned ahead and according to the date of the
newsletter issue.
2.5.3 Scientific dissemination
This task is related to “Task 7.3 Scientific dissemination” of the project which will start in M12
(June 2020) and is led by UNIGRAZ. It will execute the scientific dissemination of project
results through academic journal articles and participation in third-party events such as
academic conferences, industry expos and networking events. This phase of dissemination
will focus on results that can be publicised as per the innovation management work in WP8.
It will particularly seek to publicise the first results from the SOTER prototype platform and
the expected and potential applications. It will also publicise the impacts on the use cases to
demonstrate our progress beyond state of the art. The journals and conferences will be
selected based on their impact factor and profile within the relevant disciplines.
UNIGRAZ prepared a template (see Annex 5) for collecting a preliminary list of academic
journals and conferences/events that we intend to target as part of our scientific
dissemination, as well as information on:
• planned publications
• events partners plan to attend
• the main person in charge of these tasks in each organisation
Journal articles
Examples of relevant scientific journals are displayed in the table below and they include:
Journal Name

Details

Journal of Data
Protection & Privacy

It is the major professional
journal publishing in-depth,
peer-reviewed articles, case
studies and applied research
on all aspects of data
protection and privacy
practice across the European
Union and other
jurisdictions, in the wake of
the new EU General Data
Protection Regulation
(GDPR) and the biggest
change in data protection
and privacy for two decades.

Impact factor
(last 5 years)*
-

Link
https://www.henryst
ewartpublications.co
m/jdpp
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Journal Name
Privacy & Data
Protection Journal

International Journal
of Critical
Infrastructure
Protection

ACM Transactions on
Privacy and Security

IEEE Transactions on
Dependable and
Secure Computing

Details
Privacy & Data Protection is
Europe’s leading English
language journal on practical
data protection compliance
issues. The journal is an
invaluable source of news,
practical articles and expert
guidance for professionals in
the fields of data protection
and information security.
The Editorial Board
comprises the world's
leading experts in field of
data protection and data
privacy.
The International Journal of
Critical Infrastructure
Protection (IJCIP) was
launched in 2008, with the
primary aim of publishing
scholarly papers of the
highest quality in all areas of
critical infrastructure
protection.
ACM Transactions on
Transactions on Privacy and
Security (TOPS) is devoted to
the study, analysis, and
application of information
security and privacy. The
journal takes a wide view of
this topic and its mission is
to publish the best original
research in this area.
IEEE Transactions on
Dependable and Secure
Computing (TDSC) publishes
archival research results
focusing on research into
foundations, methodologies,
and mechanisms that
support the achievement–
through design, modeling,
and evaluation–of systems
and networks that are
dependable and secure to
the desired degree without
compromising performance.
The focus also includes

Impact factor
(last 5 years)*
-

Link
https://www.pdpjou
rnals.com/overviewprivacy-and-dataprotection

2.784

https://www.journal
s.elsevier.com/intern
ational-journal-ofcriticalinfrastructureprotection

1.714

https://tops.acm.org

5.172

https://www.compu
ter.org/csdl/journal/
tq
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Journal Name

Details

measurement, modeling,
and simulation techniques,
and foundations for jointly
evaluating, verifying, and
designing for performance,
security, and dependability
constraints.
Cyber Security: A
Cyber Security is the major
Peer-Reviewed
peer-reviewed journal
Journal
publishing in-depth articles
and case studies written by
and for cyber security
professionals. It showcases
the latest thinking and best
practices in cyber security,
cyber resilience, cyber crime
and cyber warfare, drawing
on practical experience in
national critical
infrastructure, government,
corporate, finance, military
and not-for-profit sectors.
Crime Law and Social Covers crime and deviance
Change
at the global, national,
regional and local level,
worldwide. Has a special
focus on financial crime,
corruption, terrorism and
organizational crime.
Welcomes criminological
research in the areas of
human rights, comparative
and international criminal
law and criminal justice
Computers in Human Computers in Human
Behavior
Behavior is a scholarly
journal dedicated to
examining the use of
computers from a
psychological perspective.
Original theoretical works,
research reports, literature
reviews, software reviews,
book reviews and
announcements are
published.
Computers &
Computers & Security is the
Security
most respected technical
journal in the IT security

Impact factor
(last 5 years)*

Link

-

https://www.henryst
ewartpublications.co
m/csj

1.083

https://link.springer.
com/journal/10611

4.964

https://www.journal
s.elsevier.com/comp
uters-in-humanbehavior

3.476

https://www.journal
s.elsevier.com/comp
uters-and-security
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Journal Name

Computer Law &
Security Review

Enterprise
Information Systems

Ethics &
International Affairs

Details
field. With its high-profile
editorial board and
informative regular features
and columns, the journal is
essential reading for IT
security professionals
around the world.
The Computer Law and
Security Review (CLSR) is an
international journal of
technology law and practice
providing a major platform
for publication of high
quality research, policy and
legal analysis within the field
of IT law and computer
security.
Enterprise Information
Systems (EIS) is a worldleading journal focusing on
both the technical and
applications aspects of EIS
technology, and the complex
and cross-disciplinary
problems of enterprise
integration that arise in
integrating extended
enterprises in a
contemporary global supply
chain environment.
Techniques developed in
mathematical science,
computer science,
manufacturing engineering,
and operations management
used in the design or
operation of EIS will also be
considered.
The aim of Ethics &
International Affairs, the
journal of the Carnegie
Council, is to help close the
gap between theory and
practice (and between
theorists and practitioners)
by publishing original essays
that integrate rigorous
thinking about principles of
justice and morality into

Impact factor
(last 5 years)*

Link

1.375

https://www.journal
s.elsevier.com/comp
uter-law-andsecurity-review

2.363

https://www.tandfo
nline.com/loi/teis20

1.32

https://www.cambri
dge.org/core/journal
s/ethics-andinternational-affairs
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Journal Name

European Business
Organization Law
Review

European Journal of
Information Systems

Frontiers in
Bioengineering and
Biotechnologies

Frontiers of
Computer Science

Details
discussions of practical
dilemmas related to current
policy developments, global
institutional arrangements,
and the conduct of
important international
actors.
The European Business
Organization Law Review
(EBOR) aims to promote a
scholarly debate which
critically analyses the whole
range of organizations
chosen by companies,
groups of companies, and
state-owned enterprises to
pursue their business
activities and offer goods
and services all over the
European Union.
This journal provides a
distinctive European
perspective on the theory
and practice of information
systems, benefiting a global
audience. Emphasizing the
exchange of ideas between
academics and practitioners,
it provides a critical view of
technology, development,
implementation, strategy,
management and policy
issues.
Frontiers in Bioengineering
and Biotechnology publishes
articles across a wide
research spectrum. The
mission of the journal is to
bring all relevant
bioengineering and
biotechnology areas
together on a single
platform.
Frontiers of Computer
Science is intended to
facilitate effective
communication and
exchanges between
scientists in China and

Impact factor
(last 5 years)*

Link

1.009

https://www.springe
r.com/journal/40804

4.756

https://www.palgrav
e.com/gp/journal/41
303

5.122

https://www.frontier
sin.org/journals/bioe
ngineering-andbiotechnology

1.087

https://www.springe
r.com/journal/11704
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Journal Name

IEEE
Security and Privacy

Information and
Computer Security

Information
Communication &
Society

Details
abroad. It will reflect the
significant advances that are
currently being made in
computer science.
IEEE Security & Privacy’s
primary objective is to
stimulate and track advances
in security, privacy, and
dependability and present
these advances in a form
that can be useful to a broad
cross-section of the
professional community—
ranging from academic
researchers to industry
practitioners. It provides
articles with both a practical
and research bent by the top
thinkers in the field of
security and privacy, along
with case studies, surveys,
tutorials, columns, and indepth interviews and
podcasts for the information
security industry.
Information and Computer
Security (ICS) contributes to
the advance of knowledge
directly related to the theory
and practice of the
management and security of
information and information
systems. It publishes
research and case study
papers relating to new
technologies,
methodological
developments, empirical
studies and practical
applications
Information, Communication
& Society (iCS) transcends
cultural and geographical
boundaries as it explores a
diverse range of issues
relating to the development
and application of
information and

Impact factor
(last 5 years)*

Link

1.784

https://ieeexplore.ie
ee.org/xpl/RecentIss
ue.jsp?punumber=80
13

-

https://www.emeral
dgrouppublishing.co
m/products/journals
/journals.htm?id=ICS

4.974

https://www.tandfo
nline.com/toc/rics20
/current
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Journal Name

Information
Technology &
People

Innovation – The
European Journal of
Social Science
Research

International Journal
of Digital Crime and
Forensics

International Journal
of Electronic Security
and Digital Forensics

Details

Impact factor
(last 5 years)*

communications
technologies (ICTs)
Information Technology &
2.477
People considers the
significance of new social
definitions of institutions,
the social environment of
production and technology
implementation and on the
human scale of social
processes that are both the
basis and the outcome of
technological change.
European integration and
1.346
enlargement pose
fundamental challenges for
policy, politics, citizenship,
culture and democracy.
Innovation: The European
Journal of Social Science
Research provides a unique
forum for discussing these
processes.
The International Journal of
0.830
Digital Crime and Forensics
(IJDCF) provides state-of-theart coverage in the
development of legal
evidence found in computers
and electronic storage
mediums including the use
of electronic devices and
software for crime
prevention, investigation,
and the application of a
broad spectrum of science
solutions for the legal
system.
IJESDF aims to establish
dialogue in an ideal and
unique setting for
researchers and
practitioners to have a
knowledge resource, report
and publish scholarly articles
and engage in debate on
various security-related
issues, new developments

-

Link

https://www.emeral
dgrouppublishing.co
m/itp.htm

https://www.tandfo
nline.com/toc/ciej20
/current

https://www.igiglobal.com/journal/i
nternational-journaldigital-crimeforensics/1112

https://www.indersc
ience.com/jhome.ph
p?jcode=ijesdf
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Journal Name

Details

Impact factor
(last 5 years)*

Link

and latest proven
methodologies in the field of
electronic security and
digital forensics.
International Journal
of Information
Management

The International Journal of
6.327
Information
Management (IJIM) is an
international, peer-reviewed
journal which aims to bring
its readers the very best
analysis and discussion in the
developing field
of information management.

https://www.journal
s.elsevier.com/intern
ational-journal-ofinformationmanagement

International Journal
of Information
Security

The International Journal of
Information Security is an
English language periodical
on research in information
security which offers prompt
publication of important
technical work, whether
theoretical, applicable, or
related to implementation.

1.977

https://link.springer.
com/journal/10207

Issues in Science and
Technology

Issues in Science and
Technology is a quarterly
journal published by
the National Academies of
Sciences, Engineering, and
Medicine and Arizona
State University. The
journal is a forum for
discussion of public policy
related to science and
technology. Our concerns
encompass a broad range
of themes and
perspectives related to
the ways that societies
seek to advance
knowledge and innovation
to achieve social goals.

1.081

https://issues.org/

Journal of Applied
Security Research

The Journal of Applied
Security Research:
Prevention and Response in
Asset Protection, Terrorism
and Violence is a one-stop

-

https://www.tandfo
nline.com/loi/wasr2
0
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Journal Name

Details

Impact factor
(last 5 years)*

Link

resource on security
research, education, and
training programs that will
help scholars, educators,
practitioners, and students
meet the increasing need for
security in the United States.
Journal of Business
Ethics

The Journal of Business
Ethics publishes only original
articles from a wide variety
of methodological and
disciplinary perspectives
concerning ethical issues
related to business that
bring something new or
unique to the discourse in
their field.

4.98

https://www.springe
r.com/journal/10551

Journal of Corporate
Finance

The Journal of Corporate
Finance aims to publish high
quality, original manuscripts
that analyze issues related
to corporate finance.
Contributions can be of a
theoretical, empirical, or
clinical nature.

3.184

https://www.journal
s.elsevier.com/journ
al-of-corporatefinance

Journal of
Cybersecurity

Journal of
1.890
Cybersecurity publishes
accessible articles describing
original research in the
inherently interdisciplinary
cyber domain and is
premised on the belief that
computer science-based
approaches, while necessary,
are not sufficient to tackle
cybersecurity challenges.

https://academic.ou
p.com/cybersecurity

Journal of
Information,
Communication and
Ethics in Society

The Journal of Information,
Communication and Ethics in
Society aims to promote
thoughtful dialogue
regarding the wider social
and ethical issues related to
the planning, development,
implementation and use of
new media and information

https://www.emeral
dgrouppublishing.co
m/jices.htm

-
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Journal Name

Details

Impact factor
(last 5 years)*

Link

and communication
technologies.
Journal of
Organizational
Computing and
Electronic
Commerce

JOCEC publishes original
1.758
research that explores the
relationships between
computer/communication
technology and the design,
operations, and performance
of organizations. This
includes implications of the
technologies for
organizational structure and
dynamics, technological
advances to keep pace with
changes of organizations and
their environments,
emerging technological
possibilities for improving
organizational performance,
and the many facets of
electronic business.

Journal of Risk
Research

The Journal of Risk
Research aims to publish the
latest theoretical and
empirical research and
commentaries on the
communication, regulation,
and management of risk.

1.619

MIS Quarterly

The editorial objective of
the MIS Quarterly is the
enhancement and
communication of
knowledge concerning the
development of IT-based
services, the management of
IT resources, and the use,
impact, and economics of IT
with managerial,
organizational, and societal
implications. Professional
issues affecting the IS field as
a whole are also in the
purview of the journal.

9.608

https://www.tandfo
nline.com/toc/hoce2
0/current

https://www.misq.or
g/
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Journal Name

Details

Impact factor
(last 5 years)*
-

Link

Procedia Social
and Behavioral Scien
ces

The Procedia - Social and
Behavioral Sciences is an
open access collection of
conference proceedings
published between 2009 and
2018, with an emphasis in
core social and behavioral
sciences disciplines.

Science and
Engineering Ethics

Science and Engineering
Ethics is a multi-disciplinary
journal that explores ethical
issues of direct concern to
scientists and engineers.
Coverage encompasses
professional education,
standards and ethics in
research and practice,
extending to the effects of
innovation on society at
large.

2.279

https://link.springer.
com/journal/11948

Social Science
Computer Review

Published bi-monthly, Social
Science Computer Review
(SSCR) is an interdisciplinary
journal covering social
science instructional and
research applications of
computing, as well as
societal impacts of
information technology.

3.361

https://journals.sage
pub.com/home/ssc

Social Science
Quarterly

Nationally recognized as one
of the top journals in the
field, Social Science
Quarterly (SSQ) publishes
current research on a broad
range of topics including
political science, sociology,
economics, history, social
work, geography,
international studies, and
women's studies.

1.477

https://onlinelibrary.
wiley.com/journal/1
5406237

Studies in
Information and
Control

Studies in Informatics and
Control journal provides
important perspectives on
topics relevant to
Information Technology,

1.013

https://sic.ici.ro/

https://www.journal
s.elsevier.com/proce
dia-social-andbehavioral-sciences
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Journal Name

Details

Impact factor
(last 5 years)*

Link

with an emphasis on useful
applications in the most
important areas of IT.
Systems Research
and Behavioral Scien
ce

Systems Research and
Behavioral Science serves
the international community
of systems researchers and
practitioners. Its scope is
also comprehensive,
covering systems
approaches in the physical
sciences, biology, family
therapy, business and
management, project
management, information
systems, community studies,
social policy, governance,
agriculture and the
environment.

1.375

https://onlinelibrary.
wiley.com/journal/1
0991743a

Technology in
Society

Technology in Society is an
international journal
devoted to the global
discourse at the intersection
of technological change and
the social, economic,
business and philosophical tr
ansformation of the world
around around us.

1.67

https://www.journal
s.elsevier.com/techn
ology-in-society

Table 5 Examples of relevant scientific journals

* According to Web of Science Core Collection and InCites Journal Citation Reports

Conferences and events
Targeted events, conferences and seminars will be attended and we will use innovative ways,
including video and digital media, to communicate the results of the project at these events.
The SOTER consortium is planning to organize at least three workshops targeted to domain
stakeholders.
The following table presents a non-exhaustive list of events where we aim to present the
results of the project.
Event Name
Annual Data
Protection

Website

Audience

https://www.pdp
conferences.com/

Privacy and data protection experts, Information and
Compliance professionals and advisers
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Event Name
Compliance
Conference
International
Symposium "Data
Protection and
Freedom of
Information
European Data
Ethics Forum
IAAP Europe Data
Protection Congress

Infosecurity Europe
European
Association for
eIdentity and
Security (EEMA)
(various events)
SC Congress
CYBERSEC Forum
ICT Security in
Financial Institutions
Conference Fighting
Cyber Crime
Financial
Cryptography and
Data Security
International
Conference on
Financial
Criminology

Website

Audience

18th-annual-dataprotectioncomplianceconference
https://privacyco Data protection and privacy community, industry,
nference2019.inf civil society, academia and government
o
representatives.
https://dataethics
.eu/conference19
/
https://iapp.org/c
onference/iappeurope-dataprotectioncongress/
https://www.info
securityeurope.co
m
https://www.eem
a.org/events/

Privacy, data protection and ethics experts from
academia, industry and public sector, policy makers

https://www.scco
ngressuk.com

Industry leaders, experts and senior professionals
from every business sector, including finance,
government, retail, insurance, telecoms and more
Cybersecurity experts, policymakers

Leaders from the world’s most influential regulatory
agencies, privacy and data protection professionals

Business, tech and cyber communities
Technology experts, policy-makers and senior
influencers from public, private and academic sector
institutions from across Europe and beyond

https://cybersecf
orum.eu/en/pola
nd/
http://ictsecurityc Finance professionals, cybersecurity and privacy
onference.eu
experts
https://fc19.ifca.a
i
http://www.icfc.u
iu.ac.bd/

Security and cryptography researchers and
practitioners together with economists, bankers,
implementers and policy-makers
Academics, researchers, professionals, government
officials, educational leaders, policy makers, industry
representatives, advanced students, and others.

Table 6 Examples of conferences and third-party events

2.5.4 White Papers
SOTER aims to produce at least three White Papers mainly based on our research on
blockchain security, cybersecurity trends and standards.
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One of the outcomes of WP5 will be a White Paper that will analyse the results of the
evaluation of current and future trends in cybersecurity, giving a first approach to
standardization, working towards a best practices adoption that will lead to a reduction of
cyber risks.
Elements of the final report on legal social and ethical issues will also be transformed into a
White Paper and/or journal article for wide distribution to stakeholders in finance, GDPR
compliance and other relevant sectors.
Participation per

2.5.5 Collaboration with other EU projects
For the sustainability of the project results and the most effective dissemination process to
promote SOTER’s activities and outcomes, it is vital to develop synergies with other relevant
national, European and international projects. This task will identify additional stakeholders
and relevant projects, mainly on the frame of H2020, and liaise with them as part of our
stakeholder network and at the final event, as well as on masterclasses and the training
activities foreseen in WP6, in order to promote the project and benefit from the other
relevant projects’ experiences and outcomes. Particular attention will be taken to the projects
funded under the same topic.
Examples of collaboration activities that we plan to organise are joint workshops where
SOTER and other project partners will collaborate. The joint workshops will help ensure the
take-up of the SOTER outputs, build on the results of other projects, get closer to our target
markets, and develop synergies with and learn from other projects. For example, we will
discuss community building, communication platforms, cross dissemination activities and
events, legal and ethical issues, etc. Whenever possible (always keeping confidentiality, IPR
issues and data protection in mind), we will also exchange and share data, tools, methods,
techniques, knowledge, expert group experiences, and many other common and re-usable
project resources and outcomes that can be exchanged and shared.
Here below is a list of innovation projects related to SOTER that the consortium aims to reach
out to and forge synergies with as part of T7.4.
Project title and
acronym

Project information and synergies with SOTER

TABULA RASA

The project will address some of the issues of direct (spoofing) attacks
to trusted biometric systems. Direct attacks are
performed by falsifying the biometric trait and then presenting this
falsified information to the biometric system. In particular the
TABULA RASA project will: 1. Address the need for a draft set of
standards to examine this problem, 2. Propose
countermeasures such as combining biometric information from
multiple sources,3. Examine novel biometrics that may be
inherently robust to direct attacks.
Synergies with SOTER: This project is a basis for the development of
SOTER, in terms of techniques to detect attacks in biometric
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Project title and
acronym

PRIViLEDGE

CYBERWISER.EU

TRUESSEC.EU

Project information and synergies with SOTER
systems and improve the robustness of these attacks. SOTER will
deepen on this and develop more, according to the advances
produced since TABULA RASA execution, in order to improve this
component of the onboarding platform.
PRIViLEDGE realises cryptographic protocols supporting privacy,
anonymity, and efficient decentralised consensus for DLTs.
Several European key players in cryptographic research and from the
fintech and blockchain domains unite to push the limits
of cryptographic protocols for privacy and security.
Synergies with SOTER: SOTER will use the results of this project to
enhance the blockchain component of the onboarding solution.
However, SOTER will take a more specific step working with secure and
‘transportable’ user identifications based in blockchain
technology, reaching a functional system for banking
CYBERWISER.EU pragmatically addresses the urgent need to count on
highly-skilled, multi-disciplined cybersecurity
professionals, given the increasingly aggressive cyber-landscape that
Europe and the world is facing. CYBERWISER.EU will
be an educational, collaborative, real-time civil cyber range platform
where cybersecurity competitions will take place, making
it the EU’s reference, authoritative, independent cybersecurity
platform for professional training. Users can play the role of
attackers and/or defenders in different scalable and configurable
scenarios, composed of a set of virtual resources representing
a company ICT infrastructure.
Synergies with SOTER: CYBERWISER.EU results will be take on account
in SOTER, specially its focus for professional training.
Furthermore, SOTER will apply an innovative system to check the
human factor in cybersecurity, and will give training and
awareness specifically designed for the financial sector. Moreover, will
offer methodology for standardization of cybersecurity
best practices.
TRUESSEC.EU is a CSA on certification and labelling of trustworthiness
properties from a multidisciplinary SSH-ICT
perspective and with emphasis on European rights and values.
TRUESSEC.EU aims at exploring the situation, the barriers,
and the benefits of security and privacy labels; engaging stakeholders
in the discussions, and issuing recommendations that
may foster the adoption and acceptance of labels. Based on the
support studies as well as interdisciplinary work a Criteria
Catalogue for security and privacy features of ICT products and services
in regard to their trustworthiness as well as
recommendations for the development of a European label for
enhancing trust and security in Internet-based technologies and
services will be developed.
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Project title and
acronym

Project information and synergies with SOTER
Synergies with SOTER: The TRUESSEC.EU Criteria Catalogue developed
under the lead of the University of Graz, who is also part
of SOTER consortium, will enhance the understanding of trust and
trustworthiness in the context of cybersecurity in the finance
sector. We will use the experience gained in the development of the
Catalogue to create a Competence Catalogue for the
training-modules that will also help to summarizing the results of the
risks analysis as well as of the actions identified to enhance
cybersecurity and mitigate threats and security attacks.

Table 7 Related EU projects

2.5.6 Project events
Partners have scheduled a series of key appointments, including workshops, trainings and
other events in which to present the project’s results to the bank employees participating in
the project and other stakeholder communities.
All project events will be promoted on the SOTER website and on social media. However,
partners are also responsible for promoting all public events organised within or connected
to SOTER. We recommend using the tools and channels described in this document to reach
potential participants and encourage their engagement. Partners will report details of events
they organise, or participate in, in the monitoring spreadsheet (Annex 3). The monitoring
activity is specifically requested by the European Commission and is therefore mandatory for
reporting.
As well as being important opportunities for dissemination and exploitation, the SOTER
workshops and trainings will have a key role in the development of the SOTER digital
onboarding platform. They will bring together bank employees and practitioners in the field
to define and discuss the technical, ethical, legal and societal requirements for designing the
SOTER platform and raise awareness on the best practises on cybersecurity and data
protection. The resulting prototype and the final results will be demonstrated at the final
SOTER conference.
As part of T5.4, we will also organise a Stakeholder Workshop which is another key project
event. We will invite key stakeholders working on standardisation (as well as certification and
accreditation) in the field of cybersecurity and cybersecurity experts from the finance sector
to discuss and validate the draft White Paper. The purpose of the workshop will be to bring
together standardisation, certification and end-users in the finance sector to further current
standardisation work in this field and promote good practice and common standards. The
invitees will be from working groups, certification bodies identified in Tasks 5.1 and 5.2, the
pilot partners and advisory board members. The outcome will be a final White Paper which
will promote current standardisation work, highlight good practice, identify barriers and
mitigation efforts and provide a common ground for stakeholders operating within this field.
Final event
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In collaboration with the consortium partners, EVERIS will organise a final event to gather
lead-users, experts, industry and potential clients in order to publicise the SOTER platform
and demonstrate the results of the project. While the SOTER results will feature heavily, the
event will also invite presentations by academics, industry and representatives from other
projects to (a) increase buy-in for the event and (b) situate SOTER in relation to other relevant
innovations and activities. The focus of SOTER on the finance sector will be taken into account
to choose the proper place to gather all the stakeholders. The event will be free to attend,
and project funds will cover the costs of room hire and catering in order to lower entry
barriers to participation.

2.6 Key dissemination activities
The partners have scheduled a number of key milestones/deliverables within the project
including workshops and conferences in which to present the project’s work to the relevant
stakeholder communities.
These deliverables and milestones represent some of the core activities of the project and
will therefore be at the centre of SOTER’s dissemination activities. Below is a list of public
deliverables with key dates to assist the dissemination of project information and with the
right timing.
Deliverables/milestone

Month and date

D2.1 Mapping of human
behaviour related
threats and mitigation
measures (I)
D2.2 Mapping of human
behaviour related
threats and mitigation
measures (II)
D2.3 PIA+ Report (I)
D2.4 PIA+ Report (II)
D3.5 Blockchain Security
Focus whitepaper (I)
D3.6 Blockchain Security
Focus whitepaper (II)
D3.11 Public version of
the D3.1 + D3.2 + D3.4 +
D3.5 +D3.6
D4.6 Report on pilots’
legal compliance
D4.7 Public version of
the
D4.1 + D4.2 + D4.3
D5.1 Standardized
system to security
incidences handling and
monitoring

M14 (August 2020)

Dissemination and
Communication Reach
Public

M23 (May 2021)

Public

M14 (August 2020)
M27 (September 2021)
M7 (January 2020)

Public
Public

M19 (January 2021)

Public

M28 (October 2021)

Public

M24 (June 2021)

Public

M28 (October 2021)

Public

M25 (July 2021)

Public
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Deliverables/milestone

Month and date

D5.2 White Paper on
Cybersecurity standards
D6.1 Competence
Catalogue
(I)
D6.2 Competence
Catalogue
(II)
D6.3 Training modules
compilation (I)
D6.4 Training modules
compilation (II)
D6.5 Report on training
actions (I)
D6.6 Report on training
actions (II)
D6.7 Report on training
actions (III)
D6.8 Digital Training
Handbook
D8.9 SOTER Integrated
Technology Roadmap

M28 (October 2021)

Dissemination and
Communication Reach
Public

M5 (November 2019)

Public

M14 (August 2020)

Public

M8 (February 2020)

Public

M14 (August 2020)

Public

M13 (July 2020)

Public

M20 (February 2021)

Public

M25 (July 2021)

Public

M27 (September 2021)

Public

M28 (October 2021)

Public

Table 8 Key dissemination activities

3. Communication strategy
3.1 Target Audiences
Alongside the stakeholder groups identified in section 2.3 of this document, SOTER’s
communications will reach out to a diverse audience, including the public and the media, in
order to raise awareness about the project and its activities.
3.1.1 General public
This category includes two sub-groups:
• citizens reading papers and watching/listening to the news every day, with no special
interest in cybercrime or finance;
• people with an interest in cybercrime, finance, privacy and data protection,
technology and IT, including specialists and professionals in the fields of computer
science and engineering, etc.
3.1.2 The Media
The media will include popular and specialist press. For the latter, we will target and engage
with journalists and bloggers that have previously written about cybercrime, security issues,
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privacy issues, etc. Having previously written about these topics indicates their interest in the
topics covered by SOTER and they are therefore likely to pick up our press releases and news
for their news stories.

3.2 Communication messages
The main messages for the public will be general information about the project, its goals,
funding, consortium, etc. but we will also focus on the legal and ethical aspects of the project.
On the one hand, the rationale behind informing the public about the project, its goals, etc.,
is to generate greater awareness about why cybersecurity is important and the important
role played by the human factor in cyber attacks. On the other hand, we will ensure that the
compliance with GDPR and national laws, as well as the ethical approach to privacy, data
protection, citizens’ rights, etc., are fully communicated, since these topics are most likely to
influence the public’s attitude and trust towards SOTER.
Furthermore, we will update the abovementioned key messages and define new ones
regarding the main project results as they become available.
The timing for communicating the first set of messages is detailed in section 4.4 of this
deliverable, while the timing for the messages that are closely related to the results of the
project will be decided upon in due course.

3.3 Communication channels and tools
3.3.1 Project website
The project website (see section 2.5.1 of this deliverable) represents the project’s “business
card” and it is naturally the first place where stakeholders, including the genereal public and
the media, will turn to, to find information about the project. It is therefore also one of the
main communication channel.
3.3.2 Social media
Digital and social media has tremendous potential for reaching some of the targeted
audiences and engaging people with the SOTER brand. A social media grid will be drawn up
that will plot the most appropriate social media channel/sites for targeting specific audiences.
Appropriate pages will be designed for each channel and a content maintenance plan will be
put in place for managing the streaming of information across these channels to secure and
maintain followers. Social and digital media will be particularly powerful in helping to create
“communities of support” for the project. The project will create interest on social media and
digital platforms by using visual media, videos and infographic imagery, and importantly,
mobile enabled content and richer content experiences for users. The social media channels
will be used following the recommendations set out on the “Social Media Guide for EU funded
R&I projects”, released by the European Commission.
SOTER will use social media accounts throughout the project lifetime to raise awareness,
publicize the project outcomes and outputs and to engage with stakeholders.
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TRI has set up the following social media accounts in M1 (July 2019) and is responsible for
managing them:
•
•

Twitter (https://twitter.com/projectsoter )
LinkedIn (https://www.linkedin.com/in/soter-project-2b626b190/)

Twitter
Twitter will be the main social network used because of its widespread use by academics,
industry, European projects, researchers, influencers and other stakeholders (including the
public and the media).
Other social media platforms will be also be used to promote content (e.g., videos) and
further results when they become available.

Figure 3 SOTER Twitter account

LinkedIn
LinkedIn will be used to post the same contents as those shared on Twitter, but it will serve
also as a means for growing the SOTER network and connecting with stakeholders from
academia, the industry or the public sector that may have legitimate interest in the project
and may be interested in future collaborations.
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Figure 4 SOTER LinkedIn profile

Social media strategy
Many of the topics covered by SOTER are already discussed on social media platforms.
Cybersecurity in particular is a recurring topic in the news and it is widely discussed by experts
in the field but also by the media and the general public. To ensure that SOTER is part of this
discussion and help extend the reach of SOTER’s communications, we will follow (on Twitter)
and connect (on LinkedIn) with experts in cybersecurity, finance, blockchain, and technology;
journalists, cybersecurity organisations, market providers and other projects dealing with
topics similar to the ones tackled in SOTER.
To position ourselves among the experts in the field, but also to increase the number of our
followers, we will post news and interesting content related to cybersecurity but also the
other topics covered by the project. Project news, communication materials (such as flyers
and videos) and website content will also be shared, followed by public deliverables and
publications from the project (drawing information from WPs 1-6). Furthermore, we will
endeavour to maintain a constant online presence by posting weekly (at least 4 times per
week), at different times and in different days of the week to reach a wider audience.
SOTER’s partners’ institutional accounts and consortium members active on Twitter are also
instrumental to building a following. SOTER follows partners and individuals. Consortium
members are asked to follow us back and help share information to their networks by retweeting content from the account. SOTER, in turn will retweet partners’ content which is
relevant to the project.
Twitter will also be used to direct traffic to the SOTER website and we will, whenever possible,
include a link to the project website (or a specific page of the project website) in the copy of
our tweets and LinkedIn posts.
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Project partners are expected to help raise awareness about SOTER and its outcomes through
their social media accounts or by providing content to TRI who is managing the accounts.
Individuals can also use their personal LinkedIn profile to reach out to their network. When
posting on Twitter, we will use and recommend that the other partners also use the project’s
Twitter handle (@projectsoter) and relevant hashtags (e.g., #cybersecurity, #finance,
#financial, #digitalonboardingplatform #databreach #biometrics #blockchain etc.) to give the
tweets more visibility. When tweeting, an URL-shortened link should be used if there is the
need to point at specific pages of the website considering the limited number of characters
that are available. Furthermore, we recommend using images to create more engaging
content for the tweets. Only images that are free for reuse (under Creative Commons License)
are to be used, except of course, when using pictures taken during project events (with
consent from participants) or SOTER materials.
3.3.3 Printed materials
Project flyer
In collaboration with the consortium partners, TRI designed a project flyer in M1 (July 2019)
to be used as an outreach tool and to be distributed at SOTER and/or third-party events to
promote the project and its objectives to bankers, academics, the industry and other
stakeholders, including the public and the media. The project flyer contains core information
about the project and its mission, thereby providing stakeholders with a brief introduction to
the project and where to go for more information, should they wish to know more about
SOTER and/or be actively involved in the project.
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Figure 5 The SOTER flyer

Pull-up banner
TRI will design a pull-up banner and other materials as required for participating in third
party events where a stand for the project is needed. The project pull-up banner will contain
catchy infographics and core information on the project and will be displayed at
project/external events and conferences, when necessary.
3.3.4 Videos
TRI, in collaboration with project partners, will produce two short videos:
1) including general information on the project and its approach (to be relased M8-9)
2) including main results and information on the onboarding platform (to be released in
time for the final event of the project)
We will also produce short videos to support some of the trainings conducted in WP6 and
also with some of the footage taken during the final event and/or other project events.
Once available, these videos will be posted on the project website through YouTube or Vimeo,
and shared on social media.
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3.3.5 Press releases
Press releases will be one of the main formats to inform the media and achieve a wide
dissemination and communication of results, especially to the public, and ultimately increase
interest in SOTER and the topics it covers both at the local and European/global levels.
Press releases will be prepared upon reaching major project milestones and deliverables,
including the start and end of project. The consortium will e-mail these to their contact list,
and post them on the project’s website.
The partners are invited to translate press releases and forward them to local media and their
institution’s press offices (when available) in order to encourage their uptake by at least one
newspaper in each of the partners’ countries.
TRI will work with partners in different countries to compile and maintain a list of contacts in
specialist and popular press/media (see section 2.3.1 of this deliverable).
3.3.6 Blogs/news items
Blogs and news items for the project website will be produced in collaboration with the
consortium partners and will be the main source of content for the newsletters. Topics will
vary according to the results that are available (public deliverables and/or publications will be
the main starting point for writing our blogs), success stories that we may want to promote,
but also news to promote our events or participation in third party events.
Partners will take turns to write blogs for the website and TRI will organise bilateral
conversations with the relative partners to discuss the type of content that needs to be
produced and the deadlines for producing it.
In order to keep the project website updated as much as possible with project news and to
have enough content for the newsletter, we aim to publish at least one blog/news per month.
The table below shows a preliminary timetable scheduling partner contributions for the blogs.
Blog topic
Competence catalogue
SOTER innovation
Blockchain Security
Focus whitepaper
Cybersecurity and the
human factor
Training events
Workshop and meetings
announcements
SOTER PIA
Final event
announcement
Digital Training
handbook
SOTER onboarding
platform

Date
M6
M7
M8

Responsible partner/s
UNIGRAZ
EVERIS, RISE
FNMT

M9

TRI

TBD
TBD

RISE
EVERIS, TRI

M14
M26

TRI
EVERIS, TRI

M27

UNIGRAZ

M28

EVERIS
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Blog topic
Other/s

Date
TBD

Responsible partner/s
TBD

Table 9 Blogs schedule and partner contributions

4. Dissemination and communication management
This section defines the partners’ roles and responsibilities concerning dissemination and
communication, as well as the consortium policies and procedures that will be in place for an
effective dissemination and communication and the timing of the planned activities.

4.1 Visual identity
The visual identity is the project’s “face and personality” or brand, presented to the global
community. It results from the combination of the project logo, colour scheme, fonts,
infographics, templates etc. and provides a clear and recognizable project image. All partners
must follow the guidelines in Annex 1, which are not meant to inhibit, but to improve the
creative process. By following these guidelines, the materials partners prepare (e.g.
presentations at third-party events) will represent the unique brand of the SOTER project and
its tools to all audiences.
Furthermore, all SOTER materials, both online and offline, must and will include EU funding
acknowledgement.
For more details and the full guide on the use of SOTER’s logo, colour scheme etc., see Annex
1.

4.2 Responsibilities
TRI will coordinate and implement the dissemination activities; however, according to the
DoA and this Dissemination and Communication Plan, all SOTER partners are responsible for
the online and offline dissemination and communication of project results. Resources have
been allocated to all project partners for these activities.
Each partner will have a partner representative responsible for developing and implementing
the project’s dissemination and communication tasks.

4.3 Policies and procedures
WP leaders (in collaboration with task leaders) will be responsible for:
• Identifying results suitable for dissemination and communication
• Choosing the most appropriate partner to lead the dissemination of the specific result
(often the partner generating the result)
• Supporting the responsible partner in identifying the potential audience in
collaboration with the WP7 lead partner/s
• Supporting the responsible partner in identifying the appropriate journal, in
collaboration with the WP7 lead partner/s
Furthermore, all SOTER partners must be aware of the following:
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•
•
•
•

All dissemination and communication materials must comply with the project
branding guidelines provided in Annex 1 of this deliverable and include
acknowledgement of EC funding
The project coordinator and the WP7 lead partner will provide support to ensure
compliance with project branding
All project deliverables, documents and presentations must be prepared using the
provided Word document and PowerPoint presentation templates.
All partners should obtain consortium approval of all dissemination materials before
distribution

4.4 Timing
The table below outlines the timeline for SOTER’s dissemination and communication activities
and processes, which are broken down into specific tasks, dates and partner responsibilities.
Dissemination/communication
activity

Partner

Task

Dates

TRI and ALL
PARTNERS

Project Website
(including design,
management and
update)
Social media
(Twitter and
LinkedIn)

M1 (continually
updated
throughout the
project)
M1- continually
updated
throughout the
project
M1, M12, M27

TRI

Communication activities

TRI and ALL
PARTNERS
TRI and ALL
PARTNERS
TRI
TRI and ALL
PARTNERS
TRI

Dissemination/communication
processes

TRI and ALL
PARTNERS
TRI and ALL
PARTNERS
ALL PARTNERS

Flyers and printed
materials
Videos
SOTER press kit
Writing press
releases, news
stories, blogs and
guest blogs
Newsletter writing
and circulation
Media contacts
search - creation of
SOTER‘s PR list
SOTER Stakeholder
contact list
Attending
conferences

Dissemination activities
ALL TECHNICAL
PARTNERS

Publishing journal
articles

M7, M26
M1
M1-M28

M7, M13, M19,
M27
M6-M28
M6-M28
M1-M28 but
especially from
M12 when T7.3
starts
M12-M28

42

833923 – SOTER
D7.1.- SOTER dissemination plan

Dissemination/communication
activity
Monitoring activities

Partner

Task

Dates

TRI and ALL
PARTNERS

Monitoring project
outcomes and
dissemination
activities

M1- M28

Table 10 Timing of dissemination and communication acivities

5. Potential barriers that may hinder dissemination and
communication
Below are some barriers that may hinder the results of the dissemination and communication.
A number of avoidance measures will be put in place to counteract the effect that any
hindrance or potential barriers may have on the project.
Communication
Channel
Key Messages

Risk
Lack of interest in
cybersecurity
awareness and skilling
services provided by
SOTER

Risk Level (Low,
Medium, High)
Low/Medium

Avoidance Measure
The dissemination and
communication
strategy will include
data based messages
showing how
important, in terms of
Return of
Investment the
awareness within the
employees is.
Moreover, a special
training task for this
collective is foreseen
(T6.4)

Project Results

Stakeholders Unaware

Low

Participate in main
European
associations, fora and
events regarding
cybersecurity to
ensure achievement
of dissemination and
communication
results and ensure
that project
information is
disseminated
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Communication
Channel

Risk

Risk Level (Low,
Medium, High)

Avoidance Measure
throughout the
project successfully to
stimulate and
maintain
stakeholders’ interest

Biometric data

Consumers reluctant
to capture biometric
data

Medium

Participation in
Workshops, trainings
and project events

Low Stakeholder
Attendance and/or
Lack of Interest

High

Newsletters

No-one/very few
people subscribe

Low/Medium

SOTER results will be
GDPR compliant by
design and the
biometric data will be
stored via blockchain.
Dissemination
activities
can include awareness
content on this
subject to increase the
trust
Ensure that the events
are promoted through
all channels
successfully and the
right stakeholders are
targeted. Formulate
convergence
strategies and
catalogue of replies to
anticipated concerns
for participant
acquiration.
Make sure the box for
subscribing to the
newsletter on the
website is visible and
has a lively and
engaging message and
share the newsletters
on social media with a
call to action to
subscribe.

Table 11 Barriers that may hinder the results of the dissemination and communication

6. Evaluation and monitoring
An important aspect of dissemination concerns achieving impact. In order to achieve impact
and truly make a difference, all dissemination activities will be evaluated for efficacy. This
deliverable is a living document (that will be updated as policies and plans change) and
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partners will evaluate their plan at the interim review (M16) and again before the end of the
project. However, all consortium partners are encouraged to keep track of each dissemination
and communication activity (and the audience reached whenever possible) as they take place.
It is important to keep track also of the feedback gathered from the target audience (if
applicable) and newly-gained contacts are to be listed in the contact repository in SOTER’s
private and secure collaborative space for further dissemination or exploitation purposes.
We have developed a monitoring tool (Annex 3) for each partner to complete on an ongoing
basis, but especially during the reporting periods. The tool consists of an Excel spreadsheet in
which the partners will have to specify the details of the dissemination and communication
actions performed and the obtained impact (i.e., audience reached with each activity).
When it comes to target audiences and communication/dissemination tools and channels,
there is some overlap between the two plans. For this reason, we are going to use the same
abovementioned monitoring tool to monitor both dissemination and communication
activities. This will avoid confusion as to which spreadsheet must be used; moreover, it will
avoid having to collate information from different sources and limit the chances of losing
information.
The monitoring tool is designed to meet the European Commission's requests for project
promotion and dissemination of results and filling it in is mandatory for reporting. The
spreadsheet, along with the guidelines for filling it in correctly (Annex 4), are available in a
specific folder in the collaborative space. Regular reminders will be sent to partners to update
the spreadsheet, as the regular use of the monitoring tool will allow us to know if we are
achieving impact and how far along we are in reaching our targets (KPIs).

6.1 Dissemination and communication KPIs
The table below illustrates a list of KPIs for the different channels used in the dissemination
and communication activities.
We will monitor these KPIs and keep track of achievements on an ongoing basis by recording
the achieved KPIs in the SOTER monitoring spreadsheet (see Annex 3). Moreover, KPIs will be
reviewed and monitored at the interim review and at the end of the project, and discussed in
the SOTER consortium meetings and calls as reuqired.
Instruments

Expected number of participants /
beneficiaries

Target audience
Bank employees
TPPs
Researchers/Academics

E-mails

Building a mailing list of 300 contacts
who show support for the project

Market service providers
Privacy/data protection
experts
Cybersecurity experts
CERTS
Journalists
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Instruments

Project website

Social media (Twitter
and LinkedIn
accounts)

Expected number of participants /
beneficiaries

>2500 unique visitors

Twitter followers:
<100 – poor, 100-250 – good, 250+ excellent
LinkedIn contacts:
<100 – poor, 100-250 – good, 250+ excellent

Videos
10 (2 project videos, other videos for
trainings and footage from project
events)
Flyers/brochures

Pull-up banner
Newsletters (2 issues
per year)
Blogs/news items on
project website
Press releases
Networks with
pertinent EU or
national projects
Peer-reviewed
scientific journal
publications
Presentations at thirdparty workshops and
conferences
Participation in SOTER
workshops and events

White papers

1 at the start of the project and 1 for
the final event. At least 500 copies
to be distributed at external and
project events
At least 1 to be used at events
> 300 subscribers
At least 1/month
At least 3
>5 networks with pertinent EU or
national projects
>10 publications
>10 participations in scientific
conferences and workshops

Target audience

All stakeholders including the
general public and the media

All stakeholders including the
general public and the media

All stakeholders including the
general public and the media
Bank employees and other
stakeholders involved in the
SOTER trainings
All stakeholders including the
general public and the media

All stakeholders including the
general public and the media
All stakeholders including the
general public and the media
All stakeholders including the
general public and the media
The media and the general
public
Academia, Industry, Privacy
and Ethics committees
Academia, Industry

Academia, Industry

To reach active participation of at
least 100 people

Bank employees and other
stakeholders involved in the
SOTER trainings
Academia, Industry
Journalists (for the final event)

> 3 white papers

Decision makers and
stakeholders working on
standardisation (as well as
certification and accreditation)
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Instruments

Expected number of participants /
beneficiaries

Target audience
in the field of cybersecurity
and cybersecurity experts from
the finance sector

Table 12 Dissemination and communication KPIs

7. Conclusion
The Dissemination and Communication plan defines the required measures and tools to
implement for promoting the project and its findings. It documents the channels and tools to
be used when disseminating or communicating project information. This document also
provides the consortium partners with guidelines on how to communicate the results of the
projects and the knowledge gathered during the process. The partners will evaluate their
communications plan at the interim review (month 16) and again at the end of the project.
The candidate dissemination and communication actions will be continuously monitored and
accordingly updated to reach the defined objectives and audiences.
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Annex 1 – Visual identity guidelines
The use of the project’s visual identity is intended to create a unique and recognisable image
of the project for a coherent and consistent use of the visual elements in all SOTER’s
dissemination and communication materials. This includes publications, presentations, and
all other marketing materials both online and offline. Guidelines on correct use of the logo,
the fonts, colours and templates are included.
All partners should use and follow these guidelines in all dissemination and communication
activities related to the project. All documents should include the grant agreement number,
EU logo, funding acknowledgement, and project logo.
Logo
The SOTER logo may be used in two forms, as a complete logo with the symbol embedded
into the wordmark or the symbol alone.

Figure 6 SOTER logo

Figure 7 SOTER logo symbol

The logo (either in its full form or the symbol alone) should be used in its colour form unless
a dark (preferably blue or black) background is used, in which case a white version of the logo
may be used.
The correct proportions must always be maintained if reducing the size of the logo is
necessary. Do not distort the logo and do not reduce its size to an extent where the name of
the project is no longer visible or readable.
Always use the official logo. It should never be recreated under any circumstances. Always
ensure you are using the correct artwork for the application. When reproducing any logo
elements, only the original high-resolution images or vector graphic files are to be used - logos
must not be taken from other documents or from screenshots.
Colour scheme
Green, aquamarine and orange are the distinctive colours of the project and should be used
according to the RGB or HEX codes below. No other shades of blues or greens or other colours
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are to be used as they are not part of the SOTER colour scheme and doing so would disrupt
the project’s visual identity.
SOTER colour scheme

Colour 1:

Colour 2:

Colour 3:

Colour 4:

Colour 5:

HEX code:
145b64

HEX code:
1995a4

HEX code:
19a1b1

HEX code:
097d8a

HEX code:
f19920

RGB codes:
20, 91, 100

RGB codes:
25, 149, 164

RGB codes:
25, 161, 177

RGB codes:
9, 125, 138

RGB codes: 241,
153, 32

Table 13 SOTER colour scheme

Fonts
We have chosen standard fonts so partners would not need to install any special fonts on
their laptops or computers. Moreover, this avoids any discrepancies that might occur when
using different operating systems.
The following fonts have been chosen for SOTER materials and are to be used accordingly.
Open Sans: for the SOTER website
Calibri: for body text in deliverables and other Word documents
Arial: for printed materials and PowerPoint presentations
Templates
PowerPoint templates
There is generally a lot of inconsistency in the templates used for presentations. For this
reason, we have created a PowerPoint template for all partners to use, both internally (at
project meetings) and especially for external communication (e.g., at conferences and
external events).
Presentations must be made on the template as created by TRI with the EU funding
acknowledgement, grant agreement number and EU logo.
Reference document for EU logo: https://ec.europa.eu/inea/en/connecting-europefacility/cef-energy/beneficiaries-info-point/publicity-guidelines-logos
The styles for body text and headings are assigned in the Slide Masters and will appear
automatically.
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Figure 8 PowerPoint template

Word templates
TRI has prepared a deliverable template and shared it with the consortium, and partners
should use this template appropriately.
When using a Word template, predefined styles should be used for body text and headings
and must not be modified.

Figure 9 Deliverable template
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Annex 2 – SOTER press release – September 2019

Setting new benchmarks for cyber-security in the financial sector
We are living in the era of digitalization where digital applications across all business sectors
are increasing. Unfortunately cyber-attacks are alarmingly on the rise as well, which sets new
challenges for the management of secure internal and external data flows.
These are but some of the challenges that SOTER, the newly launched EU funded project, will
address over the next two years.
2017 saw a massive ransomware cyber-attack that affected nearly 100 countries and
important companies from different sectors like health services, finance, transport, and
energy. According to the Directive on Security of Network Information Systems (NIS), these
sectors are critical in terms of cybersecurity and should therefore have in place robust
measures against cyber-attacks.
SOTER will take a holistic research approach, combining technological development with
human factor based cybersecurity training.
The human factor plays a key role in cyber attacks. A survey conducted by the Spanish
National Cybersecurity Institute (INCIBE) showed that at least 10% of survey respondents said
they have the same user/password for different applications and most survey respondents
prefer to have “weak” passwords so they won’t forget them.
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SOTER will develop a biometric based authentication and identification digital on-boarding
platform in conjunction with a suite of training materials, designed to enhance information
security, data privacy, and cybersecurity practice within the critical financial services sector.
“New tools, awareness and training for employees are needed due to the increased
dependence on digital applications and the rise in cyber attacks”, said the SOTER project
coordinator Paul Tailor Carbajal Silva, “SOTER will complement the technological
development with a specific methodology for training and raising awareness of finance sector
employees about the importance of their daily work against cyber-attacks.”
The SOTER kick-off meeting took place in Madrid, Spain, on 9-10 July 2019. During the twoday event, the partners met, shared information about their organisations, and discussed the
SOTER work plan over the next two years.

SOTER is coordinated by Everis in Spain and brings together technologists and researchers
from eight organisations across Europe. It merges business and academic competencies from
a range of research partners, including: large companies, SMEs, universities, potential users,
and public institutions.
The project partners involved in SOTER are:
•
•
•
•
•
•
•
•

Everis (Spain)
Mediolanum (Spain)
Everis Aerospace and Defence (Spain)
InAuth (United Kingdom)
Trunomi (United Kingdom)
Trilateral Research (Ireland)
University of Graz (Austria)
Research and Industrial Engineering Systems (Austria)
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•

Real Casa de le Moneda y Timbre (Spain)

For more information about SOTER visit the project website and follow us on Twitter and
LinkedIn.

This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 833923
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Annex 3 – SOTER Monitoring tool
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Annex 4 – SOTER Monitoring tool guidelines
Communication &
dissemination activity

Method to calculate the
audience reached

Conference (organised)

Attendance sheet

Workshop (organised)

Attendance sheet
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)

Conference (attended)

Workshop (attended)

Other event (attended)

Exhibition

Number of media to whom the
press release was sent
For publications on paper, 20% of
readers – info can be retrieved
online, 20% must be calculated
from the total
For publications online, 10% of
website visitors
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)

Distributed flyers

Number of actually distributed
flyers (or an estimate)

Press release

Non-scientific and non-peerreviewed publication
(popularised publication)

Training

Social media

Attendance sheet
Facebook: number of post
visualizations (visible only by
Facebook page manager)
LinkedIn: number of post
visualizations (“view statistics” on
each post, visible only by who
posts/LinkedIn page manager)
Twitter: “view tweet activity” on
each post, number to report:
“impressions” (=the number of

Method to classify the audience
reached
Attendance sheet
(“Organization” field)
Attendance sheet
(“Organization” field)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
No need to classify, since all
audience reached falls in the
“Media” category
Estimate (according to project
partner’s opinion and considering
publication type, e.g. newspaper,
specialised magazine, etc.)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
Estimate (according to event
organisers if available, otherwise
according to project partner’s
opinion)
Depending on the target of the
training activity

All visualizations shall be
classified as “General Public”
(except for LinkedIn groups or
other groups with limited access
where it’s possible to estimate
the audience nature)
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Communication &
dissemination activity

Participation in activities
organized jointly with other
H2020 projects

Method to calculate the
audience reached
people that have actually seen
the post)
*see images below
20% of number of
listeners/viewers (to be retrieved
on the internet or, if it’s not
possible, estimated)
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)
Estimated number of participants
(according to organisers if
available, otherwise according to
project partner’s opinion)
Depending on activity (e.g.
attendance sheet/estimated
number of participants according
to activity organisers if available,
otherwise according to project
partner’s opinion)

Other

Depending on activity (e.g.
attendance sheet/estimated
number of participants according
to activity organisers if available,
otherwise according to project
partner’s opinion)
For webinars: number of
registered people, to be tracked
by partner in charge of
hosting/organising the webinars

Communication campaign (e.g.
Radio, TV)

Brokerage event

Pitch event

Trade fair

Method to classify the audience
reached

Estimate (according to project
partner’s opinion and considering
broadcast type, e.g. news,
specialised program, etc.)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
Estimate (according to organisers
if available, otherwise according
to project partner’s opinion)
Attendance sheet
(“Organization” field) if available,
otherwise estimate (according to
organisers if available, otherwise
according to project partner’s
opinion)
Attendance sheet
(“Organization” field) if available,
otherwise estimate (according to
organisers if available, otherwise
according to project partner’s
opinion)
For webinars: depending on the
target, could be general public or
retrieved from the “organisation”
field if provided upon registration
to webinar
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Annex 5 – Scientific dissemination template
T 7.3 Scientific Dissemination Plans of Partners and Performance Indicators
LEAD: UNI Graz
Participants: ALL
Scientific Dissemination via…
Goal Reached
Peer Reviewed Scientific Journal Articles
>10
0
Presentations on Scientific Conferences and
>10
0
Workshops
Who is going to participate in scientific dissemination activities? (at least 1 person of each partner)
Name
Partner Education/Scientific
Exemplary project relevant publications (max.3)
Discipline/Expertise
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No. (Working) Title of Article

Planned Publication of Articles in Peer Reviewed Scientific Journals
Authors
Title of Scientific Journal

Peer reviewed
(Yes/No)

Submission
Date (final
version)

1
2
3
4
5
6
7
8
9
10
Planned Active Participation in Scientific Conferences and Workshops
No. (Working) Title of Lecture/Poster
Speaker(s)/Presenter(s)
Title of Scientific
Submission
Conference/ Workshop
Date of
Abstract
1
2
3
4
5
6

Date of Conference/Workshop
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7
8
9
10
List of scientific Journals (please add further scientific journals and data, if relevant)
Peer Reviewed Scientific Journal listed in the Proposal:
Impact factor Special
(last 5
Format?
years)*
Journal of Data Protection and Privacy
Privacy & Data Protection Journal
International Journal of Critical Infrastructure Protection
2.784
Open Access
ACM Transactions on Privacy and Security
1.714
IEEE Transactions on Dependable and Secure Computing
5.172
Cyber Security: A Peer Reviewed Journal (?)
-

Further Journals:
Crime Law and Social Change
Computers in Human Behavior
Computers & Security
Computer Law & Security Review
Enterprise Information Systems
Ethics & International Affairs
European Business Organization Law Review
European Journal of Information Systems
Frontiers in Bioengineering and Biotechnologies
Frontiers of Computer Science

Submission
Dates

Cost

€ 2.400 excl.
$ 198,00
$ 44,00/month
$
255,00/volume

1.083
4.964
3.476
1.375
2.363
1.32
1.009
4.756
5.122
1.087
61

833923 – SOTER
D7.1.- SOTER dissemination plan

IEE Security and Privacy
Information and Computer Security
Information Communication & Society
Information Privacy
Information Technology & People
Innovation – The European Journal of Social Science Research
International Journal of Digital Crime and Forensics
International Journal of Electronic Security and Digital Forensics
International Journal of Information Management
International Journal of Information Security
Issues in Science and Technology
Journal of Applied Security Research
Journal of Business Ethics
Journal of Corporate Finance
Journal of Cybersecurity
Journal of Information, Communication and Ethics in Society
Journal of Organizational Computing and Electronic Commerce
Journal of Risk Research
Journal of Strategic Information Security
MIS Quarterly
Procedia Social and Behavioral Sciences
Science and Engineering Ethics
Social Science Computer Review
Social Science Quarterly
Studies in Information and Control
Systems Research and Behavioral Science
Technology in Society

1.784
4.974
2.477
1.346
0.830
6.327
1.977
1.081
4.98
3.184
1.890
1.758
1.619
9.608
2.279
3.361
1.477
1.013
1.375
1.67
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* According to Web of Science Core Collection and InCites Journal Citation Reports
List of conferences (please add further conferences, if relevant)
Conferences listed in the proposal:
Annual Data Protection Compliance Conference
International Symposium “Data Protection and Freedom of Information
European Data Ethics Forum
IAAP Europe Data Protection Congress
Infosecurity Europe
European Association for eldentity and Security (EEMA)
SC Congress
CYBERSEC Forum
ICT Security in Financial Institutions Conference Fighting Cybercrime
Cyber Security Exchange for Financial Services
FINSEC The Banking Security Summit
Financial Cryptography and Data Security

Date

Place

Cost
€ 1.200,00
€ 455,00
€ 400,00 excl.
$ 1.275,00

Further Conferences:
International Conference on Financial Criminology
FMA Symposium on Cyber Security
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Annex 6 – Achievements thus far (M6)
Type of dissemination/
communication activity

Attended conferences

Press releases

Non-scientific publications
(blogs/news)

Flyer
Project website

Name/Title
IT SA Nuremberg

M4 (6-8 October
2019)

New Statesman Conference:
Cybersecurity in Financial Services

M5 (26-27 November
2019)

Setting new benchmarks for cybersecurity in the financial sector

M3 (September 2019
to media and October
2019 on the SOTER
website)

Setting new benchmarks for cybersecurity
in the financial sector (adapted for TRI
website)

M4 (October 2019)

First SOTER project meeting – Exploring
the project tools and plans for future
developments

M5 (November 2019)

How Bob and Alice increase their
cybersecurity competences

M6 (December 2019)

SOTER flyer

M1 (July 2019)

https://soterproject.eu

M1 (July 2019)

• Twitter
Social media accounts

Date

M1 (July 2019)

• LinkedIn
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