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Abstract 

This deliverable represents the first iteration of the work undertaken as part of WP 4 of the 
public version task (T4.7) within the SOTER project, Grant Agreement No.833923. The 
document is entitled D4.7 – Public version and it provides the public summary of the 2 users 
tests , i.e:  Digital onboarding platform and The cybersecurity platform. 

The deliverable 4.7, is focused on the definition and execution of the two pilots in Unicaja 
Banco as a end-user as well as the conclusions and outcomes that could be taking into a 
consideration in other future activities to improve the approach to user’s experience. The 
SOTER project deploys two pilots in each of then we had dedicated a space to determine the 
objectives, the risk analysis, the planning time, selection of resources and definition of the 
flows of each pilot.  

Pilot #1 is focus on creating the technology tool to provide a robust and sovereign digital 
identity, facilitating the interconnections between different services providers and the users, 
as a technical part of the project. Within this document, general and specific objectives are 
defined, as well as the project plan to be consider in the following phases of the pilot. Details 
on the deployment and participation results will be documented in work package 3.  

Pilot #2 is dedicated to set up, deploy and maintain a cybersecurity training platform to deliver 
training actions to at least 500 employees in the extended finance sector (incl. third party 
providers and fintech companies). The pilot is based on research and innovation activities in 
WP2 and WP6, which delivered an interdisciplinary understanding of human aspects of 
cybersecurity and an extensive competence catalogue and training module compilation. Key 
performance indicators for the pilots are improved awareness and behavior, reduced 
cybersecurity risk generation and training satisfaction. The platform uses the open source 
learning management system Moodle. Details on the deployment and participation results 
will be documented in reports on training actions in work package 6. 
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Executive summary 

The deliverable 4.7, is focused on the definition and execution of the two pilots in Unicaja 

Banco as end-user as well as the conclusions and outcomes that could be taken into  

consideration for future activities to improve the approach to user’s experience. The SOTER 

project deploys two pilots in each, then we had dedicated a space to determine the 

objectives, the risk analysis, the planning time, selection of resources and definition of the 

flows of each pilot. 

The purpose of the use cases of these pilots is to provide an effective tool to enhance the 
cybersecurity levels by combining one technical pilot and one academic pilot and to adapt 
them to a real internal end-user. In this document we will include both users’ testing. 

The first use case will focus on defining the Onboarding Platform of the future in which all the 
parts to be included and the variables are taken into account. These may be modified as the 
process progresses, as a consequence of the pilot itself. 

The second pilot describes the main details and procedures for deployment of a cybersecurity 
training platform in organizations within the extended finance sector (e.g. banks like Unicaja 
Banco, third party providers and fintech companies).  The platform will be used to provide 
cybersecurity training actions for at least 500 employees in the sector. The main objective of 
these training actions is to reduce human error by raising awareness and skills of the 
employees. As human aspects of cybersecurity are responsible for a significant part of 
vulnerabilities and risks in the sector, SOTER invests extensive research and innovation efforts 
to an improved interdisciplinary understanding of cybersecurity and translates this 
understanding in an extensive competence catalogue along with training modules to be 
deployed in organizations in the extended finance sector. In respect to deployment 
technology, RISE provides a dedicated version of the e-learning system Moodle. The training 
actions include also a masterclass on “Managing cybersecurity, privacy and data protection 
risks in financial organizations”. To measure the effectiveness of the training, parts of the 
training include comparable assessment modules completed by about 400 of the training 
participants. This enables the proper measurement of the key performance indicators (incl. 
raise in awareness and behavior, reduction of risk generation and positive evaluation of the 
training actions). The main risks of pilot #2 concern the protection of the privacy of 
participants, informed consent, voluntary participation, reaching a sufficient number of 
participants and risks related to the covid-19 pandemic.  
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1. Introduction 

The present document reports the activities performed within SOTER project in relation to 
WP4. It is based on the actions done in Task 4.1- Pilots definition and planning, Task 4.2 Pilot 
deployment report and Task 4.4 Pilot operation and follow up. The following sub-sections 
introduce in deeper detail the scope of the document, its structure and the use case 
description in SOTER pilots.  

 

1.1. Scope of this deliverable 

The main goal of Deliverable 4.7 is giving a public release of the definition and execution for 
SOTER pilots on the Cybersecurity Optimization and Training for Enhanced Resilience in 
Finance.  

These pilots will emphasize the definition of the Cybersecurity Optimization and Training for 
Enhanced Resilience in Finance. Its goal is, regarding the first pilot, the proper definition for 
the future integration of the Onboarding Platform in a blockchain infrastructure. For the 
second pilot, the main goal is the definition of the training itinerary with the aim of adapting 
the platform for subsequent testing of it with Unicaja Banco employees.  

As it will be described in the next sections, the goal of the SOTER Pilots is twofold: first, the 
definition of use case objectives (case of pilot #1) and then, the definition of the training 
itinerary (case of pilot #2). 

 

1.2. Structure of the deliverable 

The deliverable is structured in order to highlight all its main goals, dedicating a single section 
to each fundamental operation done during the task activities.  

1.3. Relation to other tasks and deliverables 

The definition of the pilots is part of WP4, entitled “Use cases and Cybersecurity awareness”. 
This is a transversal WP and thus, it is related to others as can be seen in Figure 1.- Relation 
between WP4 and the rest of the WPs. In particular: 

• WP4 is constantly receiving inputs from the general cybersecurity aspects related in 
WP2.  

• WP4 is providing inputs to: 
o The implementation carried out within WP3 for the Digital Onboarding 

Platform and the Blockchain solution.  
o The pilot on Cybersecurity awareness training from WP6.  
o The cybersecurity standards to be developed within WP5. 
o The exploitation plan and innovation management of WP8.  
o All dissemination and communication aspects of the project within WP7. 
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Figure 1.- Relation between WP4 and the rest of the WPs 

 

2. Pilot #1: the Digital Onboarding platform 

2.1. Use Case  

The Digital Onboarding Platform will provide clients’ identification and onboarding in a SaaS 
model to allow the delivery of electronic transactions at any time in a transparent way to any 
kind of service provider belonging to any market sector.  

In order to achieve these features in Pilot #1, life cycle or development and implementation 
phases will be followed:  

• Definition of the Pilot (1): this is the first phase in which we identify the objectives 
and analyse the information associated with the activities, that is, the experience prior 
to carrying out the project is analysed.  

• Project Plan of the Pilot (2): it is a phase in which the risk or potential problems that 
may arise are analysed, defining the activities and tasks to be carried out in the pilot 
to achieve the objectives set for a specific duration.  

• Set-up and deployment of Pilot (3): this phase is the preparation for the execution; 
the tasks to be carried out to configure the architecture and incorporate these 
modules, and the installation of the SOTER library in the mobile applications. 

• Execution plan of the Pilot (4): it consists of the implementation of the planning 
carried out in the previous phase and the development of the project. This phase 
combines the management and the technical work that must be carried out to achieve 
the objectives of the pilot.  

• Follow up and Conclusions of the Pilot (5): evaluate the solution, reviewed to meet 
the defined objectives and confirm its capabilities.   

2.1.1. Definition of the Pilot 

This section provides a concise overview of the objectives of the Pilot #1 taking into account 
the incorporation of the end-user, as a financial institution. The general and specific 
objectives related to the business sector will be taken into account in this part.  
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Objectives 

At this point, we want to propose what the development of the Digital Onboarding Platform 
(DOP) is for. To answer this question, we have developed a general objective and specific 
objectives from a financial institution point of view.  

General objective: To create a comprehensive platform that can be used by financial 
institutions, in this case Unicaja Banco, to properly handle user data through secure user 
authentication and sufficiently encrypted data storage. The Digital Onboarding Platform will 
provide identification and onboarding in a SaaS model to allow the delivery of electronic 
transactions at any time in a transparent way to any kind of service provider belonging to any 
market sector. In this pilot, a financial institution, Unicaja Banco, will be the final destination 
entity for the Digital Onboarding Platform.  

SOTER will contribute several benefits from the user’s point of view with this approach of 
carrying out Use Case #1, in this case Unicaja Banco. All these benefits refer to specific 
objectives that we detail after the main objective:  

1. After the DOP development and its suitability for the financial institution, evaluate 
the solution and confirm its capabilities.  

2. Deploy measures to adapt the bank online operative to PSD2, the solution will 
offer tools to detect and avoid fraud attacks from TTPs and reinforce the SCA 
process, and also, will guarantee the secure access of Third Party Providers. 

3. Increase security, privacy and personal data protection for end-users by providing 
technologies to make robust authentication and compliance with the applicable 
regulations, especially in what concerns data protection.  
 

2.2. Project Plan 

In this part of the document, the following content will be referenced:  

• Risk scenarios: Identify DOP Risk analysis regarding carrying out Pilot #1 involves 
significant risks that must be analysed to prevent and be prepared to take measures 
to minimize the impact in the business sense.  

• Selection of resources and participants: consists of determining the necessary 
resources in terms of the pilot participants.  

• Definition of the Digital Onboarding platform flow and its components. In this part 
we will show the modules that make up the Digital Onboarding Platform in a general 
overview.   

2.2.1. Risk scenarios of the Digital Onboarding Platform 

Starting from the premise that every pilot is subject to a series of risks, it is necessary to carry 
out and analysis of these risks in order to establish anticipatory strategies and be prepared to 
take measures to minimize the impact of these risks. This section defines the risks associated 
with SOTER pilots that have been initially identified and for which a mitigation plan has been 
developed.   

Specifically, for our pilot use case we identify the following risks:  

• Project risks related to the end-user: they are directly related to the impact of the 
pilot on the end-user.  
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• Technological risks: related to quality, technology specification.  

• Legal risks: taking into account the legal scope of the pilot.  

• Market risks: beyond the insertion of the financial entity that acts within SOTER, carry 
out and analysis of the risk in the potential users.  

• Social risks: another point of view from which risks may arise. 

• Management risks: the Pilot's management may also contain risks to take into 
account. 

As we mentioned, the following risk analysis has been carried out:  

• Project risks related to the end-user:  
 

Identified Risk WP Impact Probability Mitigation Plan 

The pilot is not aligned 
with the needs of the 
end-user and its 
peculiarities 

WP3, 
WP4 

High Low 

The Digital Onboarding 
Platform will be carried 
out with the intervention 
of the end-user in all 
phases of the pilot; 
therefore, its peculiarities 
will be known in advance. 
Furthermore, as it is a 
platform in which the 
composition of modules 
is used, the end-user can 
decide which modules to 
integrate if the entire 
integration is not 
fulfilled.  

The end-user finds other 
solutions that can solve 
their needs about their 
digital Onboarding 
Platform 

WP3, 
WP4 

High Low 

The development team 
must work closely with 
product owner of the 
end-user digital 
onboarding platform 
already implemented in 
the financial institution 
to adjust to their needs.  

The vulnerabilities of the 
implementation of the 
Digital Onboarding 
Platform affect the 
reputation of the 
Financial Institution 

WP3 High Low 

As it is understood, 
SOTER focuses on 
creating cybersecurity in 
the financial sector and 
thanks to the different 
technical modules it is 
necessary to work on 
exposing that 
cybersecurity to its 
maximum potential 
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The COVID-19 pandemics 
complicate the 
recruitment/participation 
of users in the pilot. 

WP4 High High 

Creation of a monitoring 
tool in order to identify 
possible delays and 
impacts of the 
pandemics. Review of 
them in all WP leaders 
meetings, Analysis of the 
global impact and the 
actions needed (if any). 

 

• Technological risks 
 

Identified Risk WP Impact Probability Mitigation Plan 

Infrastructure of 
SOTER or some 
modules not 
available 

WP3, 
WP4 

Low Low 

As SOTER platform is cloud-
based, the infrastructure is 
highly scalable. If a node of the 
infrastructure fails, others can 
easily take the lead and resume 
the correct functioning. In the 
case of specific module, 
maintenance equipment will 
readdress the situation as soon 
as possible. The service would 
be temporarily blocked in order 
to avoid attacks or improper use 
of the information, especially 
towards the module ensuring 
GDPR compliance. 

Normalization of 
the use of 
biometrics and 
fraud risks 

WP1, 
WP3, 
WP4 

High High 

Careful data management 
protocols, high data security, 
lack of centralized data storage, 
control of data access. 

The system does 
not meet end-
users 
requirements and 
expectations. 
Reduced value 
and user-
acceptance of the 
system 

WP3, 
WP4 

Low Low 

First, we will monitor the use of 
the system during the pilot 
(T4.3) and evaluate the use and 
adapt accordingly on T4.1. 
Moreover, end users are 
involved in the system design 
from the beginning and the 
main evolutions are transparent 
for users in terms of usability 

Big latencies 
during the 

WP4 Moderate Moderate 
Monitor performance during the 
scale-up steps of the process 
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onboarding 
process 

ALASTRIA 
Network is not 
available at the 
moment to be 
used 

WP4, 
WP7 

Moderate Low 

Other experiences enabling 
similar use would be seek 
however, the current roadmap 
should confirm its availability. 
Moreover, EVR experience on 
several prototypes would 
provide a solution to be used, by 
implementing the prototypes 
architecture from other 
experiences 

Technological 
complexity makes 
highly difficult 
the integration of 
Blockchain into 
the system 

WP3, 
WP4, 
WP7 

Moderate Low 

EVR would put at the project 
disposal its experience on 
blockchain related projects, 
having developed other 
platforms and prototypes using 
this technology, so this 
experience can help SOTER 
complexities to be overcome. 

Biometric 
identification not 
good accuracy 

WP3, 
WP4 

Low Low 

We provide an existing solution 
that is working already in the 
market for other uses having a 
good trusted accuracy 

Vulnerabilities of 
Digital 
Onboarding 
solution 

WP3, 
WP4 

High Moderate 

In WP3 the platform will be 
evolved to make it robust 
enough against cyber-attacks. 
For doing so, we have integrated 
a set of tools and technologies 
(multi-factor authentication, 
blockchain architecture and 
trusted third party) 

 

• Legal risks 

 

Identified Risk WP Impact Probability Mitigation Plan 

Outputs 
incompatible 
with national 
regulations 

WP4 High High 

The PIA+ task will monitor both 
internal (project-related) and 
external developments, which 
should help to avoid this situation. 

Relevant legal 
changes on the 

WP1 High Moderate Task 4.5 is devoted to ensure full 
compliance of the pilots with the 
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regulations 
concerned by 
SOTER 

applicable regulations. The 
Consortium will monitor the 
regulatory evolution to be 
observed by SOTER elements and 
quickly adapt accordingly. The 
Advisory Board is formed by 
members fully aware of regulatory 
changes. 

Legal Risks will be monitored closely by all the consortium to ensure legal compliance. 

 

• Market risks 

 

Identified Risk WP Impact Probability Mitigation Plan 

No market 
acceptance of 
the final solution 

WP8 High Low 

The dissemination activities will 
be devoted to get visibility of the 
SOTER results, so their 
introduction to the market will be 
easier. Within WP8 a business 
plan will be developed, in order 
to ensure the right positioning 
and the introduction into the 
market of SOTER commercially 
exploitable results. Moreover, 
the experience and market size 
of the consortium members 
reduce the probability of this risk. 

Difficulties in 
transferring the 
results to sectors 
other than 
Banking 

WP8 Moderate Low 

WP8 will include the 
development of a business plan, 
in order to ensure the proper 
approximation to the market. 
The involvement of EVR, that 
counts clients already working 
with on sectors identified as 
transferable, makes easier the 
achievement of new sectors for 
the SOTER results in terms of 
market 

Project 
objectives lose 
relevance: 
Competing 
solutions appear 
earlier elsewhere 

WP8 Moderate Low 

Analysis from the Innovation 
Committee of the solutions of the 
competition and update of our 
solution to avoid the loss of 
relevance. 
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and attain critical 
mass 

Users' mistrust of 
the cybersecurity 
level provided by 
SOTER results 

WP7 Moderate Moderate 

To alleviate the fears that still 
exist we disclose copious 
information about the safety and 
security of the technologies 
involved through the 
communication strategy 

 

• Social risks 

 

Identified Risk WP Impact Probability Mitigation Plan 

No interest/low 
participation on 
training actions 
from the bank 
employees 

WP2, 
WP6 

Moderate Low 

The training activities will be 
accompanied by a set of 
awareness actions, in order to 
convey the importance of such 
actions. Moreover, the training 
actions will be designed focusing 
on being attractive to the 
recipients. To improve feedback 
from participants, a well-defined 
training methodology will state 
how the feedback from the 
employees will be collected and 
how their progress in 
cybersecurity will be measured, 
ensuring the usefulness of the 
training. 

 

• Management risks 
 

Identified Risk WP Impact Probability Mitigation Plan 

Partner leaves the 
consortium 

WP1 Moderate Low 

The project coordinator will 
ensure appropriate 
management of the work in 
progress so that the remaining 
partners can continue the work 
until a new partner is found. 
Additionally, there is a strong 
track record of previous 
collaboration between most of 
the consortium partners. 
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Underperforming 
partner or 
disagreement 
between partners 

WP1 Moderate Low 

The management procedures 
will include the control over the 
performance of each partner, 
and the Consortium Agreement 
will provide the procedures to 
be followed in order to notify 
the underperforming partner 
about the potential 
consequences in case of not 
redressing the situation. The 
Consortium Agreement will also 
set up the procedures in case of 
dispute between partners. 

Defective or 
insufficient 
implementation of 
the dissemination 
plan by any of the 
partners. 

WP7 Moderate Low 

Supervision of the leader of 
WP7 with adequate support of 
the Project Management 
(WP1). 

 

2.2.2. Selection of resources and participants 

For the execution of pilot #1, apart from the SOTER team, several user tests were designed to 
be carried out in different stages of the pilot. 

o Test in an early stage with a sample of Friends and Family:  
 

▪ Test 30 people belonging to Unicaja Banco team as end-user. 
▪ In the test, names and identities are anonymized following the ethical 

protocols of the Project (D1.11 – Research Ethics Protocol).  
 

o Several tests of clients of the financial institution as end-user, Unicaja Banco:  

• interviewees who have Unicaja Banco as their main client OR 
interviewees who have Unicaja Banco as a secondary entity and 
use the digital banking of another bank. 

• They would be clients with different financial products, 
contracts: accounts, credit / debit cards, deposits, securities, 
investment funds, etc. 

• Digital users between the ages of 25 – 60 years. 

For the purpose of this document we will explain the results of the test execution with a group 
of six native digital users familiar with digital operations, who had adequate devices to do the 
test with all the modules of pilot 1 (50% iOS and 50% Android).  
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2.2.3. Definition of the Digital Onboarding platform flow  

As mentioned in previous sections, the Onboarding process designed in the use case of pilot 
#1 contains the following stages, as can be seen in Figure 2.- SOTER Onboarding process for 
pilot #1:  

 

 
Figure 2.- SOTER Onboarding process for pilot #1 

 

In order to carry out the flow of the Onboarding platform different modules have been added, 
some of them being directly accessible to the client. The rest are modules that have a specific 
internal function in the platform and are hidden from the client’s view. 

Following the previous diagram, we identify that SOTER DOP will be a cloud platform focused 
on offering Identification and Onboarding services to companies, gathering the most modern, 
omnichannel and innovative services in the market. The target is to enable the adoption of 
eIDAS in Europe, adding more added value services to guarantee compliance with regulations, 
security, privacy and usability for citizens. To reach this target, a complete ecosystem of 
solutions, technology, and trusted service providers that are fully aligned in support of eIDAS 
and GDPR requirements isare necessary.  

This cloud platform will integrate the following main components:  

• Identity verification, embedded data as ID Cards or Passport verification will be 
captured by NFC, with no need from agents to recover, saving time and costs.  

• Biometrics identification as a facial and voice identification. Face identification is 
required by eIDAS and SOTER will enforce it with other factors for a more robust and 
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secure system (as a proof of life). During the onboarding process several biometric 
factors (face, proof of life with movement and voice) will be captured.  

• Device's recognition and authentication services, to add a new capacity to fight against 
fraud, marking a new level of protection as a Know your Device, adaptive 
authentication. This part it will be provide by Accertify, as a member of the pilot.  

• Know Your Customer (KYC) procedures, this part will be provided by Unicaja Banco, as 
a member of the project.  

• Digital Signature of contracts & documents, with different possibilities and confirm EU 
eIDAS regulation.  

• Trusted time stamping by integrated Time stamping Authority (TSA) and a Digital 
Certified Communications through Trust Service Provider. This part will be provided 
by Fábrica Nacional de Moneda y Timbre (FNMT).  

• Blockchain as a technology that will guarantee subject identity and any biometric 
markers and smart contracts with documentation custody. The Blockchain technology 
can help reduce costs while increasing trustee, traceability and security  

In the subsequent sections, we go on to detail the different modules that the client may or 
may not view for the effective achievement of their registration in the digital onboarding 
platform. 

• New user required (1) 

As a start, the client begins the Onboarding process by introducing some basic information 
(the mobile phone number and email), as well as the GDPR consent so that they can be 
registered in the platform and retake the process in case of they have to leave it at some 
point. Also, at this stage of the process the user will check the GDPR consent, which is a 
mandatory step to allow them to continue. At the moment some dummy text has been 
included in the screens, as the consent definitions are still work in progress. 

 
Figure 3.- First steps to the SOTER Onboarding journey 
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• ID card or Passport verification: document selection (2) 

After the first step, the user will find the next step 
regarding ID card or Passport verification. This part will 
have a process with: collection, sending and storing the 
customer information.  

In the first screen (Figure 4.- Identification verification (I)), 
the user will choose between their ID card or Passport as a 
mode of identification in the process.  

 

• ID card or Passport verification: Capturing Machine 
Readable Zone (MRZ) data (3) 

After the previous screen, the user will proceed to the 
Machine Readable Zone (MRZ) data regarding the 
document chosen by the user. In this process we have 
designed three screens: process of scanning the frontal 
part of the document and the OK or KO of the process of 
scanning the document. They can be seen in Figure 5.- 
Capturing MRZ data. 

The snapshot of the front of the document is included in 
the capture because in Spain it is mandatory by regulation. 

 

 
Figure 5.- Capturing MRZ data 

 

 
Figure 4.- Identification verification (I) 
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• ID card or Passport verification: Machine Readable Zone (MRZ) data summary (4) 

Once the MRZ reading process has been carried out, the information collected will be shown 
for the user to confirm and advance to the next screen. It is necessary to capture the MRZ 
code of the document in order to be able to read the NFC chip from the document. 

 

• ID card or Passport verification: NFC reading (5) 

In this part, the user positions their ID card or passport near to the device to capture its data 
via NFC. In case the address in the client’s document is not the current one, they will have the 
chance to correct it manually.  

 
Figure 6.- NFC process 

 

• ID card or Passport verification: NFC reading summary (6) 

During the exposure of this screen, the user is given the option of reviewing their 
information captured by NFC and being able to write or change their information regarding 
the postal address. 
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Figure 7.- Data summary from NFC process 

• Biometrics verification: Proof of life recording (7) 

As we mentioned before, EADS will participate in several parts of the process. In this part, 
EADS will provide an Application Programming Interface (API) service that provides 1:1 
biometric verification services for face and voice. 

 
Figure 8.- Facial recognition and Proof of life 

 

 

 



833923 – SOTER 

D4.7.- Public version 

23 

 

• Biometrics verification: voice recording (8) 

After capturing the facial biometrics, the client is given the option to capture their voice 
biometrics, which they can use in the signature of the contract, by voice. 

 
Figure 9.- Voice recording process 

• Capturing the money laundering information (9) 

Next, the client will be shown the anti-money laundering form that is necessary to proceed 
with the verification by the financial institution's back office, for which a mandatory manual 
verification is needed to advance to the next steps. 

 
Figure 10.- AML information 
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•  Know your customer verification in regard to Compliance & Regulation (10) 

Trunomi is the consortium partner in charge of the global management of clients' GDPR 
consents. To do this, once said consents are accepted, Trunomi provides APIs where they can 
be managed. Trunomi will provide a highly scalable and competitive solution that makes it 
simple for companies to ensure compliance with applicable regulations.  

 

• Device ID as a second factor of authentication for the customer (11) 

In context, mobile devices contain thousands of attributes and there is the possibility of 
combining all these attributes to generate a single DEVICE ID and associate it with a user. In 
this way, the mobile device works as a "TRUSTED" Second factor of authentication by 
providing "something you have." 

Accertify analyses devices to ensure trust with those interacting within digital channels. The 
InMobile Software Development Kit (SDK), will be integrated into the Digital Onboarding 
platform to provide device fingerprinting, authentication, and fraud detection for the mobile 
devices using the platform. It enables enhanced authentication and device integrity 
screening, for devices transacting through mobile applications. As we mentioned before, 
Accertify’s main role within SOTER is to provide device intelligence information to help 
identify devices as a part of the Digital Onboarding Platform.  

Through its unique permanent device ID technology, InPermID, the Accertify Security 
Platform delivers the most advanced device identification, analysis and risk assessment 
capabilities possible to help organizations limit risk, remove friction and reduce fraud within 
their digital channels. 

• Review of the contract (12) 

At this stage of the process and once the client’s information has been gathered, the back-
office agent will manually check it and give their approval or rejection. In case of approval the 
process will continue with the screen in which the user can review the data provided in their 
contract prior to proceeding to the signature (Figure 11.- Information from the online 
contract).  

 

• Contract signature (13) 

Regarding the last step, the client will proceed with the signing of the contract. In this step, 
the user will sign the contract via voice recording (Figure 12.- Voice signature process). 
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In addition 
to the contract 

signature, Fabrica Nacional de Moneda y Timbre (FNMT) will play a role in the SOTER project 
by ensuring transactions on the SOTER platform are legally valid.  

As a Trust Service Provider (TSP), FNMT is providing a centralised signature tool to the SOTER 
onboarding platform. After gathering the required information, including personal data, Proof 
of Life video-recordings, voice templates, device characteristics and the Know Your Customer 
client profile, the client will be asked to sign a service contract. This contract will attest the 
user has accepted the service conditions offered by the financial institution. Therefore, the 
FNMT signature service will be offered at the last step of the onboarding process. 

 

The FNMT signature service will create Advanced Electronic Signatures (AES), meeting the 
requirements set out within the eIDAS regulation: 

• It is uniquely linked to the signatory; 

• It is capable of identifying the signatory; 

• It is created using electronic signature creation data that the signatory can, 

with a high level of confidence, use under his sole control; and 

• It is linked to the data signed therewith in such a way that any subsequent 

change in the data is detectable. 

In an earlier phase of the onboarding process, the certificate holder must be informed that 
FNMT is issuing a certificate on behalf of them. They must also be acquainted that this 
certificate and its corresponding private key will be used to sign the service contract on their 
behalf. The platform must keep evidence of the acceptance of the conditions of the FNMT 
signature service, and must send it to FNMT. FNMT, as a Trust Service Provider, must keep 

  
Figure 11.- Information from the online contract Figure 12.- Voice signature process 
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this evidence to carry out its obligations under the eIDAS regulations. It is proposed that the 
Trunomi consent and permissions platform might play a role in this, but this has yet to be 
decided by the consortium.  

 

• End of the journey. Confirmation of the transaction (14) 

Finally, the user is shown the confirmation of the completion of their process.  

 
Figure 13.- Confirmation of the correct completion of the OB process 

At this stage and once the onboarding process has been successfully finished, all data 
collected during the onboarding process is sent to the bank and the evidence to the FNMT for 
custody. 

Additionally, this is the step in which the customer's digital identity is generated from his or 
her data, and stored in blockchain, for later use at the customer's discretion, who will be the 
sovereign owner of that digital identity. In this way, if in the future you carry out more 
onboarding processes, you will not have the need to repeat all the steps. 

 

2.2.4. Update for project progress 

The definition in the document of this pilot is subject to change due to the natural iterations 
of the project in collaboration with all the members involved in this Use Case. Besides, the 
current COVID-19 pandemics will be taken also into account due to the involvement of users 
in the pilot. This is being reviewed under WP4, also included as a risk, and corrective actions 
will be taken when needed. 
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2.3. Set-up and deployment of pilot #1: Digital Onboarding Platform 

This section describes the actions required to configure and implement each of the modules 
involved in the onboarding process, as well as the tasks to be carried out to configure the 
architecture and incorporate these modules, and the installation of the SOTER library in the 
mobile applications. 

Although the infrastructure is dynamic and flexible, this deliverable details the configuration 
of the onboarding process that NTT DATA EMEA recommends by default, that is, the one 
that incorporates all the modules developed in the SOTER project. 

2.3.1. EADS: Document information reading and biometrics capture and validation 

EADS is in charge of providing the functionalities of the future customer’s identification and 
voice validation. 

Future customer’s identification 

The module in charge of the document verification, document information extraction, 
biometric identification of the user and biometric capture is a self-contained SDK included in 
the SOTER mobile APP. The whole API is protected by HTTPS and all web-service operations 
are authenticated using basic HTTP authentication, so every request must include an 
Authorization HTTP header. Specific credentials for the SOTER APP have been created in 
order to allow the access to the SDK module functionalities. 

Additional to the SDK implementation in the SOTER APP, instances of back-end services 
required for the SDK module have been activated on the EADS web server. Together with 
the SDK module services, two additional services have been activated to be used by the 
SOTER platform: 

• Facial identification service 

• Voice identification service 

EADS module also makes use of the Timestamp service provided by FNMT. In order to be 
able to use this service specific credentials for authentication have been defined together 
with FNMT. No further set-up is needed for this module so it is ready for Pilot #1. 

2.3.2. Trunomi: Consent management 

Trunomi is an end-to-end Data Privacy Management Platform to protect businesses, their 
brand, their customers and their data - all from a single deployment.  

 

The Trunomi platform is made up of five core components: 

• TruID – A single distributable ID that wraps around current ID process to provide a 

single, centralised view of all customer consent and permissions within the platform. 

• TruCert™ – A digital, immutable, time-stamped record of consent and permissions.  

• Dynamic Dashboard – A 360-degree view of all consents and permissions data held 

globally. The dashboard displays visual insights and consents and permissions trends. 
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• Customer ‘My Data’ Portal – A white-label customer portal that offers the customers 

improved visibility and control over their data preferences. The portal can sit behind, 

or be fully integrated into any website, mobile app, or customer portal. 

• API – Trunomi connects to over 150 types of systems and databases. Volumes 

processed via API are linearly scalable so as to meet any business requirement. 

2.3.3. Accertify: Device data capture 

When these tests were taken the software used was InAuth, but following the completion of 
the tests, Accertify and InAuth have combined into one company, under the Accertify brand. 
In order to maintain the accuracy of the description of the tests, the InAuth name is 
maintained in some references in this document as it was InAuth software involved and not 
newer versions after the merge of those companies. 

Context of the products that are used in the onboarding process 

Accertify analyses devices to ensure trust with those interacting within digital channels. The 
device data gives critical information to help: 

• Verify identity – Is this the device the customer typically uses? 

• Assess and mitigate risk – Is the device safe to transact with? 

• Optimise the customer experience – Accertify enables trusted customers 

to transact with less friction, allowing them to do more with digital 

channels. 

• Improve Operating Processes and Reduce Cost – Digital intelligence 

provided by Accertify allows companies to automate more of the risk 

assessments and reduce manual review processes and costly step-up 

authentication methods delivered through SMS and email.  

• Provide key insights into device riskiness allowing companies to prevent 

fraud from happening in the first place, reducing overall fraud losses.  

The Device Identification Products used are: 

• InMobile® - Enhanced Device Intelligence and Fraud Prevention for 

Mobile Applications. 

• InBrowser® - Next Generation Browser Intelligence & Protection. 

• InRisk® - Device Analysis & Risk Assessment Platform. 

• InAuthenticate® - Provides a secure means for delivering contextual, 2-

Factor Authentication (2FA) messages to a business mobile app on a 

registered device 

Accertify’s main role within SOTER is to provide device intelligence information to identify 
devices as a part of the DOP.  

The products will be used as part of the overall onboarding platform, and contribute to the 
overall verification and fraud prevention strategy. 
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2.3.4. FNMT-RCM: Signature, custody and timestamping services 

FNMT-RCM, as its role of Trust Service Provider, will provide trust services to the Digital 
Onboarding. The requirements for setting-up the access to them will be described 
hereunder: 

Signature service 

FNMT-RCM is providing to the SOTER onboarding platform a centralized signature tool.  In 
the SOTER project, a financial institution will undertake an onboarding process when 
bringing a new business customer on-board. After gathering all the required information, 
the client will be asked to sign a service contract. This contract will attest the user 
acceptance of the service conditions offered by the financial institution. Therefore, FNMT-
RCM signature service is offered in the last step of the onboarding process when all data has 
been collected.   

Custody service 

This service is a response to one of the strengths of SOTER Digital Onboarding Platform, 
which is the provision of a secure custody of the required evidences. FNMT, as its role of 
custodian of digital assets, will offer a high level of security for the preservation of the 
evidences that are collected during the onboarding process. The service provided is APIfied, 
which means that the functionality and the data are offered as a service for systems to use.  

SOTER onboarding process is customized according to the bank business requirements. As a 
consequence of that, FNMT must be informed of the structure of the set of evidences that 
are gathered and sent, including its metadata and encoding. 

Timestamp service  

FNMT is offering its qualified timestamp service to assure that all the evidences, 
transactions and documents in SOTER platform existed before a particular time.  This service 
is used as a process to securely keep track of the creation and modification of a document, a 
transaction or a digital signature.  As part of the set-up of Pilot #1, FNMT will enable the 
access for requesting timestamps.   

2.3.5. Blockchain: Credentials generation 

The Blockchain solution allows the customer to be the sole holder of their credentials and, 
once the client has passed the first onboarding, they will be able to freely share the 
credentials so that they do not need to go through the whole process again. The Blockchain 
approach also ensures the legitimacy of the client’s credentials and avoids undue 
manipulations. 

Blockchain solution’s architecture 

The Blockchain solution is an API service to which the API HUB can connect, like a TPP 
service. The diagram below shows a high-level conceptualization of the Blockchain 
solution’s architecture: 
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Figure 14 Blockchain high-level architecture 

Blockchain API Middleware 
Is the layer responsible of the interaction with the API HUB. It acts as a middleware and it is 
responsible for: 

• Data parsing: Process incoming data from the API HUB and parse it to acceptable 

data to insert it into the blockchain network. 

• Connections support: HTTP/HTTPS for communications to the published APIs. 

• Monitoring: Monitoring of incoming and outgoing traffic. 

• Security policies: Provides APIs with authentication, authorization and encryption 

features using standards or well-known technologies such as transport encryption 

using HTTPS. 

• Usage policies: Enables APIs to manage consumption, performance, failures, etc. to 

ensure SLAs and pay-per-use systems. 

• Receiving callbacks exposes HTTP/HTTPS endpoints to receive responses from 

providers that have an asynchronous communication model. 

Blockchain Signer Provider 
The responsibilities of the Signer Provider are as follows: 

• Smart Contract: Definition and implementation of Smart Contracts using Blockchain 

integration clients. 

• Connection's support: HTTP/HTTPS for communications to the published APIs. 

• Send/receive callbacks: exposes HTTP/HTTPS endpoints to receive responses from 

API. 

• Credential management: create the correspondent credentials using the data passed 

by the API.  

The Provider component validates, signs, generates, revokes and updates credentials to 
identify users. It signs a credential using its own keys, and is configurable. 

This component needs to manage its own repository of credentials, which by default is a 
smart contract. This piece of software is deployed over a Hyperledger Besu node which 
forms part of the Alastria Network.  
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2.3.6. End-user: Contract generation and data reception 

The end-user interacts with the DOP at different points of the process in order to receive all 
the data collected: at the back-office approval, at the contract generation step and when 
the onboarding is finished. 

Back-office approval 

Current regulations require that an agent of the end-user manually analyses and validates 
all information identifying the onboarding process to ensure that it is valid. 

In order to address this functionality, two approaches have been taken into account: 

• The end user uses Salesforce: Salesforce will be treated like any other TPP and 

therefore the endpoint will need to be configured on the platform with the 

appropriate security and authorization. On the other hand, NTT DATA EMEA will 

provide the Salesforce module that implements the registration authority portal 

functionality for installation. 

• The end-user has implemented the functionality with another tool: For those users 

who do not have Salesforce or prefer to implement the registration authority portal 

themselves, NTT DATA EMEA provides the necessary APIs to obtain the information. 

In this case, it will be the end-user who will have to implement the integration in order 

to make calls to these APIs. 

Contract generation 

The contract generation service is called when the back office agent already has analysed 
and validated the information of the corresponding onboarding process and has given their 
approval. The future customer's KYC information can be considered valid by the end-user, 
and therefore the platform can call the end-user’s service for contract generation. 

To be able to integrate this service with the platform, it must be an APIfied service. The 
security and authentication methods, credentials, inputs and outputs of the service may 
differ from one end-user to another, and should be those required for performing the 
secure integration and those required for contract generation. 

DOP’s data reception 

Once the contracts are signed using FNMT signature service, the onboarding process can be 
considered completed and, among other tasks, the end-user service can be called to send all 
the data collected during the process. 

To be able to integrate this service with the platform, it must be an APIfied service. The 
security and authentication methods, credentials, inputs and outputs of the service may 
differ from one end-user to another, and should be those required for performing the 
secure integration. In addition to the specific input parameters of the respective end-user, 
all the following customer data collected during the process will be sent: 

• Basic data 

• ID card or passport information 

• Biometrics information and validation results 
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• AML form data 

• Consents information 

• KYD information 

• Signed contracts 

Traceability portal 

Among the different functionalities provided by SOTER's technological tool, a traceability 
portal is also provided for purely auditing purposes. The traceability portal allows the end 
user to consult all the steps carried out in the different onboarding processes and to 
visualize their corresponding information and timestamp. 

In order to address this functionality, as in the case of the registration authority portal, two 
approaches have been taken into account: 

• The end user uses Salesforce: Salesforce will be treated like any other TPP and 

therefore the endpoint will need to be configured on the platform with the 

appropriate security and authorization. On the other hand, NTT DATA EMEA will 

provide the Salesforce module that implements the traceability portal functionality 

for installation. 

• The end user has implemented the functionality with another tool: For those end 

users who do not have Salesforce or prefer to implement the traceability portal 

themselves, NTT DATA EMEA provides the necessary APIs to obtain the information. 

In this case, it will be the end-user who will have to implement the integration in order 

to make calls to these APIs. 

2.3.7. Digital Onboarding Platform’s infrastructure set-up 

High level infrastructure background 

This infrastructure is an NTT DATA EMEA asset that has been made available to SOTER due 
to its perfect fit to house the DOP, although it has been necessary to implement 
improvements and modifications so that it can be adapted. 

The proposed infrastructure intends to reach the goal of creating a platform to support 
exponential businesses to create digital cores on different markets. In order to achieve it, 
the following edge technologies and approaches will be used: 

• The infrastructure will be provided over a cloud native architecture, which means that 

is developed using cloud-based technologies and it is not a no-cloud development 

adapted to cloud. 

• The services will be provided through an API, which is a set of features that makes the 

architecture more flexible and productive. The architecture is built using two 

differentiated APIs: there is an API for consumers and a second one, offered by the 

API Hub, for third-parties.  

• The business domains, like the onboarding process, are built using microservices that 

are small independent services responsible for implementing full business 

functionality. 
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These microservices have an hexagonal architecture which separate the application 
in layers to provide an easier reutilization and test of the microservices.  

 

SOTER SDK 
SOTER SDK a library that is integrated in the mobile app of the entity. This way, the future 
client does not have to download an additional app on his device and the entity can invoke 
the DOP from the specified application interfaces. At a high level, it is the front-end of the 
DOP and it shows the screens to the user. When the user accesses to the onboarding 
process and interacts with the screens, the library will communicate with the architecture 
whenever it is necessary to manage user requests. 

Backend architecture 
This piece of the infrastructure comprises several purposes such as the reading of the 
parameterization of the onboarding process so that it can be applied. It also manages the 
calls from the SOTER SDK and executes the corresponding actions or calls. For example, if a 
request demands a call to a third party, the backend invokes the API Hub to make the call. 
Finally, it is responsible for managing the response from the calls and executes the 
corresponding actions. For example, if a call to the API Hub returns some data that needs to 
be managed, the backend is responsible for carrying out the corresponding actions with this 
data. 

Some of the most important elements of the backend architecture are: 

API Gateway 
The API Gateway is the entry point for requests and it is responsible for: 

• Routing. 

• Connections support. 

• Multi-format support. 

• Monitoring. 

• Security policies. 

• Usage policies. 

• Receiving callbacks (exposes HTTP/HTTPS endpoints to receive responses from 

providers that have an asynchronous communication model). 

API Manager 
The responsibilities of the API Manager are as follows: 

• Definition and securing of APIs. 

• Policy manager. 

• Life cycle manager. 

• It also allows to manage which organizations are able to develop, publish or consume 

the different APIs of the platform allowing the platform multi-tenant capabilities. 

• Consumption. 
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2.3.8. Conclusions on pilot #1’s setting up and deployment 

The procedure described throughout this section would be the steps to be carried out for 
the configuration of the different products, the setting up of the onboarding platform and 
the integration of the SOTER library in the mobile applications. 

Given that the development of the products and the infrastructure is carried out in parallel 
and that the latter has been designed so that the functionalities can be integrated easily and 
simply, the conclusion is that we have managed to develop an onboarding platform which 
have achieved the goal to ease these integrations and to reduce at maximum the costs of 
these requirements. It is completely and easily customizable so that it gives the potential 
end users the power to integrate new ad-hoc modules at any time. It also has a great 
adaptability to change, so that it can serve as a laboratory for innovation and testing and 
certainly is prepared to absorb the large development (and consequently cost) impact that a 
change in regulations could bring. 

 

This section describes at a high level the different modules involved in the onboarding 
process and some actions required to configure and implement each of them.  

Although the infrastructure is dynamic and flexible, these deliverable details the 
configuration of the onboarding process that NTT DATA EMEA recommends by default, that 
is, the one that incorporates all the modules developed in the SOTER project. 

2.4. Execution of pilot #1 

For the realization of the monitoring phase of pilot # 1, we designed several waves of tests. 
Initially, in a first iteration, the first type of test was a usability test between an internal 
team of Unicaja to address main concerns regarding DOP to be corrected before the second 
iteration. The second iteration carried out was a usability test, such as a usability test with 
prospect users, as other profiles or roles from the end-user.  

In this document we will focus on a subset of users where the actions done to test were more 
detailed in order to maximize the insights to improve the proposed onboarding process and 
technology. 

 

The subset of selected users was composed with 6 native digital users familiar with digital 
operations, who had adequate devices to do the test with all the modules of pilot 1 (50% iOS 
and 50% Android). The test was carried out with detailed interviews in each step to identify 
the maximum quantity of problems, concerns and therefore, improvements to DOP. 

Technical features and details of the first 6 users who have tested the app: 

User SO Mobile Model 

User 1 Android 10 Moto G(9) play XT2083-3 

User 2 Android  Huawei P30 lite Modelo MAR-LX1A 

User 3 Android 9 Samsung S8 

User 4 iOS 14.6 iPhone X - NQAG2ZD/A 
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User 5 iOS 14.6 iPhone 12 

User 6 iOS 14.4.2 iPhone 11 

 

- All with latest generation NFC smartphones 

- All with DNI 3.0 

- All with a high level of English 

- 50% from Madrid and 50% from Barcelona (Spain) 

- 50% have had some onboarding experience in any bank and 50% have not yet had any 
onboarding experience.  

- Current users of a mix of banks: BBVA, ING, La Caixa, etc.   

 

SOTER’s DOP is composed by the infrastructure and two mobile libraries (for Android and for 
iOS). This architecture is focused on offering full Onboarding services to companies, 
performing full secure identification of the user and gathering the most modern, omni 
channel and innovative services in the market. 

Currently, the developed app is available in Spanish and in this document the tests have been 
carried out in this language. Also, it is in process of being translated into English, Catalan and 
Japanese, but the only functional version we have right now is in Spanish.  

The onboarding process is composed of different modules as we described in previous 
sections, we went on to detail the different modules that the client may or may not view for 
the effective achievement of their registration in the digital onboarding platform. In this 
test, we wanted to focus on detecting all possible improvements to be implemented in the 
platform, especially in terms of user experience. Therefore, we were navigating in detail 
through each of the screens, which resulted in not performing these onboarding processes 
in the most optimal conditions (duration of less than 10 minutes vs. duration of almost an 
hour). 

As a result, we carried out two iterations to test the DOP. 

In this user test none of six prospect users managed to complete the process: 

• The 3 Android users were unable to scan their ID card  

• User 4 (iOS) couldn’t finish the NFC scan 

• User 5 (iOS) couldn’t finish the smile face recognition 

• User 6 (iOS) couldn’t finish speech recognition 

2.4.1. Analysis 

To proceed, we will analyse the details of each of the screens in which we have drawn 
conclusions derived from the tests with users. As an introduction, we mark them as follows: 
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All-round learnings 

• The chosen colours aren’t very intuitive, since most expect green to mean “ok” and 
orange or yellow “no” → we recommend reversing this colour code 

• Throughout the entire navigation, “pressing the start button” is indicated, but the 
button indicates “continue” → we recommend choosing an option where the text / 
instructions match the button  

• The “Cancel” button that’s always present in the header is interpreted as “Cancel” 
and they interpret that the process will be cancelled, going back to the beginning, 
when in reality it’s a ‘back button’ → we recommend indicating “Back” 

 

1. Initial screen  

 

• When entering the app, it automatically 
signals an error if the NFC isn’t switched on 
→ the initial screen should be used to switch 
on the necessary settings, without signalling 
an error message before being able to read 
the content  

In general, the requested adjustments are 
considered suitable:  

• Camera: taking a photo or recording videos 

NFC → many respondents don’t know what NFC is, or 
that their IDs or Passports can be “read” with this system  

• Location → they don’t understand exactly 
what they need to know with this data 

• Microphone: recording audio 

• Calls: making and managing calls - a step 
that users don’t understand why it’s 
requested and that’s sometimes rejected 
(example user 3), and which may block the 
rest of the navigation.  

We recommend adding clearer information about 
the NFC and the location, as well as adding an 
explanation to the “Calls and telephone” permission  

 



833923 – SOTER 

D4.7.- Public version 

37 

 

 

2. Basic data screen 

  

• When accepting the conditions, the chosen 
colours aren’t very intuitive, since most 
expect green to mean “ok” and orange or 
yellow “no”  → reverse the colours 
throughout the navigation (this is something 
that also happens with the ‘continue’ button: 
green doesn’t allow continuing and yellow 
does). Put it in grey then green  

• Having a small paragraph with information 
in each case and the option of extending the 
information is positively rated.  
 

 
3. Screen  – DNI/Passport (ID card) 

 

  

The screen is adequate, but: 

• Most don’t know what the MRZ code is, or 
that it can be read through the NFC  

• Talking about “card” is confusing → it’s 
better to say ID document  
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Ideally, a previous screen should be added that 
includes an explanation of the next steps to be 
carried out with the ID document, before allowing 
the country and type of document to be selected. A 
screen that would:  

• Explain the following steps that will be 
requested from the user: photo of the ID 
card, NFC reading… 

• Explain what the MRZ code is  

• And even an explanation with a short video / 
tutorial or some tips:  

o having the document ready  
o trying to place it on an even surface / 

with only one colour 
o it’s very important to visually explain 

how the NFC works and tips: 
▪ bring / place the document 

completely on the mobile at 
the top or in the middle of the 
mobile at the back... 

▪ removing the case.… 
 

 

 

 

From here onwards, Android users couldn’t continue due to the 401 error. 

 

4. DNI (ID) reading 

• It works in an intuitive and simple way→ ideally indicate a time of xx seconds to place 
the ID in its place and take the photo  

• Nevertheless, it’s surprising that the first thing that’s requested is the back of it→ if 
possible, the ideal thing would be to start with the front (much more intuitive)  

• Although it’s simple, user 6 had to swap her ID card for her passport since the 
system couldn’t read her ID.  

 

5. NFC reading 

We recommend recovering the explanation / brief instructions about the NFC 

• One of the iPhone users couldn’t continue in this step due to an error in reading 
their ID  
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Checking collected data  

• A screen that’s very positively surprising when seeing that all the data has been 
collected correctly and in a very simple and fast way.  

• The “Update Address” button is confusing for some:  

• Respondents don’t understand whether it’s an option to correct possible typos or to 
update the contact address if it isn’t the same as on the identity card. 

• The doubt arises about whether it will be possible to change the address at another 
time in order to receive postal mail, etc.   

→ Add an (i) for information next to this button to clarify the need for the change of 
address and whether it can be modified at another time. 

 

6. Face recognition screen 

   

• Some users mentioned doubts about the 
need for this step and can’t understand why 
facial recognition is necessary → indicate 
why these steps are carried out and what 
information the app collects 

• Carrying out 2 recognition tests is positively 
rated, since it adds security to the process  

We recommend indicating the test’s length or how 
many times the action needs to be repeated 

 

 

Smile test  

• Respondents didn’t understand how it works, either with the explanation or with the 
“video / tutorial”. Most respondents interpreted that they have to smile throughout 
the test→ improve the explanation by explicitly indicating that it’s necessary to be 
serious and then smile and repeat this action until the end 

Look left-right test 

• A simple and easy-to-understand test  

Look up-down test  

• No user carried out this test  
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7. Speech recognition screen 

 

  

Only user 6 managed to reach this step even though 
she couldn’t continue 

The spontaneous assessment was very positive in 
all cases:  

• A system that provides a sense of security, 
the voice is unique and no one can imitate it  

• It’s very easy to understand 

• It looks fast 

 

We recommend making reading the text easier by 
separating the instructions from the text the user 
has to read 

• The countdown is a suitable system that 
helps them know when to start talking  
 

 

 

From here onwards, the evaluation of the screens was carried out via video. 

 

8. *Results and registration data (screen evaluated with the video) 
 

• A purely informative and confirmation screen that doesn’t allow users to take any 
action.   
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9. * Money laundering prevention  

  

• A questionnaire that requires information 
that can be requested through other 
organizations and that users consider to 
unnecessarily lengthen the onboarding 
process. 

• The questions an answer is requested for 
require further explanation: what’s the 
reason for asking the question, what type of 
answer is needed (especially in open-ended 
options) → add an info button in each 
question to provide more information  
 

 

 

  

10. * Back-office validation 

 

• The need to verify the data is positively 
rated as it provides the process with security  

• However, further explanation is required 
on: 

o How the process is carried out → 
indicate that it’s a process carried out 
by a real person from the back office 

o When a response be will be received 
(what is it immediately?) → indicate 
the process deadlines, 24h, 30 
minutes… 
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11. *Contracts and signature 

  

• A priori it seems like a correct, simple and 
fast process 

• Voice signature is positively rated as well as 
the option of downloading documents 
 

 

2.4.2. Details of each user’s browsing – problems detected 

In the following part, we will comment on the details of the errors that occurred during the 
tests with users, naming each of the six in that process, as well as the relevant parts in the 
navigation in which the problems occur: 

 

User 1 - Android 

Navigation starts at 16:00 min. At the beginning it signals an error because the NFC isn’t 
activated, before even reading that it needs to be activated.  

 

The navigation follows the correct process until reaching the “Country Request + Identity 
Document” screen (min. 32) and when selecting “Spain” and “DNI” (ID number) the 401 
error appears in the next step. 

 

User 2 - Android  

Idem user 1. Navigation starts at 5:00 p.m. The navigation follows the correct process until 
reaching the “Country Request + Identity Document” screen (min 23) and when selecting 
“Spain” and “DNI” when selecting “Spain” and “DNI” the 401 error appears in the next step. 

 

User 3 – Android  
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When starting navigation (min. 15) and in order to move on from the first screen, various 
permissions are requested, but the user didn’t understand the need to accept phone 
permissions and ended up blocking the app’s notifications and preventing the process from 
continuing. 

 

When reaching the “Country Request + Identity Document” screen, the user first selects the 
“DNI” (ID) document and then the country “Spain” (in reverse order to the rest of users who 
start with the country and then select the document), and a process failure commences:  

1. It asks the user to check that the data recording is correct (without having recorded 
anything)  

2. The process only allows the user to go back or continue, the “Data verification” 
screen appearing with another person’s data, and having to add the address. 

3. When completing the address, there’s another jump from the biometric parameters 
registration screens (face and voice) and it goes directly to the money laundering 
screens 

4. After completing the Money Laundering screen, the user automatically arrives 
(without back-office verification) at contracts signing, triggering alternative signature 
screens and documents, and requesting permissions again (access to multimedia 
content and files on the device). When the user tried to record with their voice, the 
app froze. 

 

5. When repeating the process from the beginning by selecting “Spain” and then ID, 
the same error appeared as with the rest of Android users: 401 error. 

 

User  –  4 iOS  

Navigation starts at 25:40 min. and progresses normally until: 

• The user had to scan their ID (min. 43:50) and it took time to read the front of their 
document successfully.  

 

• The user was able to pass on to the NFC reading of their DNI, but the reader didn’t 
appear to read the document (min. 46); after 2 minutes trying, the “IOException” 
error appeared (min. 48:24). After several attempts, the user managed to scan their 
DNI with the NFC (min 51:20) by removing the mobile’s case, and the screen went 
blank, completely interrupting the navigation.  

 

 

User – 5 iOS  

• Navigation started (min 4:45 pm) and no serious incident occurred until minute 
35:20 when the user tried to carry out face recognition and was unsuccessful. The 
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user made another 6 attempts throughout the interview without being able to finish 
any successfully.  

 

 

User  –  6 iOS  

• Navigation started (min 11:20) and the process continued normally until trying to 
scan the front of their ID unsuccessfully (min. 18:16). After several more attempts, at 
minute 25:14 the user ended up scanning their passport, which meant manually 
entering their personal details.  

 

• After managing to move forward with the process, at minute 35:29 the user began 
to record their voice and an error signal came up, and finally at minute 35:45 their 
app closed. This error repeated itself on a second attempt at minute 1:03:02.  

We have to point out that a typical user usually spend less than 10 minutes in an 
onboarding process. In these cases the average time is about 1 hour and that could affect 
the default behavior of DOP from the expected when the ideal situation is happening. 

 

2.5. Follow up and conclusions for execution of pilot #1 

In conclusion, the assessment was positive despite being highly determined by navigation 
limitations, as none of the 6 users selected managed to complete the process in the end, due 
to the extensive duration of the onboarding processes in order to get the most feedback as 
possible. In normal conditions, the process would carry out with no problems. 

An onboarding that: 

• proposes an attractive and interesting system for the future: everyone is familiar 
with other digital onboarding processes and the fact that Unicaja is joining this 
process is positively rated. 

• requests biometric measurements that are simple to perform and interesting, 
which provide the process with security  

• it’s still in the “beta” phase and requires some optimizations in its look & feel, but 
above all adjustments in terms of its functioning → most were able to carry out 
around a third of the total navigation. 

 

3. Pilot #2: the Cybersecurity Platform 

3.1.  Use Case  

The second Pilot in the SOTER project is dedicated at raising the overall cybersecurity 
competence in the finance sector. This encompasses aspects of cybersecurity skills and 
awareness of employees in the extended finance sector (including established financial 
institutions like banks and new players like third party providers and fintech companies). This 
chapter delivers details on the deployment of the second pilot.  
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The deployment of pilot #2 will be led and conducted mainly in work package 6, where the 
operational setup actions, the performance and the assessment of the training actions will be 
conducted. All outcomes of these activities will be reported in detail in WP6 and WP7. Work 
package 4 supports and accompanies the deployment of pilot #2 with the extended definition 
of the pilot in this document and a report on the deployment, as well as monitoring the pilot 
for legal compliance. As defined in the grant agreement of the SOTER project, “monitoring 
activities of pilot #2 will be performed at WP6 because outputs from pilot will be used in order 
to update training materials for a new iteration of training that will be done in this task for 
pilot #2”.  

Generally speaking, the SOTER project is based on a technological and a non-technological 
pillar. The main research and development cycle for the non-technological pillar is focusing 
on human aspects of cybersecurity. It is based on interdisciplinary research on cybersecurity 
and standards in the work packages 2, 6 and 5. The first steps done in WP2 and WP6 delivered 
a thorough human factor-based understanding of cybersecurity. This included the definition 
of the main cybersecurity objective: the assurance of the security of digital assets of 
organizations in the extended finance sector by securing their different vulnerability layers, 
while also considering European values and fundamental rights (Figure 15: Non-technological 
pillar of the SOTER project pointing to the individual integrity of all persons involved in 
cybersecurity measures).  

Based on further research in work package 2 three main areas of concern have been 
identified, which need to be tackled by training: (1.) human error, (2.) malicious insiders and 
(3.) legal & ethical threats.  

The first area of concern (human error) is the main domain in regard to cybersecurity training 
of employees, and therefore will be the main topic for the training actions deployed with the 
cybersecurity training platform (WP6). The research and development of the competence 
catalogue and the training modules concluded with a set of requirements for cybersecurity 
training which can only be met by a dedicated cybersecurity training platform – so a series of, 
for example, webinars or other usual methods, would not be enough. This cybersecurity 
training platform has been developed within SOTER, within WP6, and RISE, as responsible 
partner for the training action tasks, has committed to develop and maintain the platform for 
at least the duration of the project, so pilot #2 can be securely deployed.  

The other two domains (malicious insiders and ethical threads) will be covered in the training 
of the management level (WP6), as managers need to know which safeguards and 
procedures, they need to deploy to lower the risks of damage caused by malicious insiders 
(who of course can’t be trained to not cause harm to the organization) and by legal & ethical 
threats (e.g. GDPR related legal challenges or outside attacks on an organizations' reputation).  

Finally, the outcomes of the research process and the lessons learned in deploying the 
training will inform recommendations for new standards and guidelines on human factor-
based aspects in the extended finance sector (WP5). 
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Figure 15: Non-technological pillar of the SOTER project 

 

3.1.1. Objectives 

The main objective of this pilot and use case is to increase cybersecurity capacities of all 
employees in the extended finance sector by raising their awareness and skills. Research and 
development in work package 6 has delivered a comprehensive and detailed model for 
cybersecurity competence (see Table 2: List of Training Modules and Covered Competences). 
This model identifies the main cybersecurity aspects which have to be improved. 
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Training Module M. S. Covered Competences 

Digital information 

competence 
A 

1 
Confidential personal data and information 

handling 

2 
Confidential business data and information 

handling 

3 Responsible sharing of private information 

4 
Privacy setting for private digital devices and 

services 

5 
Assessment of accuracy and integrity of 

information 

Digital Safety 

Competence 
B 

1 Physical Safety 

2 Safe Browsing 

3 Network Handling 

4 Safe Digital Communication 

5 Assurance of Device Safety 

6 Creation of Safe Credentials 

Threat/Anomaly 

Recognition 
C 

1 Social Engineering Recognition 

2 Malware (Infection) Recognition 

3 Physical Environment Sensibility 

4 Identity Fraud Recognition 

5 Insider Threat Recognition 

Incident Handling D 

1 Incident Documentation 

2 Incident Communication 

3 Incident Reporting 

4 Collaborative Incident Management 

Table 2: List of Training Modules and Covered Competences 

 

Whereas the objective of pilot #2 is, on the one hand, to generally improve the skill and 
awareness aspects included in the competence catalogue, it is also, on the other hand, 
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important to connect the training to the overall approach of the SOTER project. The 
technological pillar delivers a digital onboarding platform, and therefore has at its core the 
topic of digitally identifying customers of institutions in the extended finance sector. Because 
of this, pilot #2 will also generally tie its training contents to this overall topic, while targeting 
a wide range of cybersecurity competences. WP6 also delivered a comprehensive itinerary 
for all training modules, which sum up over 200 micro-modules. The pilot will not include 
dedicated contents on each micro-module, but will deliver a wide range of selected key micro-
modules to deliver a proof-of-concept for enhancing cybersecurity competence in the sector. 

 

Regarding the number of training actions, pilot #2 has the following minimum requirements 
as outlined in the grant agreement: 

• 10 single-session training actions (11 including the master class) 

• 300 banking employees 

• 200 employees in “new player”-organizations (third party providers and fintech 
companies) 

 

To measure the success of pilot #2 the following key performance indications have been 
defined: 

• Increase of cybersecurity awareness of all trainees by at least 60% 

• Reduction of cybersecurity risk generation by banking employees at daily work by 40 
% 

• Reduction of cybersecurity risk generation by employees of new key players/fintechs 
at daily work by 40 % 

• Increase of the cybersecurity behavioral index (based on cybersecurity competence 
catalogue) by 60 % 

• Positive evaluation of trainings by 90 % of participants 
 

The results of the deployment and evaluation of the training actions of pilot #2 will be 
reported in WP6. Additionally, a masterclass that focusses on the management level of banks 
and fintechs will be conducted (“Managing cybersecurity, privacy and data protection risks in 
financial organisations”). With the masterclass we want to activate leaders in finance to build 
up a human-factor-sensitive cybersecurity culture within their organizations to foster the 
success of the employee training. As stated in the GA, the objective is to organize the 
masterclass as a physical event in Spain. Finally, a digital training handbook has to be compiled 
by efforts of WP6, 2 and 5 to ensure our results can be used for further training after the 
project is done. This training handbook will be addressed in WP6 and made available via the 
SOTER project homepage).  

 

3.1.2. SOTER cybersecurity training platform 

As outlined above, pilot #2 needs a dedicated training platform to deliver the training actions 
to the employees in the extended finance sector. Based on previous documents that defined 
general and technical requirements for the training actions, RISE has chosen to use the free 
and open-source learning management system Moodle (see moodle.org) to develop, deploy 
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and maintain a refined, adapted and secure version for the deployment of pilot #2. This 
document includes a first set of basic information on the platform in the following sub-
sections. All posted screenshots and other platform-related figures can change due to the 
continual development strategy of the cybersecurity training platform.  

For delivering the training actions, participants will be able to login to the SOTER cybersecurity 
training platform with pseudonymous accounts (see Figure 16). After login they gain access to 
a dashboard with an overview of the training actions to participate in (which will be pre-
defined by the partners responsible for the training actions in work package 6, depended on 
the type of organization participating and agreed extend of the training). 

 
Figure 16: SOTER cybersecurity platform login 

 

Platform architecture 

The e-learning platform is built on top of the Moodle LMS (Learning Management System), 
customized with various plugins and a custom design theme. The setup is designed according 
to existing Moodle best practices and consists of the following components (see Figure 17): 

• Nginx Webserver: This lightweight server allows for a high number of users with 
minimal memory footprint and consequently has been chosen to handle all incoming 
requests. 

• Moodle LMS: The open source LMS Moodle provides a versatile foundation for the e-
learning platform. 

• PHP-FPM: A php-fpm (FastCGI Process Manager) pool will process the Moodle PHP 
code, while allowing for fast horizontal scaling. 

• PostgreSQL Database: This proven open source database will be the SQL storage for 
the Moodle application 

• Memcached: In order to share data between multiple instances of the platform a 
Memcached service will be used as a fast central caching solution. 

All components of the e-learning system will be compiled to Linux based software container 
images for the purpose of ease of delivery and platform independency. The platform will be 
deployed to a Kubernetes Cluster, which apart from easy zero-downtime deployments, brings 
the advantage of easy horizontal scaling. 
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Figure 17: Technical components of the training platform 

 

Security framework 

Possible software vulnerabilities are discovered nearly on a daily basis. It is therefore of 
importance to be able to patch existing systems swiftly. The SOTER training platform will be at 
least updated weekly with the latest security patches.  

Furthermore, the production system software containers will not have any software installed 
which is not required for running the platform itself. This results in less possible options to 
attack the system. 

File permissions inside the containers will be set according to the official Moodle guidelines 
(https://docs.moodle.org/310/en/Security_recommendations) and only ports needed by the 
application will be exposed. 

The data stored in the e-learning platform (filesystem and database, i.e. provided courses and 
content) will be backed up once a day to prevent loss of data. 

https://docs.moodle.org/310/en/Security_recommendations
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Privileged accounts will only be handed out to trusted users. Regular accounts are pre-created 
and shared with known contact persons of the organisations participating in the training. In 
all cases, a strict password policy is enforced. 

All traffic to the platform is encrypted using TLS (i.e. via https). 

Data flows 

The training participation of necessitates those participants have a user account on the 
platform. The main goal is that the platform host (RISE) has no information on the actual 
identity of the training participants. Therefore, the participants will use dummy accounts 
provided by RISE for accessing the platform. The platform will store certain sociodemographic 
data points as well as data on training effectiveness and awareness levels with these accounts, 
to enable the measurement of the effectiveness of the Training courses. In this regard, the 
data is considered pseudonymized data. Analysis of the data will be conducted by RISE and 
Uni Graz. Any analysis conducted will be based on downloaded anonymized data (without 
reference to the pseudonymous user account name). This is to ensure that the re-
identification risk is reduced to a minimum. Additionally, all participants will maintain control 
of the option to request the deletion of all data on the platform connected to their 
pseudonymous accounts. These are the steps for deploying the training in regard to the 
included data flows: 

1. RISE sends a table with an agreed number of dummy accounts including initial 
password to the contact person of the organization participating in the training action. 

2. The contact person will distribute the accounts to an agreed number of employees of 
the organization, who (1.) agree to participate and (2.) have the organizational 
confirmation that they can participate on the training during their work time 
(participant selection will be in accordance with D1.11 “Research Ethics Protocol” and 
D9.1 “H Requirement No.1”). 

3. Additionally, the employees will also receive information on the terms & conditions 
for participating in the trainings. 

4. Employees who agree to participate use their received dummy account to log into the 
training platform and change to a new personal password. 

5. Employees fill in sociodemographic information. 
6. Employees complete the available training action, which include assessments before, 

during and after the training actions. 
7. Data set will be downloaded by RISE admin (without pseudonymous user account 

names). 
8. The anonymous data set will be made available to Uni Graz for analysis via a secure 

password protected file drop feature provided by the nextcloud platform of RISE. 
9. After the end of the project all data linked to the pseudonymized accounts will be 

deleted. 
 

With this procedure, neither RISE nor any other partner involved in the training actions will 
be able to identify any person participating in the training. Also the participating organizations 
(e.g. Unicaja Banco) will not be able to access the data generated by their employees while 
participating in the training actions. The SOTER consortium have outlined the technical 
security and the organizational measures that have been put into place to safeguard the 
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personal data of participants. These are detailed within D9.4 “POPD Requirement No. 4”, 
which has been submitted to the European Commission in M4. 

 

 

The following data will be recorded on the platform: 

• Pseudonymous user name 

• Gender 

• Age (in age groups) 

• Education level 

• Type of professional activity 

• Previous training experience 

• Work related stress level 

• Job satisfaction 

• General technology affinity 

• General game affinity 

• General training attitude 

• Assessment variables (cybersecurity skill and awareness levels in the cybersecurity 
competence modules) 

 

Any analysis of this data will only be conducted on data sets without the pseudonymous user 
name. The training actions will be only deployed, after there has been a positive assessment 
by the ethics commission at the University of Graz (https://www.uni-
graz.at/en/researching/organisation-plan/ethics-committee/).  

To assure the maximum transparency and autonomy for users of the platform, users will be 
able to access all relevant information and requests on data related to their account directly 
in the platform. Figure 18 shows all options, which the platform will provide. 

 
Figure 18: Privacy and policies options on the SOTER cybersecurity training platform 

 

Users can … 

https://www.uni-graz.at/en/researching/organisation-plan/ethics-committee/
https://www.uni-graz.at/en/researching/organisation-plan/ethics-committee/
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• … directly contact a person responsible for the privacy issues. 

• … request for a) export and b) deletion of all data connected to their pseudonymous 
account. 

• … view all types of data stored in relation to their pseudonymous account.  

• … view all policies and agreements for using the platform (including the option to 
withdraw approval). 

 
Hosting environment 

RISE will use a certified secure data center based in Austria to host the cybersecurity training 
platform. The data center is certified according ISO 9001 and ISO 27001. The platform will be 
made available by RISE via www.cybersecurity4finance.eu/soter and a dedicated link via the 
SOTER project homepage. RISE is an experienced provider of high secure IT systems in critical 
infrastructures and can assure the highest security standards for maintaining the training 
platform. 

3.2. Project Plan of the Pilot #2 

3.2.1. Pilot #2 estimated duration 

WP6 includes a discussion on the training development methodology, based on the state of 
the art on training development. The key aspects of this methodology are listed in the 
Figure 19: SOTER Cybersecurity Competence Training Design Process. So the deployment of 
the training actions are embedded in clear defined process to continually develop a sector-
optimized training solution. 

 

 
Figure 19: SOTER Cybersecurity Competence Training Design Process 

 

The 10 SOTER training actions need to include at least 500 employees to successfully reach 
the KPIs of pilot #2. The following figure (Figure 20: Distribution of Participants in Training 
Actions) shows the minimum distribution of training participants. 

 

http://www.cybersecurity4finance.eu/soter


833923 – SOTER 

D4.7.- Public version 

54 

 

 
Figure 20: Distribution of Participants in Training Actions 

 

The first two training actions, which will include about 100 participants are dedicated at 
pretesting the first cybersecurity training courses and will support the refinement and 
optimization of the training platform. Training action 1 should also include personal 
interviews with participants to get feedback on the experience with trainings.  

Training actions 3 to 10 will deploy on a larger scale with at least 200 participants in banks 
and 200 participants in third party providers and fintech companies. This will enable the 
quantitative measurement of the effectiveness of the trainings in regard to the KPIs on raising 
awareness and lowering risk generation. To achieve this, training actions 3 to 10 will all 
include one core assessment training module to measure the raise of awareness (before and 
after training) and the reduction of risk generation (via monitoring the completion of one or 
more test scenarios). The details of the assessment methodology will be documented in 
deliverable WP2 and the reports on the training actions (WP6) as well as in the digital training 
handbook. 

In regard to participant recruitment, Unicaja Banco will be the first main supporter of the 
training activities. Further organisations to participate in the training actions will be reached 
out (in Spain, Austria, Ireland and UK, as well as Germany, depending on the number of 
positive feedbacks in the first countries).. Participating organisations will be guided towards 
providing employees for trainings from at least a whole department of their organisations. 
This is necessary, so the sample for testing the effectiveness of the trainings can be 
quantitatively measured on the basis of a cluster sample.  
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3.2.2. Requirements and proposal of adaptation 

The reports on the training actions (WP6) will include a section on the implementation of the 
platform and deployment of the training actions in regard to the achievement of the defined 
requirements and key performance indications. 

 

3.2.3. Maintenance and support services 

Maintenance and hosting of the training platform will be conducted by RISE. RISE will provide 
a contact address for any questions or raised issues on the platform from participants. 

 

3.2.4. Risk scenarios of the Cybersecurity platform 

Table 3 shows the identified risks, relevant work packages, potential impacts, probabilities, 
and corresponding mitigation plans before deployment of pilot #2. Updates on the tables will 
be made in consultation with the research ethics manager (TRI IE) and the partners 
responsible for the training actions in work package 6.  

Identified Risk WP Impact 
Prob-
ability 

Mitigation Plan 

Personal data collected 
during the training 
activities is not secured 
by the SOTER 
consortium 

WP6, 
WP4 

High Low 

Efforts have made to 
ensure that data regarding 
the training activities is at 
least pseudonymised. This 
is detailed within the 
Research Ethics Protocol, 
and also the applicable 
WP9 – Ethics deliverables.  

Participants are not 
explicitly informed of 
the research process, 
how their data is being 
used, and what they are 
providing consent for 

WP1, 
WP9 

High Low 

Participants will be 
provided with 
understandable 
information sheets and 
consent forms and be 
guided through the 
consent and information 
process. This will be 
monitored by the 
applicable research 
partners (UNIGRAZ, TRI IE, 
RISE) to ensure that all 
participants are fairly 
treated, and the pilots 
remain ethical, as well as 
legally compliant. A 
number of deliverables 
outline the processes 
proposed to be put into 
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place in this regard (WP1, 
WP9, WP1).  

An imbalance of power 
might arise between 
employer and employee 
with regards to both 
participation and the 
dissemination of results 

WP1, 
WP6, 
WP9 

High Moderate 

Efforts should be made to 
ensure that participants 
are able to freely give 
consent, without any 
coercion from their 
employer. Efforts will also 
be made to ensure that the 
employer is not able to 
seek the results of specific 
employees and make 
judgements on their results 
– especially as the trainings 
are conducted in a research 
environment. This will be 
monitored by the 
applicable partners.  

Data collected during the 
training activities may be 
collated by participating 
organisations (e.g. 
Unicaja Banco) with 
existing data on their 
employees regarding 
their cybersecurity skill, 
training, and awareness. 

WP4 Moderate Low 

All participating 
organisations (e.g. Unicaja 
Banco) will agree to 
conduct all their research 
according to the 
procedures and processes 
outline in WP1, and all 
WP9 ethics deliverables. 
The research ethics 
manager (TRI IE), along 
with the SSH partners, will 
monitor all activities that 
are conducted within the 
SSH research work 
packages (WP, WP6). Any 
issues that arise will be 
dealt with by the 
consortium in a fair, open 
and transparent manner, 
including (if necessary) 
involvement of the Ethics 
Advisory Board. 

Not enough participants 
in the training actions 

WP4 Moderate Moderate 

The Covid 19 pandemic 
caused a massive 
restriction on physical 
activities due to potential 
infection risks. Also, the 
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work situation and stress 
levels may be influenced by 
the pandemic and might 
reduce the willingness of 
employees to participate in 
the training actions. This 
will be closely monitored 
by the consortium over the 
next months. Mitigation 
will focus in a first step to 
maximize the number 
contacts to relevant 
organisations through the 
stakeholder board 
organized in WP4. 

Masterclass can not be 
organized physically in 
Spain due to the Covid-
19 pandemic 

WP6 Moderate High 

Due to the Covid 19 
pandemic and the 
connected travel 
restrictions, it might not be 
possible to organize a 
physical event in Spain. The 
responsible partners will 
monitor all relevant 
mitigation options: (1.) 
change the location to 
Austria (as the responsible 
partners are based there); 
(2.) postpone the event if 
improvement of situation 
seems likely, (3.) changing 
to an online masterclass. 

Appropriate research 
ethics standards for pilot 
#2 will not be 
maintained within the 
SOTER project 

All High Medium 

SOTER has instantiated an 
Ethics Advisory Board 
(EOB) that have been 
conducted on a number of 
ethics aspects of the 
project so far. As part of 
the ongoing monitoring of 
ethical issues, an Ethics 
Touch Point Table has been 
created and shared with all 
parties. As at the time of 
this deliverable submission, 
specific details of relevant 
ethics deliverables in 
SOTER are currently in a 
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revise and resubmit 
process. Once these 
deliverables (WP9) have 
been submitted, and the 
requirements have been 
fulfilled, the risk will be 
reduced to “low” 

Table 3: Risk analysis for pilot #2 

 

3.3. Set-up and deployment  

This section is dedicated to the documentation of the set-up and deployment of pilot #2, 
the SOTER Cybersecurity Training Platform. This also includes, as defined in the grant 
agreement, tests to guarantee that all features are running for pilot operation.  

The cybersecurity training needs to be deployed to achieve the minimum requirements and 
key performance indicators for pilot #2. This includes an online tool for a) conducting a 
series of training actions in the extended finance sector with at least 300 participants from 
banks and 200 participants from new key player organisations (fintech companies and third-
party providers) and b) for measuring the success of the training actions (increase of 
cybersecurity awareness, reduction of risk generation, increase of cybersecurity skills and 
positive evaluation of training). 

Pilot #2 will deploy a cybersecurity training platform based on the open-source learning 
management system Moodle (see moodle.org). The training courses are considered a 
research activity to test the development of effective training in the sector. The critical test 
measures (= key performance indicators) are: 

• Increasement of cybersecurity awareness of all trainees by at least 60% 

• Reduction of cybersecurity risk generation by banking employees at daily work by 40 
% 

• Reduction of cybersecurity risk generation by employees of new key players/fintechs 
at daily work by 40 % 

• Increasement of the cybersecurity behavioural index (based on cybersecurity 
competence catalogue) by 60 % 

• Positive evaluation of trainings by 90 % of participants 

 

The set-up of pilot #2 documented in this deliverable comprises an advanced definition of 
the onboarding procedure and a strategy for contacting organisations to participate in the 
training actions. The deployment focuses on the initial readiness of pilot #2 to allow 
onboarding of training participants in the online training actions and document the 
readiness of the training platform for the SOTER Cybersecurity Competence Trainings 
(CSCT).  

3.3.1. Participation Selection  

This section is dedicated to outline the details for the participation procedure of employees 
in the SOTER training actions and to explain the strategy for participant organisation 
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selection. The first sub-section focussed on the “data flows”. The main changes are the 
introduction of an intermediary training onboarding website and the extension of details on 
the recorded data in the CSCT actions. The second section explains the strategy for engaging 
the training actions with organisations in the extended finance sector. 

Training participant onboarding procedure 

As the training actions are embedded in research and development activities the 
participants need to be considered as research participants. Therefore, the highest 
standards in regard to research ethics have to be maintained. Training actions and their 
assessment are led by RISE and UNIGRAZ. These partners have decided that protecting 
research participants from the possibility that information on their performance in the 
training actions is not accessible by third parties (e.g. their employers) is of utmost 
importance. Therefore, RISE and UNIGRAZ have developed an onboarding process for the 
training participants which makes it highly unlikely that any internal or external party is able 
to connect the data generated on the training platform to an identified natural person who 
is participating in the research. At the end, all data generated on the platform has to be 
treated at least as pseudonymous, if not anonymous data.  

 

SOTER training participation onboarding procedure 

In the following, the steps for onboarding to the training is explained: 

10. RISE sends a request to a relevant organisation for participating in the SOTER training 
activities.  

11. Organisations which are being asked to collaborate on the project will sign a document, 
which states a) that all employees that are participating are doing so under their own 
free will, b) that there will be no negative consequences if the employee chooses not to 
participate, c) that the organisation agrees to send a link to the training activities to an 
agreed number of employees in the organisation, and d) that the organisation will send 
their employees information on the conditions of participation including an emphasis, 
that any employee is free to participate during their work time. 

12. The employees, contacted by their employer, will receive a link and a participation code 
(one for each participating organisation) to an onboarding website and receive 
information on the terms & conditions for participating in the trainings. It will not be 
known by RISE or UNIGRAZ which participation codes are given to each employee in the 
organisation.  

13. Employees who agree to participate will follow the link to the SOTER training onboarding 
website. On the website  
a. They will be presented with the SOTER project information sheet and will be 

requested to consent to the research activity with a checkbox on the terms & 
conditions for participating on the platform (employees can only participate in the 
training if they give their informed consent first); 

b. After this, the participant can input the participation code and receive a user name 
and initial password for the SOTER training platform. 

c. They will be informed that they need to keep this user name and initial password, 
because it is also used to request that all data connected to this user is deleted, 



833923 – SOTER 

D4.7.- Public version 

60 

 

without the need to log in first. This is a safety procedure, if a participant forgets 
their credentials but also wants to request the deletion of their information. 

d. At the end of this process the participant will be forwarded to the SOTER training 
platform. 

14. With the first log in, the participants will be required to change their password and fill in 
basic categorial sociodemographic information. No data will be requested which might 
be used to re-identify the participants’ personal identity. (The types of data collected on 
the platform is listed in the Table 4: Data table  for pilot #2) 

15. Employees will complete the available training actions, which include assessments 
before, during and after. 

16. Employees can stop their participation and withdraw consent at any time before, during 
or after the training actions. A dedicated option in the training platform allows for the 
request to receive and delete all data from the training platform. If the participant loses 
the credentials for logging into the platform, they can use the user name and initial 
password to request for deletion of their information (via e-mail to the admin of the 
training platform). 

17. After the completion of the training activities, two types of research data sets will be 
downloaded by RISE admin (without user account names), creating anonymous data sets: 
a. An anonymous data set including training performance data and sociodemographic 

data (research data set) 
b. Data sets without sociodemographic data for single participating organisations (if the 

number of participants from this organisation is at least 50) (incentive data set for 
participating organisations) 

18. The anonymous data set will be made available to UNIGRAZ for analysis via a secure 
password protected file drop feature provided by the nextcloud platform of RISE. All 
research and reports on the outcomes of the training actions and assessments will be 
published using anonymised datasets only. 

19. After the end of the project all data linked to the pseudonymized accounts will be 
deleted. The platform and user data will be kept on the training platform for one year 
after the SOTER project ends for project review and auditing purposes with the European 
Commission and they will then be deleted. 

With this process, the SOTER project will never receive any information on the personal 
identity of the research participants. This helps to maintain a high level of personal data 
protection.  
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Data table 

 data type content 

data for functionality of the platform for provision of persistent accounts for participants and secure 
login to platform 

 user account name 
(pseudonymous) 

e.g. Trainee001 

TraineeNNN 

 password chosen by user (in accordance with password security 
requirements) 

Data on organisation for creation of anonymous incentive data sets and assessment of sector-specific 
training outcomes 

 pseudonymized identifier of 
participating organisation 

e.g. Org001-OrgNNN 

 type of organisation e.g. bank, fintech, third party provider 

sociodemographic data for analysis of group specific effectiveness of the training actions 

 gender male, female1 

 age (in groups) under 30, 30-49 years, over 50 

 education primary, secondary, tertiary, technical education: yes/no 

 professional activity direct contact with customers: yes/no; technical: yes/no; 
work in teams: yes/no 

health-related data for analysis of context factors for cybersecurity competence 

 work related stress speed of work; tight deadlines; relationships to colleagues 
and manager 

 work satisfaction feeling of usefulness; satisfaction; experience of fair 
treatment and respect;  

attitudes for analysis of individual factors for effectiveness of trainings 

 previous experience with 
cybersecurity trainings 

training experience: yes/no 

on relevant topic: yes/no 

personal assessment: positive/negative 

 willingness to learn/lifelong 
learning 

scale for learning willingness 

 affinity for technology and games scales for interest/affinity in technology and games 

 attitude on privacy and European 
values 

scales for importance of European values (transparency, 
privacy, anti-discrimination, respect, protection) 

Training performance assessment 

for assessing effectiveness of trainings 

 

1 An answer category for third gender will not be given to protect the anonymity of the participants (an option 
for „no response“ will be given). 
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 Cybersecurity awareness index Recognition of social engineering, malware, identity fraud, 
insider threats; physical environment sensibility; assessment 
of accuracy/integrity of information 

 Cybersecurity behavioural index confidential data handling; configuring privacy settings; 
physical safety; safe browsing; network handling; device 
safety settings; safe credentials & communication; incident 
communication, management, documentation and reporting. 

Table 4: Data table  for pilot #2 

 

 

Strategy for participant organisation selection 

The SOTER Cybersecurity Competence Training (CSCT) actions will include 10 CSCT training 
actions and a master class.  

The CSCT actions depend on the successful acquisition of participating organisations in the 
extended finance sector in three European regions (Spanish, English, German). For this, 
three avenues will be followed: 

1. Unicaja Banco, as part of the SOTER consortium, is cooperating also in pilot #2. It will 

be able to allow their employees to participate in the CSCT actions. This includes firstly 

the provision of up to a third of the participants in the two initial CSCT actions 1 and 

2. Secondly, Unicaja Banco will also be asked to participate in the more extensive CSCT 

actions 3-10. 

2. The SOTER project has an advisory board consisting of European CERTs. These will be 

contacted and asked for support in identifying potentially interested organisations in 

the extended finance sector. 

3. Most importantly, the SOTER project started in October 2020 (as detailed in the new 

task T4.6 “Cybersecurity Stakeholder Group in the Extended Finance Sector” in the 

amendment No. AMD-833923-9) to build up and maintain a stakeholder group in the 

extended finance sector. First feedback from group (esp. with CISOs in the banking 

sector) has shown, that there is a lack of cybersecurity trainings tailored specifically to 

the needs of the finance sector and a high interest in the objectives of the SOTER 

projects. The stakeholder group will therefore be a primary vehicle to acquire 

organisations for the CSCT actions. 

3.3.2. Set-up 

This section describes the technical set-up of the intermediary training onboarding website 
and the training platform.  

Intermediary Training Onboarding Website 

The SOTER Training Onboarding Portal was designed to create users for the security training 

platform in a structured anonymized and automated way. The portal allows users of a given 
organisation to create a user independently. 
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For this purpose each participating organization receives separate login credentials 
consisting of the name of the organisation in an URL friendly way and a secure password. All 
traffic to the application will be encrypted via TLS protocol and users are only able to access 
with valid credentials. It further is technically enforced that the participant agrees to all 
consent sheets before creating a user, as well as only being able to create a single user in a 
session. 

 

Documentation of set-up 

The intermediary SOTER training onboarding website has been specified and set-up by RISE 
in cooperation with Uni Graz. After receiving the information on the SOTER Cybersecurity 
Competence Trainings from their respective organisations, employees in the extended 
finance sector will follow the link to the training onboarding website. There they can access 
the site after providing a password from the initial invitation e-mail (see Figure 21). 

 
Figure 21 First page of the intermediary SOTER training onboarding website 

After the click the “Login”-button, the user will get access to the consent sheet (see Figure 
22). 
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Figure 22 Participation consent sheet on SOTER training onboarding website 

At the end of the consent sheet the user needs to click a check-box to confirm and agree to 
take part in the SOTER Cybersecurity Competence Trainings. Only then the “Continue”-
button will be active, so user will only able to receive credentials for the SOTER 
Cybersecurity Training Platform if they confirm (see Figure 23). 

 
Figure 23 Confirmation of consent sheet on SOTER training onboarding website 

The full text of the consent information sheet is posted below: 

consent information page on the intermediary SOTER training onboarding website 
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Introduction 

This research activity is part of the European Union-funded SOTER research project and is 
conducted by the Karl-Franzens University of Graz and Research Industrial Systems 
Engineering (RISE). The purpose of this research is to evaluate a cybersecurity competence 
training methodology for finance sector organisations. 

Why is this research activity required? 

The findings of this evaluation study assists the researchers in developing a cybersecurity 
training platform that is effective for all employees in the finance sector regardless of 
individual, sociodemographic or organizational factors. 

What is involved in this research activity? 

This research will involve completing a training action with built in assessment tools lasting 
about 30 minutes. You will be asked questions and complete exercises on the topic of 
cybersecurity. The training action first assesses your prior knowledge and skills. Then it 
allows you to learn important cybersecurity knowledge and practices at your workplace. 
Finally, it simulates a situation in which you explain what you learned to a fictional new 
colleague. 

Do I have to participate? 

You are participating in this research wholly voluntarily. You are free to leave at any time, 
without any impacts on you, or your future participation in the project, and with no 
consequences to your employment status, or role. Please be aware that you are free to 
refuse to answer any questions or provide any information that you do not wish to discuss. 
Also, understand that you have the right to ask questions and receive understandable 
answers before making any decision. 

What happens to my data? 

The record of your involvement in the research activity will be kept confidential via the use 
of the pseudonymized dummy account. The training data for the evaluation will be 
recorded in a database on the training platform in pseudonymised form so your 
contributions will not be tracked back to you personally by research organizers or your 
employer. You may request a copy of your stored data on the platform to review if you 
wish. You are also allowed to delete or make any changes to your platform data if you feel 
the information provided could be improved or clarified or wish for your account and 
associated data to no longer exist. For research purposes, a completely anonymous dataset 
is downloaded from the platform, so no personalized analysis is possible. The anonymous 
dataset will be used for optimizing the contents of the trainings and publishing research 
articles. It will be archived according to best practice for archival of social science research 
data. 

Will my data be deleted? 
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The data will be kept on the training platform for one year after the SOTER project ends for 
project review and auditing purposes with the European Commission and will then be 
deleted. 

Will my data lead to profiling? 

Your training assessment data will not lead to any profiling activity. 

Is this research ethical? 

The research conforms to European Commission guidelines and is approved by the Ethics 
Committee of the Research Executive Agency managing Horizon 2020 projects. It is also 
approved by the Ethics Board of the University of Graz. 

Who can I contact if I have questions? 

The contact details of the research team can be found below. You are free to contact the 
research activity lead or project lead at the University of Graz for any questions regarding 
the evaluation study. You are also free to contact the project coordinator regarding any 
query you have related to your personal data, the ethics protocol, or the project itself. 

List of the different members of the project. 

For participating in the training actions please confirm the following statements: 

• I confirm that I have read and understood the information explaining the above 
research project and have had the opportunity to ask questions. 

• I understand that my participation is wholly voluntary and that I am free to withdraw 
at any time without giving any reason and without there being any negative 
consequences. In addition, should I not wish to answer any particular question or 
questions, I am free to decline. 

• I understand that my responses and personal data submitted will be kept strictly 
confidential. I understand that my name will not be directly linked with the research 
materials, and I will not be identified or identifiable in any report or reports that result 
from the research. For any question I have about the study, I am free to contact the 
abovementioned persons. 

• I give consent for members of the research team to have access to my anonymized 
data from the training platform. 

• I have freely given consent and understand that I should not, under any circumstances, 
be pressured into participating by my employer. I also understand that if I am 
pressured into participating, I will raise it with the research coordinator  

☐ I confirm and agree to take part in the above research project. 
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The last page of the training onboarding website is dedicated to the creation of the user 
credentials for the training platform. The user is informed, that they should keep the initial 
credentials (e.g. print the page to pdf, see Figure 24), so they are later able to delete their 
information on the platform (if they want to). The request for deletion of user information is 
also possible within the training platform. But as the user has to change the initial password 
after the first login to the platform, they might forget the new password and cannot access 
the platform to delete their information. 

 
Figure 24 Information for creation of users on the SOTER Cybersecurity Training Platform 

After clicking the check-box “Information text read” the user can click the “Create User”-
button. After this, the training platform will create a new username and password and the 
website will show the information (see Figure 25). The user then can print the credentials 
(browser-based print prompt) and continue to the SOTER Cybersecurity Training Platform. 

 
Figure 25 Creation of credentials for the SOTER Cybersecurity Training Platform 

Cybersecurity Training Platform 

Based on the requirements for the SOTER Cybersecurity Competence Trainings (defined in 
WP6 and WP8 and previously discussed) the free and open-source learning management 
system Moodle (see moodle.org) has been chosen as training platform. By the time of 
delivery of this Deliverable, all technical components of the training platform have been set-
up and modified to the requirements of pilot #2. The main technical components (for an 
overview see Figure 26) are: 
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• Nginx Webserver: This lightweight server allows for a high number of users with 
minimal memory footprint and consequently has been chosen to handle all incoming 
requests. 

• Moodle LMS: The open source LMS Moodle provides a versatile foundation for the e-
learning platform. 

• PHP-FPM: A php-fpm (FastCGI Process Manager) pool will process the Moodle PHP 
code, while allowing for fast horizontal scaling. 

• PostgreSQL Database: This proven open source database will be the SQL storage for 
the Moodle application 

• Memcached: In order to share data between multiple instances of the platform a 
Memcached service will be used as a fast central caching solution. 

 

All components of the e-learning system will be compiled to Linux based software container 
images for the purpose of ease of delivery and platform independency. The platform will be 
deployed to a Kubernetes Cluster, which apart from easy zero-downtime deployments, 
brings the advantage of easy horizontal scaling. 

RISE is hosting the platform in a certified secure data center based in Austria. The data 
center is certified according to ISO 9001 and ISO 27001. The platform will be made available 
by RISE via www.cybersecurity4finance.eu/soter and a dedicated link via the SOTER project 
homepage. The platform will be updated at least weekly with the latest security patches. 
Furthermore, the production system software containers will not have any software installed 
which is not required for running the platform itself to reduce the possible cyberattack 
surface. File permissions inside the containers will be set according to the official Moodle 
guidelines (https://docs.moodle.org/310/en/Security_recommendations) and only ports 
needed by the application will be exposed. The stored in the e-learning platform (file system 
and database, i.e. provided courses and content) will be backed up once a day to prevent 
loss of data. Privileged accounts will only be handed out to trust users. Regular accounts are 
pre-created and shared with known contact persons of the organisations participating in the 
trainings. In all cases, a strict password policy is enforced. All traffic to the platform is 
encrypted using TLS (i.e. via https). 

 

http://www.cybersecurity4finance.eu/soter
https://docs.moodle.org/310/en/Security_recommendations


833923 – SOTER 

D4.7.- Public version 

69 

 

 
Figure 26 SOTER Cybersecurity Training Platform architecture 

Figure 27 shows an updated screenshot of the login page of the SOTER Cybersecurity 
Training Platform. As you can see the account creation is handled on the SOTER training 
onboarding website and the training platform is not storing the personal e-mail addresses of 
the training participants required for the re-set password functionalities on the platform. 
The update also includes an improved integration of the SOTER Cybersecurity Training 
Platform in the overall SOTER project design guidelines. 
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Figure 27 SOTER Cybersecurity Training Platform login (updated) 

3.3.3. Deployment and Analysis: Test of functionalities 

This section is dedicated to documenting and analysing the operation of the SOTER 
Cybersecurity Training Platform and its key functionalities. The key functionalities are 
connected to the requirements for the training actions (= pilot #2) within the SOTER project.  

Table 5 lists all requirements for the cybersecurity training platform. 

ID Name Description 

R1 Training Customization Trainings can be customized dependent on user 
group 

R2 User Group Management Users can be grouped in user groups. 

R3 Training course modularity Trainings can be assembled flexibly with the use 
of training course modules 

R4 Self-administered training Trainings can be completed without the 
assistance of an instructor 

R5 Multi-lingual Trainings can be offered in different languages 

R6 Choice-dependent training 
progress/Interactivity 

Phases of a training can change dependent on 
choices a trainee makes 

R7 Multimedia support Trainings can include contents in form of text, 
image, and video 
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R8 Gamification support Trainings use story-telling or other (serious) 
gamification approaches 

R9  Sector specificity Training contents are tailored to the type of 
work/organization/business processes in the 
finance sector 

R10 Training repetition Trainings can be completed multiple times. 

R11 Immediate feedback 
functionality  

Users can receive immediate feedback upon 
choices they make 

R12 Challenge support Trainings can include challenges like puzzles to 
engage in problem-solving behavior 

R13 User preference dependency Trainings include specific training types (e.g. 
gamified modules) dependent on the 
preferences of users 

R14 Assessments  The trainings include different assessment 
options (pre, post, continuous) 

R15 Scalability The training allows the simultaneous 
participation of at least 50 trainees at the same 
time (up to a 1.000 in a few days) 

R16 Performance measurement Trainings allow the personal (for users) and 
anonymized (for analytics) measurement of 
cybersecurity competence performance 

R17 Progress reporting Trainings allow the measurement and reporting 
of trainees progress in cybersecurity competence 
building 

R18 GDPR dashboard Trainees can transparently view and manage 
their GDPR-related rights 

R19 IPR transparency Training contents are transparent in regard to 
their sources and usage rights 

Table 5: Requirements for pilot #2 

The following sub-sections document the test of key functionalities in regard to the pre-
defined requirements. The sub-sections address all requirements and explain and document 
how the requirements are fulfilled. 

 

3.3.4. Concluding remarks on training platform for pilot #2 

As documented in the previous sections, the SOTER Cybersecurity Training Platform has 
successfully fulfilled all requirements for deployment of pilot #2 in the SOTER project. In 
regard to the key objective (increase of cybersecurity capacities of all employees in the 
extended finance sector by raising awareness and skills) the integration of the SOTER 
Cybersecurity Competence Catalogue demonstrates suitability of the deployed training 
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platform. The technical set-up will allow carrying out the targeted 10 single-session training 
actions with at least 500 employees in the extended finance sector. 

In regard to the key performance indicators the functionality spectrum of the platform will 
allow the monitoring and reporting on the achievement of all five relevant KPIs: 

 

KPI Method 

Increase of cybersecurity awareness of all 
trainees by at least 60% 

Cybersecurity awareness can be measured 
via selected modules of the SOTER 
Cybersecurity Competence Catalogue (e.g. 
recognition of social engineering, malware, 
identity fraud, insider threats; physical 
environment sensibility; assessment of 
accuracy/integrity of information) 

Reduction of cybersecurity risk generation 
by banking employees at daily work by 40 
% 

Risk generation can be related to the 
performance of skills and awareness in the 
training activities and assessments.  

Reduction of cybersecurity risk generation 
by employees of new key players/fintechs 
at daily work by 40 % 

Increase of the cybersecurity behavioural 
index (based on cybersecurity competence 
catalogue) by 60 % 

The behavioural aspects of cybersecurity 
competence can be regarded as skills which 
can be measured via selected modules of 
the SOTER Cybersecurity Competence 
Catalogue (e.g. confidential data handling; 
configuring privacy settings; physical safety; 
safe browsing; network handling; device 
safety; safe browsing; network handling; 
device safety settings; safe credentials & 
communication; incident communication, 
management, documentation and 
reporting) 

Positive evaluation of trainings by 90 % of 
participants 

The evaluation of the trainings can be 
integrated in the training activities with 
concluding survey questions. 

 

3.4. Execution of pilot #2 

Regarding the execution of pilot #2 , the training activities will be carried out in WP6. 

3.5. Follow up and conclusions of pilot #2 

In regard to pilot #2  – cybersecurity training platform, training and monitoring activities will 

be performed at WP6 and therefore results of these second pilot will be released as part of 

WP6. 


