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Abstract 

The task on which this deliverable reports was devoted to the development of a Digital train-
ing Handbook.  

The following criteria for the training handbook were defined in the grant agreement: 

1. Open access  

2. Tool to enhance cyber-resilience in the finance sector according to core areas of cybersecurity 

identified in WP2 and WP5 

3. Adaptable to include future threats, policies and other important cybersecurity relevant ele-

ments 

Because of the high diversity of topics within the SOTER Project, we decided to revise the 
original idea of creating only one digital training handbook and split it into four separate dig-
ital training handbooks: 

• Digital Onboarding  

• Blockchain 

• The Human factor 

• Incident Handling 

These four digital training handbooks are published as an interactive web-based e-book as 
well as a downloadable PDF under a CC-BY-SA-NC license. Each of these handbooks gives an 
account on the following core areas of cybersecurity: (1) Specification of topic area; (2) topic 
related threats and risks; (3) topic-related mitigation measures and (4) topic related compli-
ance and regulation considerations. All sections can be updated if new threats, policies or 
other cybersecurity relevant elements emerge in the near future because of their clear struc-
ture. 
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Executive summary 

The task on which this deliverable reports was devoted to the development of a Digital train-
ing Handbook.  

The following criteria for the training handbook were defined in the grant agreement: 

4. Open access  

5. Tool to enhance cyber-resilience in the finance sector according to core areas of cybersecurity 

identified in WP2 and WP5 

6. Adaptable to include future threats, policies and other important cybersecurity relevant ele-

ments 

Because of the high diversity of topics within the SOTER Project, we decided to revise the 
original idea of creating only one digital training handbook and split it into four separate dig-
ital training handbooks: 

• Digital Onboarding  

• Blockchain 

• The Human factor 

• Incident Handling 

These four digital training handbooks are published as an interactive web-based e-book as 
well as a downloadable PDF under a CC-BY-SA-NC license. Each of these handbooks gives an 
account on the following core areas of cybersecurity: (1) Specification of topic area; (2) topic 
related threats and risks; (3) topic-related mitigation measures and (4) topic related compli-
ance and regulation considerations. All sections can be updated if new threats, policies or 
other cybersecurity relevant elements emerge in the near future because of their clear struc-
ture. 

This deliverable documents the development of the four Digital Training Handbooks and gives 
an account of their status at the time of the submission of this deliverable. 

After a first introductory chapter, the second chapter shows the Digital Training Handbook 
Development Plan that governed the development of the Digital Training Handbooks. The 
third chapter gives an overview over the contents of the training handbooks and and the re-
sponsibilities for these contents of each participating partner. In the fourth chapter, our plans 
to distribute the digital training handbooks to reach our distribution KPI are outlined. The final 
PDF-Versions of the online Digital Training Handbooks can be found in the appendix of this 
document. 

The task was led by UNIGRAZ. Further involved in the creation of the digital training hand-
books were RISE, TRI IE, NTT Data and FNMT. The digital training handbooks bring together 
central results of the following workpackages: WP 2, WP3, WP5 and WP6. 
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1 Introduction 

The task on which this deliverable reports was devoted to the development of a Digital train-
ing Handbook.  

The following criteria for the training handbook were defined in the grant agreement: 

7. Open access  

8. Tool to enhance cyber-resilience in the finance sector according to core areas of cybersecurity 

identified in WP2 and WP5 

9. Adaptable to include future threats, policies and other important cybersecurity relevant ele-

ments 

Because of the high diversity of topics within the SOTER Project, we decided to revise the 
original idea of creating only one digital training handbook and split it into four separate dig-
ital training handbooks: 

• Digital Onboarding  

• Blockchain 

• The Human factor 

• Incident Handling 

These four digital training handbooks are published as an interactive web-based e-book as 
well as a downloadable PDF under a CC-BY-SA-NC license. Each of these handbooks gives an 
account on the following core areas of cybersecurity: (1) Specification of topic area; (2) topic 
related threats and risks; (3) topic-related mitigation measures and (4) topic related compli-
ance and regulation considerations. All sections can be updated if new threats, policies or 
other cybersecurity relevant elements emerge in the near future because of their clear struc-
ture. 

 

1.1 Scope of this deliverable 

This deliverable documents the development of the four Digital Training Handbooks and gives 
an account of their status at the time of the submission of this deliverable. 

 

1.2 Structure of the deliverable 

After a first introductory chapter, the second chapter shows the Digital Training Handbook 
Development Plan that governed the development of the Digital Training Handbooks. The 
third chapter gives an overview over the contents of the training handbooks and and the re-
sponsibilities for these contents of each participating partner. In the fourth chapter, our plans 
to distribute the digital training handbooks to reach our distribution KPI are outlined. The final 
PDF-Versions of the online Digital Training Handbooks can be found in the appendix of this 
document. 
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1.3 Relation to other tasks and deliverables 

The task was led by UNIGRAZ. Further involved in the creation of the digital training hand-
books were RISE, TRI IE, NTT Data and FNMT. The digital training handbooks bring together 
central results of the following workpackages: WP 2, WP3, WP5 and WP6. 

 

2 Digital Training Handbook Development Plan 

The following parameters were defined for the development of the digital training hand-
books: 

• Target audience: Management level employees in financial institutions (tech+non-tech) and 

cybersecurity stakeholders in the extended finance sector 

• Speech level: middle ground between technical and marketing speech 

• Pages per handbook: 15-20 (A4)  

For the contents, the following contents and responsibilities for creating these contents were 
decided by all task members: 

 

Content WP Responsibility Estimated 
pages per 
handbook 

1. Introduction all all 1-2 

2. Specification of topic area 

o Digital Onboarding WP3 NTT Data 1-4 

o Blockchain WP3 FNMT 
TRI IE 

1-4 

o Human Factors WP2+WP6 TRI IE 
UNIGRAZ 
RISE 

1-4 

o Incident Handling WP5 NTT Data 1-4 

3. Topic related threats and risks 

o Technical threats and risks WP3+WP5 NTT Data 2-4 

o Human factor based threats and risks WP2+WP5 TRI IE 
UNIGRAZ 

2-4 

4. Topic-related mitigation measures 

o Technical cybersecurity risk mitigation WP3 NTT Data 2-4 
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o Human factor based cybersecurity risk miti-

gation 
WP6 UNIGRAZ 

RISE 
TRI IE 

2-4 

5. Topic related compliance and regulation con-
siderations 

WP4+WP5 UNIGRAZ 

 

2-4 

Table 2: Contents and Responsibilities 

 

These contents are spread across the four digital training handbooks according to their topic 
area as follows: 

 

 
Figure 1: Structure of the Digital Training Handbooks 

 

 

2.1 Types of content 

The basic type of contents within the digital training handbooks are text, graphics and dia-
grams. To make the e-book versions of the digital training handbooks more engaging, a set of 
interactive elements was deployed: 
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Interactive elements  Description 

 

Flip Box 

Box with one side visible by default. When 
mouse is moved over or user clicks on box, 
side turns or shifts and shows the orange 
“backside” of the box. 

 

Image Carousel 

A set of images is shown sequentially one 
by one. 

 

Accordion 

List of headings, extendable to show the full 
content- 

 

Call to Action 

Button that should motivate users to per-
form a certain action (like creating and 
downloading the PHD of the digital training 
handbook part they are currently reading) 

 

Hotspot Images 

When mouse is moved over hotspots in im-
age, text appears 

Table 3: Interactive Content Elements 
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To enrich the handbooks, the following static elements were implemented: 

Static Elements Description 

 

Bar Charts (Horizontal or vertical) 

Bar charts that are downloadable via click. 

 

Radar Charts, Pie Charts etc. 

Radar and pie charts that are downloadable 
via click. 

 

Numbered Lists 

Lists of content with chronological 
enummeration 

 

Icon Lists 

Lists of content with icons  

 

Infographs 

Graphs that summarize content in an easy 
to understand graphical format 

 

Tables 

Summarization and systematization of con-
tents in a tabular format 

Table 4: Static Content Elements for Enrichment 
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2.2 Timetable  

We followed the following timetable in developing the ditital training handbooks. The grey 
bars show our planned schedule. The green bars show our actual schedule. Dark green bars 
indicate delays beyond our original schedule. 

 2021 2022 

Tasks to complete 4 5 6 7 8 9 10 11 12 1 2 

Overall structure of DTHB            

Subchapter structure            

First version of ready texts            

Planning interactive elements            

Send designers first versions            

Complete texts for DTHBs            

Send designers ready version            

Editing DTHBs by designers            

Review of DTHBs            

Integrating Review into DTHB            

Upload DTHP             

Track downloads of DTHB            

Table 5: Timetable 

3 Distribution Plan 

To reach our KPI of at least 200 downloads or reads of the digital training handbooks, we 
place the digital training handbooks on the prominent final results page of the SOTER project 
homepage. Furthermore we promote the download of the handbooks through our newslet-
ter, LinkedIn and Twitter profiles, through contact lists with partner projects and through the 
channels of each participating partner. In presentations, workshops and lectures we will hold 
in the near future, we will also promote the digital training handbooks. 

To be able to count the downloads or reads we placed counters on the web-version of the 
handbooks. 

 

The web version is accessible via the following link: https://handbooks.soterproject.eu 

 

Here, also all four PDF-Verions of the handbooks can be downloaded. They are also attached 
to this report.  

https://handbooks.soterproject.eu/login-soter
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For better discoverability and sustainability of access all four books received an ISBN as well 
as a DOI and will be uploaded to the repository of the University of Graz, where they remain 
openly available for at least 10 years. 

 

4 Contents at the Time of Submission  

The following attached documents to this deliverable show the state of the contents as PDF-
downloads at the time of submission of this deliverable on 31st of January 2022. 
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The financial sector is experiencing a real digital 
revolution in recent years, in which traditional 
entities are becoming providers of digital services 
in order to remain competitive. Although it is clear 
that this new era implies many advantages for 
businesses and citizens, in addition, the release 
of new digital services and connections imply the 
appearance of new threats and risks in terms of 
cybersecurity, data privacy and the use of digital 
identities.

These threats must be tackled under a holistic 
approach and pointing at their different origins, 
including the human factor.

Furthermore, the current regulations to be met, 
apart from involving a technological and mind-set 
challenge and increasing the number of entities 
with which to interact with, also aim to create or 
improve tools to prevent fraud and reduce cyber 
vulnerabilities as much as possible.

SOTER takes the challenge, considering both 
technological and non-technological (human factor 
and governance within organizations) aspects 
and providing innovative solutions that will act 
as a transformative process of the finance sector, 
helping their players to increase their cybersecurity 
level, improving the fight against present and 
future cyber attacks and vulnerabilities and, to 
summarise, increasing their cyber-resilience.

SOTER tackles two main challenges: how to 
improve the process of digital onboarding and 
how to implement state of the art cybersecurity 
culture.

This handbook summarizes the outcomes on 
the SOTER work on digital onboarding.
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Identity verification and authentication are two 
processes at the heart of many of our daily digital 
interactions – from providing our password on our 
mobile phones to logging into our email or social 
media account.

In the finance sector identity verification and 
authentication are two of the most important 
factors in maintaining a safe and secure banking 
environment.  

The finance sector is changing at a rapid pace, with 
many of the existing services moving to digital 
only platforms, whilst novel new services and 
technologies appear for the 21st century banking 
customer. 

Know Your Customer services are a key component 
of ensuring that financial services are kept secure, 
as service providers seek to ensure they know the 
person that is engaging with the financial system.

At the heart of SOTER’s solution is the concept of 
Digital Identity. The goal is to provide the banking 
client with a verifiable digital identity, streamlining 
the process of engaging with new finance service 
providers, as they are able to reuse the same proof 
of their identity for many service providers. 
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One of SOTER’s main results is the Digital Onboarding Platform, which is a technological tool to facilitate the 
interconnections between different services providers and the users in a simple way.

It has been developed to provide identification and onboarding to allow the delivery of electronic transactions 
at any time, in a transparent way, to any kind of service provider belonging to any market sector in an 
independent way. This approach allows the end-user entity to focus on their core business and to detach 
itself from investing on creating such identification services compliant with regulations because SOTER 
platform will provide this ready for them.

2.1. Digital Onboarding Platform services

The Digital Onboarding Platform is the combination of different biometric, e-signature and security services 
that make up a complete and scalable digital onboarding solution.

IDENTIFICATION SERVICES
Services that allow highly secure 
identification of customers 
remotely

GLOBAL CONSENT 
MANAGEMENT SERVICES
Services enabling the global 
management of customer 
consents in the financial 
institution

DATA PROTECTION & 
MANAGEMENT SERVICES
Services that allow the 
management and safekeeping 
of data and evidence captured 
in the process for the required 
number of years

SUPPORT PORTALS
Portals integrated with 
Salesforce and CAD for managing 
onboarding processes by back-
office agents

ANTI-FRAUD SERVICES
Services to generate a unique 
fingerprint of customer devices 
in order to detect and prevent 
fraudulent behavior

ELECTRONIC SIGNATURE 
SERVICES
Electronic signature services 
that, relying on trusted European 
service providers, allow 
customers to sign contractual 
documents remotely
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2.2. Digital Onboarding Platform benefits vs Traditional processes

The digital onboarding platform is a highly flexible & configurable platform that enhances the user experience 
and adapts to future market needs. All this while applying the highest security measures in the industry.

COMPLETE ONBOARDING
100% complete onboarding 
process, from video-
identification to the signing of 
the contract documentation

MODULAR SOLUTIONS
The possibility to construct 
different customer journeys

IMPROVED USER 
EXPERIENCE
By capturing identification data 
via NFC vs. OCR, we do not 
depend on the quality of the 
camera or the lighting of the 
environment

INNOVATION LABORATORY 
& COMPLIANCE 
ADAPTABILITY
Integration of third-party 
solutions in an agile and cost-
effective way

MAXIMUM SECURITY
Robust solutions implemented 
in high security environments 
such as police and airports
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2.3. Digital Onboarding Platform example

Prospect
Client

New
Client

A B C D E F G H I

A: Basic customer data intorduction

• Mobile phone

• Mail

• Consents

• Precontractual information

B: Videoidentification:

• Document data capture via NFC

• Facial biometric validation

• Proof of life

C: Voice biometric pattern:

• User voiceprint capture

D: Know Your customer

Socio-economic:

• Social security

• Occupation

• Public charges

• ets

E: Accertify- InMobile:

• Device's unique

• PermID generation

• Execution of rules associated to the device

F: Trunomi

• Global management of consents

• Digital notary 

G: Registration authority portal:

• A certified backoffice agent validates that the data is 
correct

• Onboarding process metrics

H: Contract signature:

• Contracts are signedusing the user's biometric voice 
pattern.

I: Evicence custody:

• Custody of all evidence of the onboarding process for 
a defined period of time
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The European Commission presents in its report 
on remote onboarding solutions in the banking 
sector1 some of the most important risks in 
digital onboarding platforms. These are the risks 
associated with identity fraud:

• 1st party claimed impersonation: 
The account holder claims to have been 
impersonated, when in fact they opened the 
account. 

• 1st party partial identity fraud: The 
prospective customer falsifies an element of 
their identity to open the account which would 
otherwise be refused, e.g., date of birth or 
address history.

• 1st party friendly impersonation: Family 
member accurately impersonates another 
family member.

• 1st party collusion: Applicant opens the 
account for the purpose of providing login 
credentials and payment instruments to 
another person who will permissively adopt 
the identity of the account holder.

• Identity theft: Third party impersonates 
another person. Forged and altered identity 
documents to match the identity information 
and physical features of the fraudster aimed 
at defeating biometric comparison.

• Deceased impersonation: The fraudster 
impersonates the identity of a deceased 
person.

• False identity: Creation of a false persona 
supported with synthetic proofs of identity.

• Legal entity identity theft: Changing 
information held in public registers of 
corporate ownership, officers, address, to 
correlate the whereabouts of the legal entity 
to false identities and physical locations under 
the control of fraudsters.

Another risk to be taken into account in 

1      https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/report-on-   
existing-remote-on-boarding-solutions-in-the-banking-sector-december2019_en.pdf

2      https://www.enisa.europa.eu/publications/cloud-in-finance

onboarding platforms are software vulnerabilities. 
Software vulnerabilities are defects in the code 
that can cause catastrophic consequences to the 
confidentiality, integrity or availability of data and 
services in the Onboarding process. These defects 
can cause unintentional breaches of security 
or can be exploited by attackers to damage the 
Onboarding process, compromising the availability 
of the process, or obtaining some benefits by 
stealing or modifying data.

Most critical risks

The most critical risks identified in onboarding 
platforms, and the ones that always must be 
adressed are the following:

• Abuse of access privileges

• Insecure interfaces and APIs

• Insecure or ineffective deletion of data

• Malware diffusion

• Social engineering

• Software vulnerabilities

• Deliberate alteration of information

• Denial of service

Risks related to cloud based services

ENISA2 conducted a survey of cloud service 
providers (CSPs), National Financial Supervisory 
Authorities (NFSAs) and Financial Institutions 
(FIs), asking respondents to rank a list of common 
security risks on a scale of one to five (five being 
the greatest concern). The graph shows the results 
of this survey.
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This research has led to the conclusion that one of the most common attacks in the cloud are malware 
injection attacks. An example of this occurred in 2008, when Sony's PlayStation website was the victim of a 
SQL injection attack.3

Another attack to be aware of is the denial-of-service attack. They are designed to overload a system and 
make services unavailable to its users. An example of this type of attack occurred when security experts 
Bryan and Anderson organised a denial-of-service attack exploiting the capabilities of Amazon's EC2 cloud 
infrastructure in 2010. As a result, they managed to make their client unavailable on the Internet by spending 
only $6 on virtual service rentals.

There are also known examples of account or service hijacking attacks, one of which is when an employee of 
Salesforce, a SaaS provider, was the victim of a phishing scam that led to the exposure of all of the company's 
customer accounts in 2007. This type of attack occurs when accounts or services are hijacked after gaining 
access to a user's credentials.

Man-in-the-cloud attacks must also be taken into account, in this type of attack, hackers intercept and 
reconfigure cloud services by exploiting vulnerabilities in the synchronisation token system so that, during 
the next cloud synchronisation, the synchronisation token is replaced by a new one that gives the attackers 
access. In addition, there are two new cyber-attacks called Spectre and Meltdown, which appeared earlier 
this year and have already become a new threat to cloud computing. With the help of malicious JavaScript 
code, adversaries can read encrypted data from memory by exploiting a design weakness in most modern 
processors. Both Spectre and Meltdown break the isolation between applications and the operating system, 
allowing attackers to read information from the kernel.

3      https://www.apriorit.com/dev-blog/523-cloud-computing-cyber-attacks
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4.1. How to 
mitigate identified risks

Base on previous Risk Assessment done to the 
SOTER platform, the most relevant security 
measures to mitigate risks on the onboarding 
platform and other similar ones are presented:

• Vulnerability scanning: Systematic 
examination of SOTER components and 
products is necessary to determine the 
adequacy of security measures, to identify 
security weaknesses, to provide data from 
which to predict the effectiveness of proposed 
security measures, and to confirm the adequacy 
of such measures after implementation.

• Penetration testing: Penetration testing is 
a specialised type of assessment conducted 
on information systems or individual system 
components to identify vulnerabilities that 
could be exploited by adversaries. 

• Remote access: The organisation establishes 
and documents usage restrictions, 
configuration/connection requirements and 
implementation guidelines for each type 
of remote access allowed; and authorises 
remote access to the information system 
before allowing such connections.

• Contingency planning: The organisation 
coordinates the development of the 

contingency plan with the organisational 
elements responsible for related plans.

• Fault remediation: Organisations identify, 
report and correct information system 
failures, test all new software and firmware 
upgrades prior to installation, and incorporate 
fault remediation into the configuration 
management process.

• Denial-of-service protection: A variety of 
technologies exist to limit, or in some cases, 
eliminate the effects of denial-of-service 
attacks.
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4.2. Security related to third-party 
relationships

It recommends measures to be applied in the PDO 
and relevant to the relationship with third parties 
and their systems.

• Third-Party Personnel Security: The 
organisation establishes personnel security 
requirements including security roles and 
responsibilities for third-party providers; 
requires third-party providers to comply with 
personnel security policies and procedures 
established by the organisation; and to notify 
of any personnel transfers or terminations 
of third-party personnel who possess 
organisational credentials and/or badges, or 
who have information system privileges.

• Trusted Path: The information system 
provides a trusted communications path that 
is logically isolated and distinguishable from 
other paths.

• Application Partitioning: The information 
system prevents the presentation of 
information system management-related 
functionality at an interface for non-privileged 
users.

• External Information System Services: The 
organisation will require that providers of 
external information system services comply 
with organisational information security 
requirements and employ in accordance with 
applicable federal laws, executive orders, 
directives, policies, regulations, standards, and 
guidance; Defines and documents government 
oversight and user roles and responsibilities 
with regard to external information system 
services; and, employs techniques to monitor 
security control compliance by external service 
providers on an ongoing basis.

• System Interconnections: Organisations can 
constrain information system connectivity 
to external domains by employing one of 

two policies with regard to such connectivity: 
allow-all, deny-by-exception (also known as 
blacklisting or  deny-all), allow by exception 
(also known as whitelisting).

• Use Of External Information Systems: 
Organisations need confidence that the 
external information systems contain the 
necessary security safeguards (i.e., security 
controls), so as not to compromise, damage, 
or otherwise harm organisational information 
systems.

• Supply Chain Protection: Information 
systems need to be protected throughout 
the system development life cycle. Protection 
of organisational information systems is 
accomplished through threat awareness, 
by the identification, management, and 
reduction of vulnerabilities at each phase of 
the life cycle and the use of complementary, 
mutually reinforcing strategies to respond to 
risk. Organisations consider implementing 
a standardised process to address supply 
chain risk with respect to information systems 
and system components, and to educate the 
acquisition workforce on threats, risk, and 
required security controls. Organisations use 
the acquisition/procurement processes to 
require supply chain entities to implement 
necessary security safeguards to reduce the 
frequency of unauthorised modifications at 
each stage in the supply chain and to protect 
information systems and information system 
components, prior to taking delivery of such 
systems/components.



5
Compliance and 
Regulation
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5.1.Protection of personal data in 
the finance sector

5.1.1. Objectives of personal data protection and 
why it is especially relevant in the finance sector

The fundamental rights to privacy and to the 
protection of personal data are enshrined in Articles 
7 and 8 of the Charter of Fundamental Rights of the 
European Union1 and are crucial to the protection 
of various other fundamental rights such as the 
right to communications, freedom of thought, 
freedom of expression, freedom to conduct 
business and the right to an effective remedy and 
to a fair trial.2 However, the fundamental right to 
data protection is not absolute, but it rather has 
to be balanced against other fundamental rights 
according to the principle of proportionality.3

In the financial services sector, various kinds and 
great amounts of personal data are processed 
regularly in regard to bank customers and 
therefore, data protection is crucial. 

As bank customers depend on access to financial 
services, availability and integrity of the finance s 
ector and the personal data held by financial 
service providers relating to them as individuals is 
important to ensure both the availability of these 
essential services important for daily life and 
the availability and functioning of the sector as a 
whole. 

1      Art 7 and 8 Charter of Fundamental Rights of the European Union.
2      Recital 4 Regulation (EU) 2016/679.
3      Recital 4 Regulation (EU) 2016/679.
4      Art 2 (1) Regulation (EU) 2016/679.
5      Maguire, R. (ed.) (2018) “Data protection: principles and main features,” in Information Rights for Records Managers.  

Facet, pp. 73–98. doi: 10.29085/9781783302468.004., at 77.
6      Kühling/Raab, Art 2 18 in Kühling/Buchner, DS-GVO BDSG Kommentar [GDPR BDSG Commentary, 2nd edition 2018].

5.1.2. The scope of application of the 
General Data Protection Regulation in 
the context of customers of financial 
service providers 

 What is personal data according to GDPR?

The General Data Protection Regulation (GDPR) 
applies to the processing of personal data wholly 
or partly by automated means or other than by 
automated means of personal data which form 
part of a filing system or are intended to form 
part of a filing system.4 The definition of personal 
data encompasses any information relating to an 
identified or identifiable natural person, such as 
e-mail address, telephone number, name, date of 
birth, etc. 

 
Data is being processed wholly or partly by 
automated means if it is not processed exclusively 
by manual processing activities, for example if 
data is automatically saved on a hard drive. The 
GDPR also applies if the data which takes places 
other than by automated means forms part of a 
filing system or is supposed to form part of a filing 
system, for example if data is collected manually 
and then systemized in a way which allows for 
structuring the set of data following at least two 
different criteria.6  This is the case if banks and other 
financial institutions e.g. collect, store or transfer 
their customers’ personal data on their server or 
systematically store it in their filing system. 
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5.1.3. Obligations of the data controller according to GDPR 

 Data protection principles 

 

Principles relating to the processing of personal data are laid down in Article 5 GDPR; they are required to be 
fulfilled by the data controller whenever they are processing personal data.

7      R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 (2018), 
at 78, doi: 10.29085/9781783302468.004.

8/9   R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 (2018), 
at 78, doi: 10.29085/9781783302468.004.

10    R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 (2018), 
at 79, doi: 10.29085/9781783302468.004; Article 5 (1) lit b Regulation (EU) 2016/679.

9

Personal data shall be processed lawfully, fairly and in a 
transparent manner in relation to the data subject.

• Lawfully means that the data is processed in 
accordance with the GDPR and supporting national 
legislation. 7

• Fairness means that the way the data is processed is 
communicated accordingly, not used contrary to the 
interest of the data subjects and not transmitted to 
third parties without the data subject being aware 
of this. 8

• Transparency requires clearly communicating to the 
data subjects what data is processed to what ends 
and how 9

LAWFULNESS, FAIRNESS AND 
TRANSPARENCY

Personal data shall be “collected for specified, explicit 
and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes […]” 10

PURPOSE LIMITATION
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Personal data is required to be “processed in a manner 
that ensures appropriate security of the personal data, 
including protection against unauthorized or unlawful 
processing and against accidental loss, destruction of 
damage, using appropriate technical or organizational 
measures”.15 The data has to be protected by means 
of information security and organizational measures, 
requiring a cooperation between information security 
staff and other staff in developing according policies, 
procedures and guidance.

INTEGRITY AND CONFIDENTIALITY

Personal data are required to be accurate and, where 
necessary, kept up to date; this principle is related to the 
rights of erasure and rectification as inaccurate personal 
data must be corrected according to Art 16 GDPR.13

ACCURACY

When personal data is processed, it must not be kept in 
a form which permits identification of data subjects for 
longer than is necessary for the purposes for which the 
personal data are processed.14 Personal data thus has to 
be destroyed if it is no longer necessary for a particular 
purpose.

STORAGE LIMITATION

Personal data collected are required to be “adequate, 
relevant and limited to what is necessary in relation to 
the purposes for which they are processed” 11

If the purpose of processing can be achieved 
with anonymized data, the data is required to be 
anonymized.12

DATA MINIMIZATION

11    R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 (2018), 
at 80, doi: 10.29085/9781783302468.004.

12    Herbst, Art 5  55-57 in Kühling/Buchner, DS-GVO BDSG Kommentar [GDPR BDSG Commentary, 2nd edition 2018].
13    Herbst, Art 5 60-63 in Kühling/Buchner, DS-GVO BDSG Kommentar [GDPR BDSG Commentary, 2nd edition 2018]; Article 

5 (1) lit d Regulation (EU) 2016/679; R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights 
for Records Managers 73–98 (2018), at 80, doi: 10.29085/9781783302468.004.

14    Herbst, Art 5 64-65 in Kühling/Buchner, DS-GVO BDSG Kommentar [GDPR BDSG Commentary, 2nd edition 2018]; R. 
Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 (2018), at 
81-82, doi: 10.29085/9781783302468.004; Article 5 (1) lit e Regulation (EU) 2016/679.

15    Art 5 (1) lit f Regulation (EU) 2016/679.
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Personal data are required to be accurate and, where 
necessary, kept up to date; this principle is related to the 
rights of erasure and rectification as inaccurate personal 
data must be corrected according to Art 16 GDPR.18

What can I do?
“Inform your information security colleagues when a 
breach occurs […]” 16 and “[…] follow the organization’s 
mandated information security practices regarding 
encryption, managing passwords and security 
classifications […]” 17

ACCOUNTABILITY

Article 13 – If personal data are collected from the data 
subject, the data subject has to be provided with – 
inter alia – the following information at the time when 
personal data are obtained: 

• Identity and contact details of the controller

• Contact details of the data protection officer

• Purposes of processing for which the personal 
data are intended as well as the legal basis for the 
processing

• If processing of personal data is based on Art 6 (1) lit 
c, the legitimate interests pursued by the controller 
or by a third party

• Period for which the personal data will be stored

• The existence of the right to request from the 
controller access to and rectification/erasure 
of personal data or restriction of processing or 
objection to processing and the right to data 
portability.

• The right to lodge a complaint with the supervisory 
authority

RIGHT TO INFORMATION 

16     R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 
(2018), at 83.

17     R. Maguire (ed.) “Data protection: principles and main features,” in Information Rights for Records Managers 73–98 
(2018), at 83.10         

18     Art 5 (2) Regulation (EU) 2016/679.

Data subject rights

INTEGRITY AND CONFIDENTIALITY

CONTINUED
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According to Article 16 GDPR, the data subject has the 
right to have inaccurate personal data concerning him 
or her rectified without undue delay. 21

RIGHT TO RECTIFICATION

Article 15 GDPR grants the data subject the right to 
access the personal data concerning him or her and 
also further information such as the purposes of the 
processing, the categories of personal data concerned, 
information about the right to request from the 
controller rectification or erasure of personal data or 
information about the right to lodge a complaint with 
a supervisory authority, inter alia.19 The right to access 
entails the obligation of the controller to provide a copy 
of the personal data undergoing processing.20

According to Article 17 GDPR, the data subject may 
request the erasure of personal data concerning him or 
her under certain circumstances, such as for example:

• If the personal data are no longer necessary in 
relation to the purposes for which they were 
processed

• If the data subject withdraws consent on which the 
processing is based according to Article 6 (1) lit a 
or Art 9 (2) lit a and where there is no other legal 
ground for the processing 22

Article 18 GDPR states that, under certain circumstances, 
data subjects shall have the right that the processing 
of their personal data be restricted, for example if the 
processing is unlawful and the data subject requests the 
restriction of processing of their data. 23

RIGHT OF ACCESS BY THE 
DATA SUBJECT

RIGHT TO ERASURE

RIGHT TO RESTRICTION OF 
PROCESSING

19      Art 15 (1) Regulation (EU) 2016/679.
20      Art 15 (3) Regulation (EU) 2016/679.      
21      Art 16 Regulation (EU) 2016/679.
22      Art 17 Regulation (EU) 2016/679.
23      Art 18 (1) lit b Regulation (EU) 2016/679.
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According to Article 21 GDPR, the data subject has the 
right to object to processing of personal data concerning 
them which is based on the legal basis of either the 
performance of a task carried out in the public interest 
(Art 6 (1) lit e GDPR) or legitimate interests pursued by the 
controller or by a third party (Art 6 (1) lit f GDPR). From the 
objection onwards, the data controller shall not process 
the data unless he demonstrates compelling legitimate 
grounds for the processing which override the interests, 
rights and freedoms of the data subject. 26 

RIGHT TO OBJECT TO 
PROCESSING

Article 20 GDPR grants the right to data portability 
under certain conditions. The right to data portability 
shall be granted by providing the data subject with 
their personal data in a structured, commonly used and 
machine-readable format. The data subject may then 
transmit those data to another controller.24 The right 
to data portability exists where the processing is based 
on (explicit) consent or on a contract and under the 
condition that the processing of the data is carried out 
by automated means. 25

RIGHT TO DATA PORTABILITY

24      Art 20 (1) Regulation (EU) 2016/679.
25      Art 20 (1) Regulation (EU) 2016/679.      
26      Art 21 Regulation (EU) 2016/679.
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27      Art 26 Regulation (EU) 2016/679.
28       Art 28 (3) Regulation (EU) 2016/679.      
29       Art 30 Regulation (EU) 2016/679.

1
2
3

Where the purposes and means of the processing of 
personal data are determined jointly by two or more 
controllers, an agreement shall lay down their respective 
responsibilities for compliance with obligations under 
the GDPR. Especially the respective responsibilities 
regarding the exercising of data subject rights and the 
complementary provision of information have to be 
transparently regulated.27

Where the data controller charges another person or 
legal entity with processing personal data on their behalf, 
the processing of the personal data by this other person 
or legal entity has to be governed by a contract or similar. 
This is to ensure that data processing principles and data 
subject rights are accounted for appropriately. 28

A record in writing, which may also be in electronic 
form, to be maintained by the controller which has to 
contain for example the following information: 

• Name and contact details of the controller

• Purposes of processing

• Description of the categories of data subjects and of 
the categories of personal data

• Transfers/disclosures of personal data 29

JOINT CONTROLLERS’ AGREEMENT

DATA PROCESSING AGREEMENT

RECORDS OF PROCESSING 
ACTIVITIES
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30      Art 30 Regulation (EU) 2016/679.
31      Art 33 Regulation (EU) 2016/679.      

Personal data has to be kept secure. How this security 
is to be achieved depends on the nature, scope, context 
and purposes of processing as well as the risks for and 
severity of the processing for the rights and freedoms 
of natural persons. Appropriate measures can be – inter 
alia:

• Pseudonymization and encryption of personal data

• Ensuring the ongoing confidentiality, integrity, 
availability and resilience of processing systems and 
services

• Regular evaluation of the effectiveness of technical 
and organizational measures to ensure the security 
of processing 30

If a personal data breach occurs, it has to be notified by 
the controller without undue delay and, where feasible, 
not later than 72 hours after having become aware 
of it, notify the breach to the competent supervisory 
authority. 31

MEASURES TO ENSURE THE 
SECURITY OF PROCESSING

NOTIFICATION OF A PERSONAL 
DATA BREACH TO A SUPERVISORY 
AUTHORITY

4
5
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The financial sector is experiencing a real digital 
revolution in recent years, in which traditional 
entities are becoming providers of digital services 
in order to remain competitive. Although it is clear 
that this new era implies many advantages for 
businesses and citizens, in addition, the release 
of new digital services and connections imply the 
appearance of new threats and risks in terms of 
cybersecurity, data privacy and the use of digital 
identities.

These threats must be tackled under a holistic 
approach and pointing at their different origins, 
including the human factor.

Furthermore, the current regulations to be met, 
apart from involving a technological and mind-set 
challenge and increasing the number of entities 
with which to interact with, also aim to create or 
improve tools to prevent fraud and reduce cyber 
vulnerabilities as much as possible.

SOTER takes the challenge, considering both 
technological and non-technological (human factor 
and governance within organizations) aspects 
and providing innovative solutions that will act 
as a transformative process of the finance sector, 
helping their players to increase their cybersecurity 
level, improving the fight against present and 
future cyber attacks and vulnerabilities and, to 
summarise, increasing their cyber-resilience.

SOTER tackles two main challenges: how to 
improve the process of digital onboarding and 
how to implement state of the art cybersecurity 
culture.

This handbook summarizes the outcomes on 
the SOTER work on blockchain



1
Blockchain  in 
SOTER



Digital Training Handbook on Blockchain SOTER

3

Blockchain technology is a type of data 
structure built on state of the art cryptography. 
The technology is used in SOTER to allow 
banking clients a way of storing and sharing 
their digital identity credentials, when they 
require. It also provides a secure way for 
finance service providers to verify the identity 
of new customers – safe in the knowledge that 
the identity presented to them has not been 
tampered with.

1.1. Introduction to Blockchain

The concept of a blockchain falls under a wider term 
which is called “Distributed Ledger Technologies”, 
or DLT. This refers to the new paradigm in sharing 
and storing information. As the name suggest, it 
implies the existence of a:

• Distributed database: Data is not kept as a 
single copy, but rather it is stored distributed 
between nodes of a network. It can be seen as 
a database located in multiple places and being 
processed as a single unit. A distributed system 
should be consistent – each node has the same 
information at a certain point of time- and be 
failure tolerant, meaning that if one node fails 
to operate correctly this does not impact the 
correct functioning of the network as a whole. 

• Ledger: The information is presented 
through a record of transactions between 
accounts or users of the infrastructure. These 
transactions can refer to the transfer of assets 
or to the change in the status of some piece of 
information, registered, shared, synchronized, 
and verified by the nodes of the network. The 
above permits data to be stored resiliently, 
since it is kept by several nodes in a verifiable 
and transparent manner, due to the availability 
of the information. A DLT may or may not be 
decentralized. Decentralization implies that the 
need for verification or approval by a central 
authority is removed, with responsibilities 
shared between different actors within the 
network. With such a property, data is filed 
independently from the validation of a trusted 

third party. The endorsement of the information 
is obtained through a consensus mechanism 
between some, or all, of the involved agents.

A blockchain is a type of DLT. It contains information 
in records, stored in blocks. The blocks are linked 
in a list using cryptographic techniques. Each block 
has some meta-information, such as a timestamp 
and the hash of the data contained in the previous 
block. When a block is appended to the chain, all 
the nodes of the network must reach agreement. If 
the block is confirmed, all the nodes must process it 
along with the included transactions. Although the 
most known use of blockchain technologies relates 
to cryptocurrencies, transactions should not be 
seen as only financial operations. A transaction is 
a just a change in the state of an item. Blockchain 
technologies offers appealing characteristics such 
as: 

• Immutability: Once data is stored in a block, 
and the block is confirmed by the network, 
the information cannot be altered without 
rebuilding the remaining chain. This is a layer 
of security which ensures that data, once 
appended to the chain, cannot be altered by 
any one party without substantial effort and 
significant resources. Any change in previously 
confirmed data must be confirmed, and 
accepted, by other members in the network 
through the protocol consensus mechanism. 

• Transparency: Transactions and changes 
of state of data are shared between all the 
organizations that have permission to view 
the stored information. This adds a degree 
of accountability to the data store, which is 
extremely beneficial for the financial industry, 
as state changes are recorded accurately, and 
consistently, according to the protocol rules of 
the network. 

• Trustless: Participants in the network agree 
to run a consensus protocol, used to reach 
agreement on new state changes and/or 
transactions. There is no one source of truth for 
the network, as the order of events is agreed 
upon by all parties in a synchronous manner. 
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In this way, a decentralized ledger is a trustless 
system as there is no need to delegate trust 
to a third-party for an agreed order of events 
within the network.

1.2. Taxonomy of blockchains

In this section, a taxonomy will be established to 
classify the different blockchain implementations 
that are available currently. It will be considered 
who is granted read and write access permission 
to the information stored in the blockchain.

Data Access: Public and Private blockchains

From the point of view of establishing access 
and modification to the stored information, a 
blockchain can be defined as public or private. In 
a public blockchain, there are no restrictions on 
reading data or on who can propose transactions 
to be included by the network (append/modify 
data). It is generally riskier, as anyone can take 
part in the blockchain mechanism, as long as 
they partake according to the consensus ruleset. 
In a private blockchain read access and append/
modify access is limited to a closed group of nodes, 
which are controlled by a regulator or private 
consortium. The nodes in the network all agree to 
partake according to the consensus ruleset. 

Network Access: Permissioned and 
Permissionless blockchains

Taking into account the perspective of which nodes 
can process transactions, other classification can 
be established. In a permissionless blockchain, 
the capacity of joining the network is offered 
to any prospective node. There are no rules for 
joining the network and for becoming involved 
in the processing of transactions. By contrast, 
in a permissioned blockchain, only a close list of 
identified and vetted nodes are able to join the 
network and process transactions. This divergence 
is related to the governance of the blockchain.

1.3. Use in the finance sector

Onboarding and KYC/Identity

In the finance sector there is a legal requirement 
for service providers to know who their customers 
are. This is to maintain security and stability 
of the sector as a whole, and also to assist law 
enforcement agencies when there is a request 
for information regarding the finance activity of 
a person. Know Your Customer (KYC) processes 
are a critical element of service providers overall 
risk management and customer due diligence 
processes. 

The KYC process is an identity verification process. 
The client provides a set of attestations, credentials, 
or proofs – that state who they are, where they are 
from, their nationality, their address, their physical 
features, etc. The most well-known is a passport 
– which provides a number of data points related 
to the person presenting them. This information is 
verified against other data points, like a national 
ID card, a driver's licence, a birth certificate, as well 
as other data points such as a video recording, a 
digital photo, or even a fingerprint scan. 

All the information gathered about the person 
helps to verify the person is who they say thy are 
– with the goal of reducing fraud and preventing 
identity theft. This is becoming more important 
in the 21st century when so much of our activity is 
moving online. 

DIDs, VCs, and Identity Wallets

Society is demanding a new paradigm of Digital 
Identity, focused on users, more secure and legally. 
In recent years the self-sovereign model has 
emerged to fullfill new demands. In this model, the 
digital identity of a user will inform an entity about 
his or her identity attributes, which are discrete 
pieces of information linked to a specific user. 
It should be built upon a decentralized identity 
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paradigm, which can be achieved shifting most of 
thecapabilities to a user’s hands, or at least trusting 
in decentralized methods and cryptographic 
algorithms. This identity system should provide 
end-users a digital sovereign identity, where 
the user will be the absolute owner of his or her 
personal data. He or she will manage the access 
to the information along with the possibility of 
sharing it. In The path to Self-Sovereign Identity, 
Allen defined ten principles of Self-Sovereign 
Identity: 

• Existence - People have an independent 
existence. 

• Control - People must control their identities. 

• Access - People must have access to their own 
data. 

• Transparency - Systems and algorithms must 
be open and transparent. 

• Persistence - Identities must be long-lived. 

• Portability - Information and services about 
identity must be transportable. 

• Interoperability - Identities should be as widely 
usable as possible. 

• Consent - People must freely agree to how 
their identity. 

• Minimization - Disclosure of claims must be 
minimized. 

• Protection - The rights of individual people 
must be protected

The community has described a framework to 
interchange personal data attributes in a privacy 
and user-centric manner. The key piece of this is the 
Verifiable Credential. A credential can represent 
all the information that a physical credential 
represents. It might be information related to 
identifying its subject (a name or an identification 
number), to the issuing authority (a government 
or a certification body), to information about the 
type of credential (a driving license) or to specific 
attributes being asserted by the issuing authority 
about the subject (the classes of vehicle entitled 
to drive). Some cryptographic techniques, such 
as digital signatures, are added to credentials to 
make them verifiable which ensure the credential 
is tamperevident and trustworthy.

Verifiable Credentials management involves these 
actors:

• Holder: A entity that possesses one or more 
verifiable credentials and can generate 
verifiable presentations from them.

• Issuer: A entity that asserts information 
(claims) about subjects, and creates verifiable 
credentials from these claims and sends them 
to a holder.



Digital Training Handbook on Blockchain SOTER

6

• Subject: an entity (end-user or organization) 
about which claims are made. The role of the 
holder usually is the same than the subject, 
but it in some cases a holder can keep the 
credential of a subject (for example, a parent 
and a child). 

• Verifier: An entity who receives, verifies and 
processes credentials

The entities involved in verifiable credentials 
are represented and identified by decentralized 
identifiers (DIDs). A DID is an identifier which 
points to a DID Document, a data structure. This 
piece of information contains one or more service 
endpoints for interacting with the entity identified 
by the DID, and also public keys to enable entities 
authentication. Following Privacy by Design 
principles, one entity can create as many DIDs as it 
needs to establish a secure separation of contexts.
DIDs can be created, read, updated or deactivated 
in a specific blockchain. Thanks to the identity 
management provided by DIDs, the dependence 
on centralized registries or hierarchical PKI is 
eliminated. Using the advantages of blockchain 
technologies, DIDs framework provides the 
following benefits:

• Decentralization: Eliminate the requirement 
for centralized authorities or single point 
failure in identifier management, including 
the registration of globally unique identifiers, 
public verification keys, service endpoints, and 
other metadata. 

• Control: Give entities, both human and non-
human, the power to directly control their 
digital identifiers without the need to rely on 
external authorities.

• Privacy: Enable entities to control the privacy of 
their information, including minimal, selective, 
and progressive disclosure of attributes or 
other data. 

• Security: Enable sufficient security for relying 
parties to depend on DID documents for their 
required level of assurance. 

• Proof-based: Enable DID subjects to provide 
cryptographic proof when interacting with 
other entities. 

• Discoverability: Make it possible for entities to 
discover DIDs for other entities to learn more 
about or interact with those entities.

• Interoperability: Use interoperable standards 
so DID infrastructure can make use of existing 
tools and software libraries designed for 
interoperability.

• Portability: Be system and network-
independent and enable entities to use their 
digital identifiers with any system that supports 
DIDs and DID methods. 

• Simplicity: Favour a reduced set of simple 
features to make the technology easier to 
understand, implement, and deploy. 

• Extensibility: Where possible, enable 
extensibility provided it does not greatly hinder 
interoperability, portability, or simplicity

Users can protect all theirverifiable credentials 
together with the private keys associated with the 
DID-public keys in a secure storage called wallet. 
This vault can be an application in a smartphone, 
or a cloud service, and must be under the solely 
control of its owner. A wallet must provide 
interfaces to request and storage credentials, but 
also to deliver and present them. Wallets also offer 
authentication capabilities, signing challenges 
to show that its owner possesses the private key 
associated with a DID. 

1.4. Role of blockchain in this

An instance of blockchain offers a distributed and 
decentralized repository of information together 
with its well-known advantages such as tamper-
evidence, censorship resistance and transparency. 
Therefore, the ledger constitutes a trust third-
party to anchor the link between the DID and the 
public key that verifies its control.  



2
Threats and Risks
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This section addresses the threat and risk spectrum 
tackled by the SOTER project

One of the most common attacks in blockchain 
is the 51% attack. In this case, several notable 
cryptocurrencies such as ZenCash, Monacoin, 
Bitcoin Gold Verge and Ethereum Classic were 
victims of 51% attacks in 2018. Ethereum Classic 
was impacted by a 51% attack in 2020.

Another important attack to consider in blockchain 
is the denial-of-service attack. Attackers can 
perform this type of attack against honest nodes, 
ignoring any messages that the attackers do not 
generate. The attack vector for executing these 
attacks in blockchain is through the consensus 
mechanism. By controlling the majority of 
consensus nodes, attackers can control the 
aggregated content. An example of such an attack 
occurred in the summer of 2017 where a DDOS 
attack targeted the Bitcoin cryptocurrency system, 
resulting in a performance slowdown.

Ledger security Cryptographic security Wallet security  



3
Risk Mitigation
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As blockchain based identity services are currently 
not deployed on the market, we focus here on a 
compact discussion of mitigation options for risks 
involved in this technology.

Governance

The organisational model of the blockchain network 
is as important as the underlying technology, so a 
governance framework should be established to 
create guidelines and procedures which define:

• Who is granted read and write access 
permission to the information stored in the 
blockchain.

• How participants in the blockchain reach 
consensus on any proposed appending of data.

• How members are identified, and how their 
credentials are managed and/or appraised.

• Within the scope of GDPR, what is the role of 
each member.

 

Regarding the rights that a node neds to participate 
in a blockchain, the governance body must 
determine the identification and authentication 
policies, depending of the type of blockchain 
developed. These policies should include:

• The list of entities which take part in the 
blockchain network (through the possession 
of a node), and how they will be identified.

• A secure storage mechanism where the set of 
authorized identities will be kept.

• The correct access levels that the entities own.

• The on-boarding mechanism to add a new 
member to the blockchain network.

• Furthermore, a crucial aspect is the 
management of the credentials that the entities 
will use to authenticate the participant nodes 
in the blockchain network. These credentials 
should maintain a secure life cycle, and the 
processes for issuance, renewal, verification 

and revocation should be considered. Finally, 
the responsibilities of participants should be 
communicated through some form of contract 
when these credentials are activated. 



4
Compliance and 
Regulation
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4.1. GDPR

The General Data Protection Regulation (GDPR) is a 
legislative instrument that came into force in 2018. 
It applies to  the  processing  of personal  data,  
defined  in  Art  4  (1)  GDPR as  “any  information  
relating  to  an  identified  or identifiable  natural  
person”.  An identifiable natural person is  “one  
who  can  be  identified,  directly  or indirectly,  in  
particular  by  reference  to  an  identifier such  as  
a  name,  an  identification  number,  location data,  
an  online  identifier  or  to  one  or  more  factors 
specific  to  the  physical,  physiological,  genetic, 
mental,  economic, cultural  or  social  identity  of  
that natural person”.1 

The individual claims processed using blockchain 
technology are personal data according to Art 4 
(1) GDPR, if they relate  to  an  identifiable natural  
person. The natural person is  identifiable due  to  
specific  data  points  collected  and processed, 
such as: name, phone  number, date and  place 

1       [European Parliament and  of the Council. (2016).  Art.  4  (1)  GDPR  –  Definitions  |  General Data Protection  Regulation  
(GDPR).  European Parliament and  of the Council.  https://gdpr-info. eu/art-4-gdpr/

2      Anderl/Schelling, Datenschutzrechtliche Grundlagen  in  Anderl  (Hg),  Blockchain  in  der Rechtspraxis (2020) 91.

of  birth,  photo, biometric  face template, etc. 
Pseudonymisation of this data does not eliminate 
the relation of the data to the identifiable 
individual, because  a  person  is  still  deemed  
identifiable even if  additional  information  is 
required  in  order to connect  the data processed 
on  the blockchain  to a specific individual.2 

GDPR obliges processors of personal data act 
according to certain rules, ensure data is processing 
according to a lawful basis, whilst maintaining 
consideration of key data protection principles. 
The GDPR also mandates that individuals are able 
to exercise the data protection rights bestowed 
onto them by the legislative act.  

The processing of personal data is defined in  
Art  4  (2)  GDPR  as  “any  operation  or set  of  
operations  which  is  performed  on  personal 
data or on sets of personal data, whether or not by 
automated means, such  as collection, recording, 
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organisation, structuring,  storage, adaptation or 
alteration, retrieval, consultation,  use,  disclosure 
by  transmission,  dissemination  or  otherwise 
making available, alignment or combination, 
restriction, erasure or destruction”.3

As Verifiable Credentials are personal 
data, they should not be stored directly on 
blockchain.  Therefore, it  is necessary to  apply 
pseudonymisation. Pseudonymisation consists 
of replacing  personal data by other  information, 
which  does  not directly allow the identification 
of a natural person. The selected method to 
store credentials  in  the blockchain  is  hashing. 
This process is conducted to reduce linkability 
concerns. In the SOTER solution, two hashes are 
produced. 

• Attestation hash: pseudonymised identifier 
is created by hashing the verifiable credential 
along with a random variable and an issue 
code. It is used to register that a credential has 
been issued. It is a mechanism to guarantee 
the integrity of the original credential and 
allows relying parties to verify the issuance of a 
credential by a trusted party.

• Revocation hash: once the credential is issued 
and delivered to the user wallet, the revocation 
hash is also calculated. Whenever a credential 
is no longer valid, the revocation hash can be 
registered on the blockchain. At any time, a 
relying party can check if a revocation hash 
exists on the blockchain. This allows a party 
to verify that a credential is valid, as if the 
revocation hash is not present, they can 
assume the credential is valid.

Blockchain technology can be implemented in 
ways that promote transparent, auditable, and 
secure processing of data. However, consideration 

3       European  Parliament and  of the  Council.  (2016). Art.  4 (2). https://gdpr-info.eu/art-4-gdpr/
4       Revised rules for payment services in the EU, a summary from the European Commission on PSD2, available at: https://eur-

lex.europa.eu/legal-content/EN/TXT/HTML/?uri=LEGISSUM:2404020302_1

must be given to what data is appended to the 
ledger, and by whom, who has access to the data, 
and what governance mechanisms are in place to 
ensure correct distribution of both responsibility 
and liability.  

4.2. PSD2

The second Payment Services Directive (PSD2) 
progressively came into force in Europe between 
2018 and 2019. It governs electronic payments 
across Europe and was an update to the original 
Payment Services Directive enacted in 2007. 
PSD2 updated the legislation and seeks to boost 
competition, consumer protection, and innovation 
in the European payment services market.

The European Commission has outlined the key 
points of PSD2 as follows:

The directive seeks to improve existing EU rules 
for electronic payments. It considers emerging 
and innovative payment services, such as internet 
and mobile payments.

The directive sets out rules concerning:

• Strict security requirements for electronic 
payments and the protection of consumers’ 
financial data, guaranteeing safe authentication 
and reducing the risk of fraud;

• The transparency of conditions and information 
requirements for payment services;

• The rights and obligations of users and 
providers of payment services.4

PSD2 included some major updates, most notably 
concerning how third-party service providers (TPPs) 
access the sector. This included the definition of 
two concepts – Payment Initiation Services (PISP) 
and Account Information Providers (AIP). 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=LEGISSUM:2404020302_1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=LEGISSUM:2404020302_1
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PSD2 outlines the roles and obligations of parties 
involved in the payment services industry, with 
the goal of increasing security and consumer 
protection, as well as providing a market that 
fosters innovation, and maintains crucial data 
protection rights.5

One of the core security focused updates to the 
Directive was the inclusion of obligations and 
rules concerning Strong Customer Authentication 
(SCA), which outlines the methods and procedures 
required to ensure the provision of secure payment 
services across Europe. The mandate to require 
Strong Customer Authentication has bolstered 
the security of online financial transactions across 
Europe and ensured that customer identification 
and authentication are at the centre of a robust 
electronics payments sector.

4.3. eIDAS2

The electronic identity and trust services (eIDAS) 
regulation is a European regulatory framework that 
attempts to create European-wide harmonisation 
for the provision of identity and trust services 
across Member States. The regulation’s intention 
is:

“…to enhance trust in electronic 
transactions in the internal market 
by providing a common foundation 
for secure electronic interaction 
between citizens, businesses and 
public authorities, thereby increasing 
the effectiveness of public and private 
online services, electronic business and 
electronic commerce in the Union.”6

5       Guidelines 06/2020 on the interplay of the Second Payment Services Directive and the GDPR, Version 2.0, Adopted on 15 
December 2020, https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202006_psd2_afterpublicconsultation_
en.pdf

6       Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and 
trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC, Available at: http://data.
europa.eu/eli/reg/2014/910/oj, (2).

7       EU digital ID scheme for online transactions across Europe, https://ec.europa.eu/info/law/better-regulation/have-your-say/
initiatives/12528-EU-digital-ID-scheme-for-online-transactions-across-Europe_en

8       https://essif-lab.eu/

eIDAS provides a set of guidelines for the 
identification of individuals and associated 
infrastructure to ensure that digital or electronic 
identification processes are harmonised across 
Member States. The regulation also governs the 
provision of Trust Services (TS) – such as electronic 
signatures, notarisation, and timestamping – 
critical components for a  European wide online 
transaction architecture that is both secure and 
trustworthy.

eIDAS is currently being amended, with a revised 
eIDAS2 currently in consultation.7 The revision 
outlines specific rules and obligations for 
European wide digital identity, with special focus 
on the obligations of Member States to provide 
a service that is interoperable and compatible 
across Europe. 

The revised regulation also widens the scope to 
include the private sector, and allows European 
states to nominate a digital identity service 
provider to operate the State’s identity service. 
Crucially, the regulation also promotes the 
concept of Self-sovereign Identity (SSI), as part 
of the ongoing European Self-sovereign Identity 
Framework (ESSIF) lab initiative which seeks 
provide the foundations for a “next generation, 
open and trusted digital identity solution for faster 
and safer electronic transactions via the Internet 
and in real life”.8

http://data.europa.eu/eli/reg/2014/910/oj
http://data.europa.eu/eli/reg/2014/910/oj
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4.4. AML6D

The finance sector is a highly regulated industry, 
with a host of applicable legislative instruments 
governing how entities engage in the market for 
financial related products and services. One of the 
central legislative pillars of the sector is the 5th Anti 
Money Laundering Directive (AML5D), currently in 
force across Europe. 

AML5D is a wide-ranging directive, that mandates 
finance sector entities maintain appropriate 
controls to counter the threat of money-laundering 
and terrorist financing. The regulation impacts the 
required processes concerning the identification 
of the data subject, the verification of that entity 
by a trusted entity, and the evidential framework 
required to be put into place regarding Know 
Your Customer (KYC) and Customer Due Diligence 
(CDD) processes. 

AML5D, like eIDAS, is also in an amendment cycle - 
with the proposed Anti-Money Laundering (AML6D) 
package currently in consultation phase.9 AML6D 
seeks to further harmonise existing legislation, 
provide improved clarity concerning both private 
sector and Member State obligations, includes 
the regulation of financial instruments such as 
cryptocurrency and crypto-assets, increases the 
obligations regarding traceability and linkability, 
and creates a dedicated AML regulatory body 
(Anti-Money Laundering Authority) to oversee the 
implementation of the revised legislative package. 

9       nti-money laundering and countering the financing of terrorism legislative package, https://ec.europa.eu/info/
publications/210720-anti-money-laundering-countering-financing-terrorism_en
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The financial sector is experiencing a real digital 
revolution in recent years, in which traditional 
entities are becoming providers of digital services 
in order to remain competitive. Although it is clear 
that this new era implies many advantages for 
businesses and citizens, in addition, the release 
of new digital services and connections imply the 
appearance of new threats and risks in terms of 
cybersecurity, data privacy and the use of digital 
identities.

These threats must be tackled under a holistic 
approach and pointing at their different origins, 
including the human factor.

Furthermore, the current regulations to be met, 
apart from involving a technological and mind-set 
challenge and increasing the number of entities 
with which to interact with, also aim to create or 
improve tools to prevent fraud and reduce cyber 
vulnerabilities as much as possible.

SOTER takes the challenge, considering both 
technological and non-technological (human factor 
and governance within organizations) aspects 
and providing innovative solutions that will act 
as a transformative process of the finance sector, 
helping their players to increase their cybersecurity 
level, improving the fight against present and 
future cyber attacks and vulnerabilities and, to 
summarise, increasing their cyber-resilience.

SOTER tackles two main challenges: how to 
improve the process of digital onboarding and 
how to implement state of the art cybersecurity 
culture.

This handbook summarizes the outcomes on 
the SOTER work on human factors.
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For the improvement of the cyber resilience in 
the finance sector an understanding of the role 
of human behaviour for cybersecurity is critical. 
In SOTER we developed an interdisciplinary 
approach focusing on human factors. Tackling the 
human factor in cybersecurity can be understood 
as a circular and a linear task. Circular in the 
sense of a continual collaborative effort for every 
organization. Linear in the sense of understanding 
the initial dependent steps to get a principal grip 
on the relevant task components. Regarding 
human factor cybersecurity there are of course 
always overlaps with the basic tasks of technical 
cybersecurity or information security policies, so 
they should be understood as complementary 
activities. The conceptual framework presented 
here, introduces the relevant components 
identified in the SOTER project step-by-step and 

build up to a journey for understanding and tackling 
relevant human factor-based cybersecurity issues. 
The steps are:

• Keeping control of your digital assets and 
securing your vulnerability layers 

• Understanding (non-)tech-based risks 

• Identifying main areas of concern 

• Enhancing cybersecurity competence in your 
organization 

To introduce how human factors pose a rising 
challenge for cybersecurity, we propose a 
holistic view on all relevant objects in need for 
cybersecurity measures, which are the digital 
assets of an organisation (see Figure 1). These 
include not only digitally stored information (data) 
and financial assets, but also the knowledge/know-
how and reputation of an organisation (in so far 
as they are stored/represented digitally and can 
therefore be targeted via digital based attacks). 
Cybersecurity is successfully maintained if an 
organisation is the only entity who can change the 
integrity, control rights and access rules of those 
assets (= asset security properties). Cybersecurity 
measures address the technical and non-technical 
(= human factor related) vulnerability layers of 
an organisation: the soft-/hardware layer (as 
handled by IT security), the physical layer (e.g. 

door security, access rules for buildings), the social 
layer (all employees of an organisation), the legal 
layer (responsible for legally based threats to 
an organisation) and the ethical layer (e.g. when 
disinformation campaigns attack the reputation of 
an organisation).

As the cybersecurity research & innovation efforts 
of the SOTER project must be understood within 
the European legal and ethical frameworks, 
European values and fundamental rights must 
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Figure 1 Interdisciplinary approach to cybersecurity



Digital Training Handbook on Human Factors SOTER

4

be considered as integral part of any effort 
for improving cybersecurity. In SOTER this is 
represented by additionally considering the 
integrity of any individual involved in cybersecurity 
measures (incl. the physical, mental, material, 
social, legal, and ethical integrity). Cybersecurity 
“made in Europe” therefore should put efforts 
to protect the organizational as well as the 
individual integrity together to implement and 
support not just in a stricter sense secure but 
an overall trustworthy digital environment. 
In the following human factor-related sections 
we will focus on the social layer, where behaviour 
of internal and external actors has an impact on 
cybersecurity.



2
Threats and Risks
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2.1. Understanding the role of the 
human factor

While cybersecurity is broad in both nature and 
scope, it is important to consider that human 
behavior is nearly always at the heart of effective 
cybersecurity. 

Human conduct can be split into different forms 
depending on their foundational processes and 
the intentionality underlying them (see Table.1). 

Organizations rely on humans at every layer of their 
operations, and in every department. It is possible 
to view human factors-based cybersecurity as 
situated in individual and psychological human 
attributes, in turn impacted by sociological and 
organizational factors.

At the individual and psychological level, attributes 
such as situational awareness, threat perception, 
cognition and decision making, demographics, 
motivation, personal and professional 
responsibility all impact on how the human affects 
cybersecurity in organizations. 

At the organizational and sociological level, aspects 
such as governance, team dynamics, team work, 
management style and management culture all 
influence and shape how humans navigate the 
sometimes-complex world of cybersecurity in the 
workplace. 

2.2 Human factor threats

The more recent holistic views of cybersecurity 
increasingly incorporate the human as an integral 
part of effective cybersecurity, especially when 
trying to develop effective cybersecurity policies 
and procedures within their own organization. 
It is possible to understand the human factors 

threat model of organizations through four core 
dimensions:

• Malpractice

• Negligence

• Accidental 

• Malicious intent 

The basic understanding in the outline of (non-)
tech-based risks in cybersecurity lead to the 
identification of three main areas of concern:

1. Human error 

a. Lack of compliance

b. Negligence

c. Malpractice

2. Malicious insiders 

a. Actions intended to harm the 
organisation

3. Legal & ethical threats

a. GDPR related incidents

b. Disinformation

c. Public perception of organization

The three areas need to be distinguished because 
each one of them needs dedicated measures 
to improve the overall cybersecurity of an 
organisation. Human error is principally based 
on the assumption that employees do not intend 
to cause cyber incidents and therefore can be 
trained to enhance their awareness and skills to 
avoid future errors. Additionally, organisational 
obstacles for proper cybersecurity behaviour can 
be addressed. Malicious insiders on the other 
hand cannot be trained, as they intend to cause 
damage to the organisational integrity. On the one 
hand prime causes of their motivation might be 
removed (e.g. disgruntlement of employees due to 
bad management practices) and basic monitoring 
of sensitive domains can be used. Legal & ethical 
threats need specialized employees who are able 
to perceive and handle them (e.g. the legal or 
marketing department).

Table 1: Forms of human conduct
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2.3. Existent human factor based 
threat vectors in the finance 
sector

Based on ENISA’s threat landscape reports and 
the CAPEC™ taxonomy, we will explain the human-
factor related threats briefly in turn and argue why 
further adjustment is needed for a more plausible 
perspective on human factor related cybersecurity 
threats in the extended financial services sector.

According to ENISA, web applications attacks are 
on the rise. These attacks include SQL (i) Injection 
and Cross-Site scripting (XSS) attacks, exploiting 
weaknesses in web applications and services. 
However, with one exception (the Flash Injection, 
see CAPEC) web application attacks commonly do 
not require to deceive the end-user. This becomes 
clear from ENISA’s suggested mitigation measures 
as well, hence this attack vector is discarded from 
the threat ranking related to the human factor.1 

Insider threats are cybersecurity incidents that 
result from actions of an “insider”, i.e. someone 
working for or affiliated with the potential victim 
(organisation). The most common insider threat 
pattern occurs when the attacker collaborates 
with an inside actor, often providing monetary 
incentives to convince the insider. However, it is 
often difficult to distinguish between legitimate, 
malicious and erroneous actions of insiders.2 

Malware is perhaps the best-known cyberattack 
next to Phishing emails. It comes in all shapes 
and sizes, ranging from viruses, worms, spyware 
to ransomware. The common goals of a malware 

1      ENISA Threat Landscape 2020 - Web application attacks. Report, available at https://www.enisa.europa.eu/publications/
webapplication-attacks/at_download/fullReport. Accessed 2021/07/08.

2      ENISA Threat Landscape 2020 - Insider Threat. Report, available at https://www.enisa.europa.eu/publications/enisa-threat-
landscape-2020-insider-threat/at_download/fullReport. Accessed 2021/07/08.

3      ENISA Threat Landscape 2020 – Malware. Report, available at https://www.enisa.europa.eu/publications/malware/at_
download/fullReport. Accessed 2021/07/08.

4      ENISA Threat Landscape 2020 - Data Breach. Report, available at https://www.enisa.europa.eu/publications/enisa-threat-
landscape-2020-data-breach. Accessed 2021/07/08.

5      D6.2, pp. 24-37
6      https://capec.mitre.org/data/definitions/151.html. Accessed 2021/07/08
7      https://capec.mitre.org/data/definitions/154.html. Accessed 2021/07/08.

attack are information or identity theft and service 
disruption.3 Malware is also a significant threat in 
the human factor domain because it often depends 
on the successful manipulation of, for example, an 
employee of an organisation (e.g., installation of 
malicious software in the attachment of an e-mail).

In a data breach, sensitive and sometimes 
confidential information is accessed without 
proper authorisation, typically by a malicious 
actor. It is commonly the result of a previously 
conducted cybersecurity attack, such as a phishing 
attack. Frequently, data breaches can be attributed 
to human error.4

As elaborated in D6.25, CAPEC™ defines Identity 
Spoofing as the “action of assuming (i.e., taking on) 
the identity of some other entity (human or non-
human) and then using that identity to accomplish 
a goal”6. An Identity Spoofing attack may manifest 
in various ways, certainly most prominently as a 
Phishing attack. As such, it is relevant to two of the 
top three threats listed by ENISA.

CAPEC™ defines Resource Location Spoofing 
as “an adversary deceiving an application or user 
and convincing them to request a resource from 
an unintended location”7. By spoofing the location, 
the attacker may cause an alternate resource (such 
as malware) to be used. Thus, this attack pattern 
may be considered as a variant of phishing attacks 
and is frequently employed in social engineering 
attacks.

In a Software Integrity Attack, “an attacker 
initiates a series of events designed to cause 
a user, program, server, or device to perform 
actions which undermine the integrity of software 
code, device data structures, or device firmware, 

https://www.enisa.europa.eu/publications/web-application-attacks/at_download/fullReport
https://www.enisa.europa.eu/publications/web-application-attacks/at_download/fullReport
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-insider-threat/at_download/fullReport
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-insider-threat/at_download/fullReport
https://www.enisa.europa.eu/publications/malware/at_download/fullReport
https://www.enisa.europa.eu/publications/malware/at_download/fullReport
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-data-breach
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2020-data-breach
https://capec.mitre.org/data/definitions/151.html
https://capec.mitre.org/data/definitions/154.html


Digital Training Handbook on Human Factors SOTER

8

achieving the modification of the target’s integrity 
to achieve an insecure state”8. It is therefore 
equivalent to ENISA’s malware threat.

The Information Elicitation meta attack pattern 
covers all attacks where an attacker “engages 
an individual using any combination of social 
engineering methods for the purpose of extracting 
information”9. This broad definition covers a lot of 
ground, with the most notable standard attack 
pattern being Pretexting. It is therefore relevant to 
virtually every social engineering attack.

Lastly, the Manipulate Human Behaviour meta 
attack pattern is primarily concerned with classic 
social engineering techniques. It is defined by 
CAPEC™ as an “adversary exploiting

8      https://capec.mitre.org/data/definitions/184.html. Accessed 2021/07/08.
9      https://capec.mitre.org/data/definitions/410.html. Accessed 2021/07/08.
10    https://capec.mitre.org/data/definitions/416.html. Accessed 2021/07/08.

inherent human psychological predisposition 
to influence a targeted individual or group to 
solicit information or manipulate the target into 
performing an action that serves the adversary’s 
interests”10. Manipulation techniques may take 
many different shapes, which are represented 
by numerous standard and subordinate detailed 
attack patterns listed by CAPEC™. It is immediately 
apparent that there are potential overlaps with 
Information Elicitation. Taking both together 
should encompass many, if not all, typical social 
engineering techniques.

INFORMATION ELICITATION
Involuntary disclosure of sensitive 
data.

SOFTWARE INTEGRITY 
ATTACK
Deploying harmful software that 
may take control of a system.

IDENTITY SPOOFING
Masquerading as another 
individual or entity.

RESOURCE LOCATION 
SPOOFING
Tricking victim into visiting 
unknown address on the 
webremotely.

MANIPULATE HUMAN 
BEHAVIOR 
Deceiving individuals to elicit 
information or to make victims 
perform actions.

https://capec.mitre.org/data/definitions/184.html
https://capec.mitre.org/data/definitions/410.html
https://capec.mitre.org/data/definitions/416.html
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Based on research conducted in SOTER’s D6.2, we 
have matched meta attack patterns as provided 
by CAPEC™ to the corresponding top threats as 
suggested by ENISA. Web application attacks and 
related terms are in brackets to signal that the 
attack vector was excluded from the human factor-
based analysis. Other terms in brackets signal that 
the attack vector is usually a result from a previous 
successful attack.  The following table presents the 
most prevalent human-factor based cybersecurity 
threats as provided by two of the most renowned 
threat taxonomies.

Table 2 Comparison of ENISA and CAPEC hf-based threats



3
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3.1. What to train: Cybersecurity 
competences needed by general 
employees in the finance sector

Through digitization the finance sector has been 
transformed and is ever more transforming. 
New digital services alter the threat landscape 
rapidly1, bringing forth new risks for financial 
services employees. Because the sector is part of 
critical infrastructure, its continuous functioning 
is indispensable. However, the list of threats 
to its security ranges from simple accidents to 
highly sophisticated and organized cybersecurity 
attacks2. Traditionally, financial institutions reacted 
to cybersecurity threats by building themselves 
isolated silos, where all business-sensitive data 
was stored and only a chosen few employees 
had access to. This changed dramatically due to 
the emergence of FinTechs, organisations which 
provide financial services that are available on the 
Internet always and everywhere. Having financial 
services “always on” and “always available” blurred 
the network perimeters of financial institutions 
providing these services and made it impossible 
to use the old silo-approach for all business data3. 
Increasingly sophisticated technical cybersecurity 
measures are thus being implemented, using 
“security by design” as a central approach. However, 
in order to maintain certain business functions, 
a trade-off between security and functionality is 
often being made, leaving humans in the loop. 
There, training humans to act and interact in a 
secure manner with new technologies is essential

Analyses within the SOTER project showed that 
one of the most promising ways of enhancing 
employee’s cybersecurity behaviour is competence 
training, as only raising cybersecurity awareness 
does not seem to result in consistently measurable 

1       Lin 2016
2      Lin 2016, Kryparos 2018
3      Kryparos 2018
4      Dodge et al. (2007); Briggs et al. (2017).
5      Müller-Frommeyer et al. 2017
6      As identified by Kurtz & Pfadenhauer 2010
7      Kurtz & Pfadenhauer 2010
8      Pfadenhauer 2010

behavioural change.4 Many existing cybersecurity 
training approaches, however technically 
profound, lack a sound pedagogical foundation 
and a genuine understanding of human behaviour. 
We are going to fill that gap by introducing a 
holistic training approach that is pedagogically 
as well as social-theoretically sound and which 
applies methods suitable for behavioural change.

In scientific literature, competence is defined as 
the general capability of individuals to act and 
solve problems independently in a given situation 
based on their capabilities, knowledge, skills, 
proficiency and attitudes5. While many definitions 
in research and practice attribute the realization 
of competence merely to the individual6 , we want 
to add a genuine social-context-perspective. As 

research about the performance of competences 
has shown, competences can only be realized in and 
through the consent of the social system in which 
the individual is situationally located7. Individuals 
not only need the ability to act competent, they 
also need agency and contextual motivation to 
perform their competences8. In combination with 
the overall definition of cybersecurity developed 
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in the SOTER project, the following definition of 
cybersecurity competence arises: 

3.2. How to train: Training modules 
and methods

Our training methods focus on fostering 
cybersecurity knowledge, skills and proficiency 
as well as enhancing the willingness and agency 
of trainees to solve cybersecurity problems 
individually or together with others. To reach 

that goal, training methods go beyond mere 
knowledge-building. According to the definition of 
competence we are applying, knowledge is only 
one of five dimensions of performable competence 
to be trained.

Cybersecurity competence trainings must provide 
employees with the necessary knowledge about 
potentially problematic cybersecurity situations 
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1. Employees need knowledge, skills and 
corresponding attitudes as a sound basis

2. The organizational context supports 
employees in performing their competence 
by boosting their agency and motivation 
 

3. By supporting the feeling of integrity with 
societal rules and norms, the organization 
fosters attitudes and motivation to perform 
cybersecurity competence

4. Through applying and exercising their skills 
and knowledge, employees reach proficiency

“Cybersecurity competence is the capability, willingness and agency of persons to solve 
cybersecurity problems individually or in cooperation with others based on their 
knowledge, skills, attitudes and proficiency in a way that the organisational integrity 
(technical, social, legal, ethical) and the physical, mental, material, social, ethical and legal 
integrity of the individuals involved is measurably safeguarded.”



Digital Training Handbook on Human Factors SOTER

13

and subsequently convey the appropriate 
behaviour to address these situations. Building on 
that knowledge, the corresponding job-function-
oriented skills must be acquired and practiced 
until employees reach proficiency in performing 
these skills. In addition, attitudes of employees to 
foster their motivation and sense of agency have 
to be built up. Because of our trainings, employees 
should experience growing levels of proficiency in 
tackling critical cybersecurity situations in a context 
that enables high levels of individual agency for 
them to perform their competences. 

However, solely training employees in a way that 
motivates them to act and to feel empowered 
to act is not enough to ensure they can realize 
their cybersecurity competences within their 
organisational context. To that end, the overarching 
organisational structures must support and 
cultivate the realization of competences. 
Organisations often cultivate structures that 
work well for some intended goals, but result in 
unintended consequences for others. For example, 
in banks certain quantity-oriented performance 
measures like customer contact counts motivate 
employees to work more efficiently, but at the 
same time these measures may be counteracting 
secure cyber behaviour, because employees are 
encouraged to prioritize quantity over security. 
For cybersecurity competence trainings to work 
effectively, these conflicting structures need to 
be identified and tackled. This conflict may be 
resolved by conducting trainings for employees 
as well as for management. Management also 
needs to acquire knowledge and skills to direct 
organisational structures in a way that secure 
behaviour by their employees is enabled as best 
as possible and that their employees feel safe to 
make use of their cybersecurity competences.

That is why in the SOTER Cybersecurity Competence 
Training solution is applied on the employee level 
as well as on the management level and does not 
only target the individual – but the building of 
cybersecurity neural nets within single individuals 
as well as throughout the whole organisation.

The SOTER CSCT solution is built on a comprehensive 
collection of competences needed by employees 
for good cybersecurity practice in an adaptable 

competence catalogue. Until now it contains 22 
cybersecurity competences, ranging from handling 
personal and business information confidentially 
over interacting safe in the digital realm to identity 
fraud recognition and incident reporting. The 
identified competences will be extended as new 
insights, risks and threats come up. For a better 
handling in training, these competences were 
grouped into four training modules. The first 
two training modules cover competences that 
are needed to prevent incidents, while the third 
and fourth module are more concerned with 
recognizing threats and anomalies, and handling 
incidents in the case of their occurrence. Cross-
cutting all modules, reflective and problem-
solving competence is built up through targeted 
exercises. The suggested training methods for 
each submodule are state of the art in pedagogical 
research. 

SOTER CSCT allows for flexibly building use 
cases tailored to the problems at hand, may it 
be a need for routine cybersecurity competence 
development or a training that reacts to a new, 
unforeseen threat. Also, it allows analysing, 
tracking, and assessing competence development 
throughout the whole organization in a systematic 
and traceable process.

A - DIGITAL INFORMATION COMPETENCE

 A1 -  Confidential personal data and 
information handling

 A2 - Confidential business data and 
information handling

 A3 - Responsible sharing of private 
information

 A4 - Privacy setting for private digital devices 
and services

 A5 - Assessment of accuracy and integrity of 
information
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B - DIGITAL SAFETY COMPETENCE

 B1 - Physical Safety

 B2 - Safe Browsing

 B3 - Network Handling

 B4 - Safe Digital Communication 

 B5 - Assurance of Device Safety

 B6 - Creation of Safe Credentials 

C - THREAT AND ANOMALY RECOGNITION

 C1 -  Social Engineering Recognition

 C2 - Malware (Infection) Recognition

 C3 - Physical Environment Sensibility

 C4 - Identity Fraud Recognition

 C5 - Insider Threat Recognition

D - INCIDENT HANDLING

 D1 -  Incident Documentation

 D2 - Incident Reporting 

 D3 - Incident Communication 

 D4- Collaborative Incident Management 

X - CROSS-CUTTING CYBERSECURITY 
COMPETENCES

X1 -  Identification of Cybersecurity   
    Competence Gaps

X2 – Problem Solving Competence

3.3. Set up your own cybersecurity 
training program and governance 
strategy

In this section of the Digital CSCT Handbook, 
you receive guidance on how to set up your own 
cybersecurity program. 

At first you need to identify the training needs of 

your organization. This is important for a careful 
use of your business resources, because it allows 
you to align your organizational security needs 
with an ideal customization of cybersecurity 
trainings for your employees. The following steps 
are crucial for determining your organizational 
training needs and customizing the trainings to fit 
your employees:

1. Ask yourself: What are your sector specific 
cybersecurity risks and what do different 
employee groups need to face these risks? 

2. Make a list of these cybersecurity risks and 
associate employee groups with the risks you 
identified. 

3. If you are unsure about cybersecurity risks 
in your organization, it might be worthwhile 
integrating your cybersecurity team or 
contractor into the process. Also, connect with 
cybersecurity experts within your sector on 
the newest threats and risks.

4. Select the competences you want to train 
based on your threat analysis.

Now you know what you need to train within 
your CSCT and which employee groups you are 
targeting. A few more tips to consider:
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Use simple language that reflects the educational 
level of the employee group you want to adress. While 
employee groups concerned with ICT related tasks 
may prefer the use of technical terms, other employee 
groups may not understand them. Translate technical 
terms for these employee groups into explanations they 
can easily understand.

USE LANGUAGE YOUR 
EMPLOYEES UNDERSTAND 
BEST

Set up a cybersecurity training regimen that applies 
just the right amount of control while respecting your 
employees’ privacy rights. Empower your employees 
to take over responsibility for their cybersecurity-
behaviour in a way that fits their abilities. Balance 
control and empowerment well.

For some employees gamification works best, but 
there are some who do not like it at all. Especially 
minimalistic gamification is proven to enhance 
acceptance of training programs of banking 
employees. Animate your training actions visually, 
apply narrative-based storytelling and motivate your 
employees with interactive elements. But always give 
those who do not like gamification an option to train 
traditionally.

MOTIVATE YOUR 
EMPLOYEES TO PERFORM 
THEIR CYBERSECURITY 
COMPETENCES

GAMIFY WITH CARE 
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Single content courses are ideal as introduction or short 
refreshers on certain competences.

Single Content Courses could cover:

• Confidential personal data handling

• Confidential business data handling

• Assurance of private device safety for home office

• Password security

• Incident reporting

• GDPR Compliance

• …

APPLY SINGLE CONTENT 
COURSES AS REFRESHERS OR 
INTRODUCTIONS

For adapting to new or complex cybersecurity 
challenges within your sector, train your employees on 
preventing, recognizing and handling cybersecurity 
incidents through cross-cutting interactive use case 
courses.

Use Case courses could cover:

• Identity fraud 

• New account fraud 

• Biometric spoofing 

• Synthetic identity fraud 

• Risks in digital customer onboarding

• Social Engineering for ransomware attacks

• Employee taregeted phishing

• …

USE USE CASE COURSES FOR 
NEW CHALLENGES
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Regular cybersecurity competence training is 
a good way of securing your organization from 
cybersecurity incidents that are based on human 
error. However, sometimes you might need to 
get cybersecurity relevant information including 
actual real-world incident information to your 
employees quick and short, or you may want to 
keep their vigilance up constantly. Also, some 
of your employees you might not reach with 
classical training courses. For that, experts in 
research and practice suggest implementing a 
multi-channeled training regimen with a high 
density of interactions between the staff that 
is implementing your training regimen and 
the employees to be trained.1 Through using 
different channels and modes for cybersecurity 
relevant information you may reach every kind 
of employee in a way they understand best. 
Using media richness in your training regimen 
may counteract monotony of your training 
actions and thus prevent your employees from 
overseeing important cybersecurity information 
due to habituation.

It may also increase the effect of your training 
regimen to match channels and modes with the 
problem at hand. 2 Time sensitive cybersecurity 
problems may best be addressed with fast 
communication channels like e-mails and 
screen saver messages, while training on basic 
cybersecurity competence may best be achieved 
by e-learning or face-to-face courses.

· face to face courses

· online training

· e-learning

· presentations

· information events

· e-mail communication

· newsflashes

· posters

· flyers

· videos

· Information snippets during startup of 
computers of employees

· Screensaver messages

· companywide cybersecurity campaigns

· cybersecurity guides, manuals and policies 
on the intranet

1      Bauer et al. 2017, Abawaji 2014 and Aldawood/Skinner 2019
2      Abawaji 2014       

When you are training your employees on cybersecurity competence and they are doing well within these 
trainings, but do not seem to transfer the learned contents into practice, maybe take a closer look at your 
management practices. Sometimes, employees cannot perform their cybersecurity competences because 
performance goals are in the way. Stress may overwhelm your employees, so they prioritize the tasks that 
have the next urgent deadline, while cutting back other tasks that are not (yet) pending. Cybersecurity tasks 
thus might get overlooked, until their neglect causes an incident. But not only stress might cause neglection 
of cybersecurity tasks. Employees might also backrow cybersecurity tasks if they perceive them as not 
important for their work or career ambitions.
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4.1. Legal Requirements for 
Awareness and Training

Since the human factor in cybersecurity is widely 
recognized as a main concern for incidents, 
measures related to improve the cybersecurity 
awareness and behaviour of general employees 
are increasingly addressed in regulatory 
considerations. The main elements are awareness 
and training. Currently, legal requirements are yet 
just addressing basic elements for human factor 
related aspects of cybersecurity. A main challenge 
for compliance considerations is the indirect 
obligation to follow state-of-the-art cybersecurity 
procedures which are defined not in the regulatory 
texts but through standards of the cybersecurity 
industry. 

The Payment Services Directive and the respective 
national implementing law requires an information 
security policy be implemented in the process 
of application for authorisation as a payment 
institution1, which shall take into account the 
guidelines issued by the EBA on ICT and security 
risk management.2.

While PSD2 does not explicitly contain requirements 
in regard to training and the NIS Directive 
only requires Member States to ensure that 
operators of essential services take appropriate 
and proportionate technical and organisation 
measures to manage the risks posed to the security 
of network and information systems3, the EBA 
considers “security training and awareness, and 
monitoring of emerging risks, to be reasonable 
and plausible security measures designed to 
mitigate security and operational risks”4 in their 
corresponding guideline. Therefore, information 
security policies, training and awareness can be 

1      Art 5 (1) lit j Directive (EU) 2015/2366.
2      Art 5 (1) subparagraph 2 Directive (EU) 2015/2366; EBA/GL/2019/04.
3      Art 14 Directive (EU) 2016/1148.
4      EBA/GL/2017/17, p. 12, which has now been repealed by EBA/GL/2019/04, but the importance of training and awareness 

is still stressed, EBA/GL/2019/04, p. 22.
5      Art 5 (1) lit f Directive (EU) 2015/2366.

considered as important domains for cybersecurity 
measures in the finance sector.

4.2. Human factors of 
cybersecurity governance

This section turns attention towards the human-
factor based aspects of cybersecurity, through 
analysis of current standards, guidelines, and best 
practices, especially in relation to incident handling 
in the context of cybersecurity governance. The 
SOTER project follows a broad understanding of 
incident handling, as it is understood to not only 
refer to completed action after a cybersecurity 
incident occurs (e.g., incident reporting) but also 
to the organisational and individual capacities 
to detect early potential incidents. It starts with 
an overview of key elements on training and 
awareness in sectoral guidelines, adds information 
on requirements from leading standards, and then 
discusses current relevant initiatives for improving 
cybersecurity in the human factors domain. While 
only a few aspects of these discussions are currently 
represented or just superficially addressed in 
the regulatory landscape, the contents point to 
potentially significant improvements to address 
human factor related cybersecurity incidents.

4.2.1 EBA Guidelines on ICT and Security 
Risk Management

Information security policy

The information security procedure required to be 
established under the Payment Services Directive5 
and the relevant national law transposing 
this directive should allocate the main roles 
and responsibilities of information security 
management, setting out requirements for both 
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staff and contractors of the financial institution.6

Based on this information security policy, financial 
institutions should implement security measures 
in order to mitigate ICT and security risks, 
including measures in regard to logical, physical 
and ICT operations security, security monitoring, 
information security reviews, assessment and 
testing as well as information security training and 
awareness.7

Information security training and awareness

Information security training and awareness is 
considered one of 7 key measures to mitigate ICT 
and security risks.8 The other 6 are organisation 
and governance in accordance with paragraphs 
10 and 11; logical security; physical security; 
ICT operations security; security monitoring; 
information security reviews, assessment and 
testing9.

• Monitoring the threat landscape and 
situational awareness can be considered as 
a task to be fulfilled by dedicated IT security 
personnel.10

• According to EBA, PSPs “should establish 
periodic security awareness programmes” to 
ensure that staff and contractors “are trained 
to perform their duties and responsibilities 
consistent with the relevant security policies 
and procedures to reduce human error, theft, 
fraud, misuse or loss and how to address 
information security-related risks”11.

6      EBA/GL/2019/04, p. 18.
7      EBA/GL/2019/04, p. 18.
8      EBA/GL/2019/09, p. 18.
9      EBA/GL/2019/04, p. 18.
10    EBA/GL/2017/17, p. 23 and according to the revised EBA Guidelines on ICT and security risk management, regular threat 

monitoring is considered important as well, see: EBA, EBA/GL/2019/04, p. 17.
11    EBA/GL/2019/04, p. 22.
12    EBA, EBA/GL/2017/17, p. 24, the Guidelines in place currently also provide for the reporting of ICT and security risks, see: 

EBA, EBA/GL/2019/04, p. 15–16.
13    EBA, EBA/GL/2017/17, p. 24, the Guidelines in place currently also provide for the reporting of ICT and security risks, see: 

EBA, EBA/GL/2019/04, p. 28.
14 EBA/GL/2019/04, p. 22.
15 EBA/GL/2019/04, p. 14.
16 EBA/GL/2019/04, p. 22.
17 EBA/GL/2019/04, p. 14.

• Periodic security awareness programmes 
“should require PSP personnel to report any 
unusual activity and incidents.”12

• PSPs should not only enhance the security 
awareness of their employees but also of 
payment service users on “security risks linked 
to the payment services by providing PSUs 
with assistance and guidance”13

• Training programmes should be established 
for all staff and contractors14 

• According to EBA guidelines, “financial 
institutions should ensure that all staff 
members, including key function holders, 
receive appropriate training on ICT and 
security risks, including information security”15

• Payment service providers “should establish 
a training programme for all staff to ensure 
that they are trained to perform their duties 
and responsibilities consistent with the 
relevant security policies and procedures in 
order to reduce human error, theft, fraud, 
misuse or loss.”16

• According to the EBA, training programmes 
should be provided annually or “more 
frequently if required”17. The guidelines do not 
specify in which cases more frequent trainings 
are required.

• Management “should ensure that the 
allocated budget is appropriate to fulfil 
the ICT operational needs and security risk 
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management processes on an ongoing basis.18

• Information sharing: Information sharing has 
been considered by the EBA as part of their 
guidelines for the implementation of PSD 2 but 
have been subsequently removed. The now 
repealed guideline from 2017 still encouraged 
participation in information sharing platforms 
with “other PSPs and relevant third parties 
such as operators of payment systems, 
industry associations, etc.”19

4.2.2. Requirements from leading 
standards

The listed requirements in this sector complement 
the legal requirements for awareness and training 
discussed in section 2.4 and from sectoral 
guidelines (3.4.1).

Education and determination of competence: 
According to ISO 27001, an “organization shall

• determine the necessary competence of 
person(s) doing work under its control that 
affects its information security performance;

• ensure that these persons are competent on 
the basis of appropriate education, training, or 
experience;

• where applicable, take actions to acquire 
the necessary competence, and evaluate the 
effectiveness of the actions taken; and

• retain appropriate documented information 
as evidence of competence.”20

Cybersecurity Awareness and Training: 

ISO 27000 considers the following as a 
critical success factor for information security 

18 EBA/GL/2019/04, p. 14.
19 EBA/GL/2017/17, p. 94; although this encouragement is no longer included in the most recent version of the Guidelines 

(EBA/GL/2019/04), it nevertheless shows that such topics continue to be discussed and might become again relevant in 
future recommendations or guidelines.

20    ISO/IEC 27001:2017, Section 7.2.
21    ISO/IEC 27000:2019, section 4.6.
22 Humphreys, E. (2016). Implementing the ISO/IEC 27001: 2013 ISMS Standard. Artech House, p. 112
23 EN ISO/IEC 27001:2017 section 7.3.
24 EN ISO/IEC 27001:2017 section 12.2.1.
25    EN ISO/IEC 27001:2017 Annex A.7.2.2.

management: “an effective information security 
awareness, training and education programme, 
informing all employees and other relevant parties 
of their information security obligations set forth 
in the information security policies, standards, 
etc., and motivating them to act accordingly.”21

ISO 27001: “Employee training to understand 
the problem of social engineering and to 
recognize situations that might be an indicator 
of, or precursor to, a social engineering attack 
and understand how to apply company policy 
procedures to social engineering attacks for 
protection information”.22

According to ISO 27001, personnel “shall be aware 
of:

• the information security policy

• their contribution to the effectiveness of the 
information security management system, 
including the benefits of improved information 
security performance; and

• the implications of not conforming to the 
information security management system 
requirements.”23

Awareness should also be enhanced in regard to 
“detection, prevention and recovery controls to 
protect appropriate against malware”.24

“All employees of the organisation and, where 
relevant, contractors and third party users shall 
receive appropriate awareness training and 
regular updates in organisational policies and 
procedures, as relevant for their job function”25 
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Cybersecurity and recruiting:

ISO 27001 provides some guidance on aspects of 
recruitment, in order to ensure that the human 
resources employed in an organisation do not 
negatively impact on the cybersecurity levels of 
the organisation. This includes the conducting of 
background checks. Prior employment history, 
screening and clear outlining of roles and 
responsibilities. It is all deemed as part of the 
Information Security Management System (ISMS), 
and is contained within Annex A.7 - Human Security 
Management. 

Involvement of Management

ISO 27000 also proposes that both support and 
commitment should be sought from all levels 
of management, especially those at the top 
of the management tree. This is considered a 
critical success factor for information security 
management systems, and an integral part of 
any organisation's human factor-based security 
strategy.26 

Personnel security controls

The SANS Institute identifies four “personnel 
security controls”27 (SANS 2008) defined as such: 

• Background checks and screening

• Confidentiality, nondisclosure, authorized use 
agreements

• Job descriptions

• Training in security awareness and compliance

26  ISO/IEC 27000:2019, section 4.6.
27     SANS 2020: Security Assessment Guidelines for Financial Institutions, https://www.sans.org/reading-room/whitepapers/

auditing/security-assessment-guidelines-financial-institutions-993, accessed 2021-07-22.

https://www.sans.org/reading-room/whitepapers/auditing/security-assessment-guidelines-financial-institutions-993
https://www.sans.org/reading-room/whitepapers/auditing/security-assessment-guidelines-financial-institutions-993
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The financial sector is experiencing a real digital 
revolution in recent years, in which traditional 
entities are becoming providers of digital services 
in order to remain competitive. Although it is clear 
that this new era implies many advantages for 
businesses and citizens, in addition, the release of 
new digital services and connections imply the 
appearance of new threats and risks in terms of 
cybersecurity, data privacy and the use of digital 
identities.

These threats must be tackled under a holistic 
approach and pointing at their different origins, 
including the human factor.

Furthermore, the current regulations to be met, 
apart from involving a technological and mind-set 
challenge and increasing the number of entities 
with which to interact with, also aim to create or 
improve tools to prevent fraud and reduce cyber 
vulnerabilities as much as possible.

SOTER takes the challenge, considering both 
technological and non-technological (human 
factor and governance within organizations) 
aspects and providing innovative solutions that 
will act as a transformative process of the finance 
sector, helping their players to increase their 
cybersecurity level, improving the fight against 
present and future cyber attacks and vulnerabilities 
and, to summarise, increasing their cyber-
resilience.

SOTER addresses two main challenges. The first 
will be how to improve the digital onboarding 
process. This will involve researching and 
developing a digital onboarding technology 
platform that will incorporate biometric 
identification and authentication technology. And 
the second will be how to implement a state-of-
the-art cybersecurity culture. This will be done 
with a user training methodology and a manual to 
improve cybersecurity resilience in organisations.

This handbook summarises the results of SOTER's 
work on incident management. It is based on the 
various regulations of European and national 
bodies, and on specific regulations for incident 
handling. The following sections present what 
incident management is and what are the good 
practices to be carried out in SOTER.



1
Introduction to 
Incident Handling
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A security incident is an occurrence that actually or 
potentially jeopardizes the confidentiality, 
integrity, or availability of an information system 
or the information the system manages, that 
constitutes a violation or imminent threat of 
violation of a security policy or procedure.

According to ENISA1, the typical cost of a security 
incident in the EU usually ranging from 213 000 to 
300 000 EUR.

An incident may cause heavy losses to 
organizations, from economic losses, or data 
breaches to reputational harms. Also incidents, 
may lead intro law infringement. That is why 
organizations should protect their information 
systems from them. 

For this purpose, incident handling procedures are 
carefully defined, taking into account the specific 
context of each organization and considering their 
systems, business processes and regulatory 
framework.

1 https://www.enisa.europa.eu/news/enisa-news/cybersecurity-spending-an-analysis-of-investment-dynamics- 
within-the-eu
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Threats and Risks
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For the effective management of threats and risks 
financial organisations currently don’t need to 
follow a specific threat taxonomy. As mentioned in 
ISO 27005, there is no single taxonomy to follow. 
One of the most prominent European approach is 

ENISA's taxonomy of threats. However, it should 
be noted that, according to ENISA, "the complexity 
of the financial sector makes it difficult to interpret 
the threat landscape, as different domains within 
financial services and banking may face completely 
different cyber risks and threats".

However, according to ENISA, the following threats 
(ranked by prevalence) have seen a significant 
increase in incidents in the financial sector over 
the past year:

Attacks on web applications: These attacks include SQL injection and cross-
site scripting (XSS) attacks, exploiting weaknesses in web applications and 
services.1
Insider threat (unintentional abuse): The most common insider threat pattern 
occurs when the attacker collaborates with an insider actor, often by 
providing monetary incentives to convince the insider. However, it is often 
difficult to distinguish between legitimate, malicious, and erroneous actions 
of insiders.2

Data theft (data breach): In a data breach, sensitive and sometimes 
confidential information is accessed without proper authorisation, usually by 
a malicious actor. It is usually the result of a previously conducted cybersecurity 
attack, such as a phishing attack.4

Malware: Malware is perhaps the most well-known cyber-attack next to 
phishing emails. It comes in all shapes and sizes, from viruses, worms, 
spyware to ransomware. Common targets of a malware attack are information 
or identity theft and service disruption.3
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This taxonomy defines the main security incidents 
identified in the European context for the financial 
sector:

Abusive content: Attacks aimed at 
damaging the organisation's image or 
using its electronic means for other illegal 
uses (such as advertising, extortion or, in 
general, cybercrime).

Malicious code: Software that is 
intentionally included or inserted into a 
system for a harmful purpose. It usually 
requires user interaction to activate the 
code.

Information harvesting: Attacks aimed 
at gathering critical information to 
progress to more sophisticated attacks, 
through social engineering or vulnerability 
identification.

Intrusion attempts: Attacks aimed at 
exploiting vulnerabilities in the design, 
operation, or configuration of different 
technologies, in order to break into the 
organisation's systems.

Intrusions: A successful compromise of a 
system or application (service). It can be 
caused remotely, through a known or 
new vulnerability, or through unauthorised 
local access. It also includes being part of 
a botnet.

Availability: This type of attack causes 
the system to crash due to the large 
number of packets it receives, resulting in 
a delay in operations or a system crash.

Information content security: In 
addition to local abuse of data and 
systems, information security can be 
compromised by a successful account or 
application compromise. In addition, 
attacks can intercept and access 
information during transmission 
(eavesdropping, spoofing, or hijacking). 
Human, configuration, or software errors 
can also be the cause.

1      https://www.bankingsupervision.europa.eu/press/publications/newsletter/2021/html/ssm.nl210818_3.en.html

Fraud: Incidents related to fraudulent 
actions arising from identity theft, in all its 
variants.

Vulnerabilities: Open resolvers, global 
read-only printers, out-of-date virus 
signatures, etc.

Another threat reference taxonomy that has been 
used is the Common Attack Pattern Enumeration 
and Classification (CAPEC™) catalogue. CAPEC™ is 
a "publicly available catalogue of common attack 
patterns that helps users understand how 
adversaries exploit weaknesses in applications 
and other cyber capabilities". The catalogue 
provides an overview of "attack patterns" along 
with an associated description. It aims to provide 
an up-to-date community resource of common 
attack methods.

According to ENISA’s research, the financial sector 
is complex and hard to interpret, therefore it is 
almost impossible to define an accurate threat 
landscape. This is because different domains with 
financial services may face entirely different cyber 
risks and threats.

However, the most common attacks in the financial 
sector proposed by ENISA are:

• Web application attacks

• Insider threat (unintentional abuse)

• Malware

• Data theft

According to the European Central Bank (ECB)1, 
the most common attacks are presented in the 
graph below. Also, the ECB detected a new highly 
sophisticated cyberattack in which a widely used 
monitoring software was manipulated, making 
organisations download a malware during the 
usual update process.
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Figure 1. Most common attacks in financial sector.

• The central bank’s hacking of the SWIFT 
payment terminal in Bangladesh in 2016, 
which led to fraudulent payment messages 
and the theft of $81 million (financial theft)2.

• The data leak at Equifax in 20173. This resulted 
in an estimated 143 million US records 
containing customer information stolen by 
hackers. This included social security numbers, 
dates of birth and credit card details (violation 
/ theft of data)

• The hacking of the Cosmos Bank ATM server in 
India in 20184, which resulted in the theft of 
$13.5 million through fraudulent credit and 
debit card transactions (financial theft)

• The Banco de Chile network incident5, which 
resulted in a loss of $10 million (financial theft)

• The incident that affected the interbank 
payment system of the Bank of Mexico, SPEI6, 
resulting in a loss of $15 million (financial 
theft).

2      https://www.wired.com/2016/05/insane-81m-bangladesh-bank-heist-heres-know/
3      https://techcrunch.com/2017/09/07/equifax-data-leak-could-involve-143-million-consumers/
4      https://www.reuters.com/article/cyber-heist-india-idUSL4N1V551G
5      https://www.bankinfosecurity.com/banco-de-chile-loses-10-million-in-swift-related-attack-a-11075
6      https://www.bloomberg.com/news/articles/2018-04-28/mexican-banks-are-said-to-have-been-targeted-in-cyber-attack
7      https://www.bleepingcomputer.com/news/security/edenred-payment-solutions-giant-announces-malware-incident/
8      https://www.zdnet.com/article/paypal-accounts-are-getting-abused-en-masse-for-unauthorized-payments/

• Edenred, a payment solution provider, 
reported that it was infected by a malware 
that affected several computers in the 
organisation7. It operates in 46 countries and 
handled over 2.5 billion payment transactions 
two years ago. The company confirmed that 
they set up the measures to prevent future 
infections as soon as the incident was detected.

• Hackers used PayPal user’s accounts to make 
unauthorised purchases, with a value of 10 
thousand euros, by exploiting PayPal’s Google 
Pay integration8. Most of the victims were 
German PayPal users.

• The following sections relate these threats and 
risks to the good practices to be carried out 
with the main challenges on which the digital 
handbook focuses.
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Incident handling: 
Best practices for 
securing SOTER
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The following standards and methodologies may 
be viewed as a set of best practices and procedures 
regarding incidence handling.

ISO/IEC 27035:2016 (Incident Management)1

• This standard covers the processes for 
managing information security events, 
incidents, and vulnerabilities. 

• The standard extends the information security 
incident management section of ISO/IEC 
27002. It cross-references this section and 
explains its relationship with the ISO27k 
eForensics standards. The 5 steps to follow 
according to the standard are:

1. Definition of a plan and preparation to deal 
with incidents e.g., prepare an incident 
management policy, and establish a competent 
team to deal with incidents.

2. Identifying and reporting information security 
incidents.

• Analysing incidents and making decisions 
about how they are to be addressed e.g., 
patching things up and getting back to business 
quickly, or collecting forensic evidence even if 
it delays resolving the issues.

3. Responding to incidents i.e., containing them, 
investigating them and resolving them.

4. Learning the lessons - more than simply 
identifying the things that might have been 
done better, this stage involves actually 
making changes that improve the processes.

5. 

NIST SP 800-61 Incident Management2

• According to this standard, these functions 
should be performed concurrently and 
continuously to form an operational culture 
that addresses the dynamic cybersecurity risk:

1      https://www.iso.org/standard/60803.html
2      https://www.nist.gov/privacy-framework/nist-sp-800-61
3      https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52015DC0192

• Preparation: The first step when facing 
security incidents is to establish incident 
response capabilities and to prevent security 
incidents by securing the systems. The 
organisation should define some mechanism 
for preparing against security incidents, like 
communication procedures, security in the 
facilities, analysis of hardware and software, 
analysis of resources and mitigation software. 
Also, the organisation should deploy some 
preventing measures, like periodic risk 
assessments or malware prevention.

• Detection and Analysis: The next step is the 
detection and analysis of possible security 
incidents. The attack vectors, sings of incidents 
and precursors of incidents have to be clearly 
identified by establishing procedures and 
software like IDPSs or SIEMs.Also, an effective 
incident analysis has to be carried out for 
resolving it quickly and accurately. The incident 
has to be documented, prioritised and 
reported to the relevant authorities.

• Containment, Eradication, and Recovery: 
First it is necessary to contain the incident for 
avoiding further propagation. It is also 
necessary to gather some evidence of the 
security incident and to identify the attacking 
host. Then, it is time to eradicate the incident 
and restore the systems back to normal 
operation.

• Post-Incident Activity: This is the most often 
omitted part of the incident response, learning, 
and improving. It is important to use the 
experience for improving the response 
procedure and systems

Digital Single Market Strategy (DSM)3

Another relevant security set of best practices is 
the Digital Single Market Strategy for Europe of 
2015 (DSM). This is one of the most relevant 
strategic goals of European Union. This strategic 
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decision is enforced and driven by the already 
mentioned European Cybersecurity Strategy and 
the opportunities created by H2020.

The Digital Single Market Strategy will be built on 
three pillars:

• Better access for consumers and businesses 
to online goods and services across Europe – 
this requires the rapid removal of key 
differences between the online and offline 
worlds to break down barriers to cross-border 
online activity.

• Creating the right conditions for digital 
networks and services to flourish – this 
requires high-speed, secure and trustworthy 
infrastructures and content services, 
supported by the right regulatory conditions 
for innovation, investment, fair competition 
and a level playing field.

• Maximising the growth potential of our 
European Digital Economy – this requires 
investment in ICT infrastructures and 
technologies such as Cloud computing and Big 
Data, and research and innovation to boost 
industrial competitiveness as well as better 
public services, inclusiveness and skills.

ENISA (European Network and Information 
Security Agency) Incident Management Guide4

• ENISA provides best practice guidance and 
practical information for the management of 
network and information security incidents. 
The main focus of the guide is the incident 
management process, which involves incident 
detection and logging, followed by triage 
(classification, prioritisation, and assignment 
of incidents), incident resolution, closure, and 
subsequent analysis.

• The guide also includes a formal framework 

4      https://www.enisa.europa.eu/publications/good-practice-guide-for-incident-management
5      https://www.pcisecuritystandards.org/document_library
6      https://eur-lex.europa.eu/eli/reg/2019/881/oj

for CERTs, covering roles, workflows, basic 
policies, cooperation, outsourcing and 
reporting to management.

Payment Card Industry Data Security Standard 
(PCI DSS)5

• The Payment Card Industry Data Security 
Standard (PCI DSS) is a payment media 
standard issued by credit card companies to 
protect the credit card data of customers 
making transactions from any source.

• PCI DSS is organised into six different domains, 
including security incident management in 
domain 6. Maintain an information security 
policy:

1. Building and maintaining a secure network 
and secure systems.

2. Protecting cardholder data

3. Maintaining a vulnerability management 
programme

4. Implementing strong access control measures

5. Regularly monitoring and testing networks.

6. Maintaining an information security policy

EU Cybersecurity Act (Regulation (EU) 2019/881)6

The EU Cybersecurity Act defines a continued and 
strengthened authority for ENISA, as the European 
Cybersecurity Agency, and also specifies a 
structure for the European Union to be used for 
the development of cybersecurity certification for 
Information and Communications Technology 
(ICT) products, including IoT devices, processes, 
and services to be recognised in all EU Member 
States.
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EU Blueprint7

• The EU Blueprint is used for the Coordinated 
Response to Large-Scale Cyber Incidents. It 
offers cross-border response procedures, the 
taxonomy of cyber incidents as well as rapid 
and effective cooperation and preparedness.

Applying these facilitates the planning of activities 
to improve security in applications, processes, and 
controls, requiring mapping business priorities 
with security priorities, assessing current state 
using the maturity model safety program and 
setting the maturity model state target. For each 
case, procedures and processes collect 
internationally accepted best practices for 
managing incident.

7	 https://www.enisa.europa.eu/events/artificial-intelligence-an-opportunity-for-the-eu-cyber-crisis-management/workshop-
presentations/20190603-ec-blueprint.pdf



4
Best practice for 
mitigation
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ISO/IEC 27035:2016

Efficient incident management involves detective 
and corrective controls designed to recognise and 
respond to security incidents, minimise adverse 
impacts, gather forensic evidence, and 'learn 
lessons' in terms of driving improvements to the 
ISMS, typically by improving detection mechanisms, 
preventive controls, or other risk treatments1.

Information security incidents often involve the 
exploitation of previously unrecognised and/or 
uncontrolled vulnerabilities, so vulnerability 
management (e.g., applying relevant security 
patches to IT systems and addressing various 
control weaknesses in operational and 
management procedures) is partly preventive and 
partly corrective action2.

This standard covers the processes of managing 
information security events, incidents, and 
vulnerabilities.

NIST 800-61 SECTION 3.4.2

It is important to document how all evidence of 
the incident, including compromised systems, has 
been preserved. Evidence should be collected in 
accordance with procedures that comply with all 
applicable laws and regulations that have been 
developed with appropriate legal personnel and 
law enforcement agencies. In addition, evidence 
should be accounted for at all times; whenever 
evidence is transferred from one person to 
another, chain of custody forms should detail the 
transfer and include the signature of each party. A 
detailed record of all evidence should be kept, 
including the following:

1     ISO 27035:2012, p.2
2     ISO 27035:2012, p.3
3      COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC 

ANDSOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS A Digital Single Market Strategy for Europe, available at: 
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52015DC0192

• Identifying information (e.g., location, serial 
number, model number, host name, media 
access control (MAC) addresses, and IP 
addresses of a computer).

• Name, title and telephone number of each 
person who collected or handled the evidence 
during the investigation.

• Time and date (including time zone) of each 
handling of the evidence.

• Locations where the evidence was stored.

Another good practice is to hold a "lessons learned" 
meeting with all parties involved after a major 
incident. It is also advisable to hold regular 
meetings after minor incidents as it can be useful 
to improve security measures and the incident 
management process itself.

Digital Single Market Strategy (DSM)

Another relevant security set of best practices is 
the Digital Single Market Strategy for Europe of 
2015 (DSM).3 The adoption of the Network and 
Information Security Directive, currently in the 
legislative process, should mark an important step 
forward. One of the key priorities of the European 
Cybersecurity Strategy is to develop industrial and 
technological resources for cybersecurity. A more 
joined-up approach is therefore needed to step up 
the supply of more secure solutions by EU industry 
and to stimulate their take-up by enterprises, 
public authorities, and citizens. In addition, an 
effective law enforcement response to online 
criminal activity is necessary. 

The General Data Protection Regulation will 
increase trust in digital services, as it should 
protect individuals with respect to processing of 
personal data by all companies that offer their 
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services on the European market. Special rules 
apply to electronic communications services which 
may need to be reassessed once the general EU 
rules on data protection are agreed, particularly 
since most of the articles of the current e-Privacy 
Directive apply only to providers of electronic 
communications services, i.e., traditional telecoms 
companies.

ENISA (European Network and Information 
Security Agency) Incident Management Guide

ENISA also provides a good practices and practical 
information guideline for the management of 
network and information security incidents4. The 
main focus of the guide is the incident handling 
process, which involves the detection and 
registration of incidents, followed by triage 
(classifying, prioritising, and assigning incidents), 
incident resolution, closing and post-analysis.

Payment Card Industry Data Security Standard

Payment Card Industry Data Security Standard5 
(PCI DSS) is a payment media standard issued by 
credit card companies to protect the credit card 
data of customers making transactions from any 
source.

Some good practices that are included in the PCI 
DSS include:

• Monitoring of security controls.

• Ensuring that all security control failures are 
detected and responded to in a timely manner.

• Reviewing changes in the environment.

4      ENISA Good Practice Guide for Incident Management, available at: https://www.enisa.europa.eu/publications/good-practice-
guide-for-incident-management

5      Payment Card Infrastructure Data Security Standard, available at: https://www.pcisecuritystandards.org/document_library
6      Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union 

Agency	for	Cybersecurity)	and	on	information	and	communications	technology	cybersecurity	certification	and	repealing	
Regulation (EU) No 526/2013 (Cybersecurity Act) (Text with EEA relevance), https://eur-lex.europa.eu/eli/reg/2019/881/oj

7      Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated response to large-scale cybersecurity 
incidents and crises, https://eur-lex.europa.eu/eli/reco/2017/1584/oj

• Changes in organisational structure resulting 
in a formal review of the impact on the scope.

• Conducting periodic reviews and 
communications.

• Reviewing hardware and software technologies 
at least annually.

EU Cybersecurity Act (Regulation (EU) 2019/881)

The EU Cybersecurity Act6 defines a continual and 
reinforced authority for ENISA, as the European 
Cybersecurity Agency, and also specifies a 
structure for the European Union that will be used 
for the development of the cybersecurity 
certification for Information and Communications 
Technology (ICT) products, including IoT devices, 
processes and services that will be recognised in 
all EU Member States.

EU Blueprint

The EU Blueprint is used for the Coordinated 
Response to Large-Scale Cyber Incidents7. Applying 
this facilitates the planning of activities to improve 
security in applications, processes, and controls, 
requiring mapping business priorities with security 
priorities, assessing current state using the 
maturity model safety program and setting the 
maturity model state target. For each case, 
procedures and processes collect internationally 
accepted best practices for managing incidents.



5
Compliance and 
Regulation
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There are different regulations from European 
and national bodies, and in specific regulations for 
incident management. The most important 
European bodies that regulate and propose 
recommendations for incident management are 
EBA, ECB and ENISA, and the national bodies are 
BaFIN, INCIBE, IE-NCSC and UK-NCSC. The specific 
regulations that are recommended to be followed 
are NIS D, PSD2, GDPR and eIDAS.

5.1. How important bodies in the 
EU collect threats? Best practice

5.1.1. European bodies

EBA

The European Banking Authority (EBA) is a 
European authority whose mandate is to ensure 
effective finance and banking sector regulation 
and supervision exists throughout the European 
Union.1 The objective of the EBA is to contribute to 
the stability and efficiency of the financial system, 
for the Union economy, its citizens, and businesses. 
The EBA provides regulatory guidelines and 
recommendations to the industry and provides 
information and guidance on IT risk management, 
risk management and risk mitigation strategies. 
One of the key pieces of regulation for the industry 
is the second Payment Services Directive.2

ECB

The European Central Bank (ECB) is the entity 
responsible for administrating the monetary policy 
of European Union member countries which have 
adopted the euro currency. The principal goal of 
the ECB is to maintain price stability in the euro 
area, thus preserving the purchasing power of the 
euro. The ECB works with the central banks of the 

1      Art 1 (5) Regulation (EU) 1093/2010.
2      https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/regulatory-technical-standards-

on-strong-customer-authentication-and-secure-communication-under-psd2
3      https://www.enisa.europa.eu/about-enisa
4      https://www.enisa.europa.eu/publications/EU_Cybersecurity_Initiatives_in_the_Finance_Sector

5      Circular 10/2017 (BA): Supervisory Requirements for IT in Financial Institutions, published on 6th November 2017 (in the 
version	of	14th	September	2018)	https://www.bafin.de/SharedDocs/Downloads/EN/Rundschreiben/dl_rs_1710_ba_BAIT_

EU Member States to ensure that national central 
banks, as well as the entire EU banking system, are 
protected against cyber-attacks, limiting damage 
in the event of a data breach and ensuring the 
continuity of work carried out in financial 
institutions and banks. The EU Computer 
Emergency Response Team - or CERT-EU for short 
- warns its members of new threats, conducts 
tests, and provides advisory services. It also 
supports its members in responding to cyber-
attacks and exchanges information with Member 
States' national or governmental CERTs or CSIRTs 
on cybersecurity threats, vulnerabilities and 
incidents, possible countermeasures and to 
improve the protection of their ICT infrastructures.

ENISA

The European Union Agency for Cybersecurity was 
established to contribute to the development of a 
European Union policy in the field of network 
security.3 ENISA has published an Incident 
Reporting Framework for incident reporting under 
Article 19 of the eIDAS Regulation. ENISA has also 
provided guidance and recommendation to the 
finance sector4, amongst others, and continues to 
be the central research agency for the European 
Commission in regard to cybersecurity.

5.1.2. National bodies

BaFIN

BaFIN is the acronym for the Federal Financial 
Supervisory Authority in Germany. In November 
2017, the BaFIN published the Circular on 
Supervisory Requirements for IT in Financial 
Institutions.5
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INCIBE

The INCIBE is the Spanish National Cybersecurity 
Institute6, a body responsible for the development 
of cybersecurity and digital trust. Its activity is 
based on research, the provision of services and 
coordination with the agents with competences in 
the field, contributing to building cybersecurity at 
a national and international level. 

INCIBE’s activity is founded on three fundamental 
pillars7:

• Services: INCIBE works for the user’s protection 
and privacy, promoting mechanisms for the 
prevention of and reaction to data security 
incidents, minimising their impact where they 
occur, and promoting training and raising 
awareness.

• Research: INCIBE has at its disposal a great 
ability to address a range of complex projects 
of an innovative nature, guiding this approach 
as a researcher.

• Coordination: INCIBE participates in 
partnership networks, and therefore the 
coordination and collaboration with other 
national and international entities is an 
essential element of INCIBE’s activity.

INCIBE-CERT8 is the security incident response 
centre of reference for citizens and private law 
entities in Spain. It is one of the reference incident 
response teams that coordinates with other 
national and international teams to improve the 
effectiveness of the response to crimes involving 
networks and information systems, reducing their 
impact on public security.

en.html
6      https://www.incibe.es/en/what-is-incibe
7      https://www.incibe.es/en/what-is-incibe/what-we-do
8      https://www.incibe-cert.es/en/what-incibe-cert
9      https://www.ncsc.gov.ie/
10    https://www.ncsc.gov.ie/pdfs/National_Cyber_Security_Strategy.pdf
11    https://www.ncsc.gov.uk/section/about-ncsc/what-we-do

IE-NCSC

The National Cyber Security Centre (IE-NCSC) of 
Ireland9 is the main governmental body responsible 
for the execution of Ireland’s National Cyber 
Security Strategy (2019-2024)10. The NCSC is given 
the governmental responsibility to:

• Advise and inform relevant bodies, government 
departments, and the sector in general.

• Ensure that national and critical infrastructure 
are suitably protected and informed.

• Understand and communicate the current 
cybersecurity climate.

UK-NCSC

The United Kingdom also has a National Cyber 
Security Centre11 (UK-NCSC), whose role is to:

• Provide guidance on cybersecurity topics 
available to all.

• Respond to formal cybersecurity incidents 
within the United Kingdom.

• Nurture the UK's cybersecurity capability 
through specific events, guidance, and training.

• Actively secure public and private sector 
networks.

5.1.3. Specific regulations

NIS D

Member States have to also lay down notification 
procedures for OES (Operators of Essential 
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Services) to the competent authority or CSIRT, 
including a determination of the significance of the 
impact of an incident12, which is relevant for follow-
up cross-border reporting of the respective 
incident if there is a significant impact on the 
continuity of essential services in other Member 
States.13

PSD2

The incident reporting framework established by 
the PSD2 obliges the payment service provider to 
notify the competent authority of its home 
Member State. This authority will then promptly 
provide details of the incident to the European 
Banking Authority (EBA) and the European Central 
Bank (ECB)14.

EBA and the ECB shall, in cooperation with the 
competent authority of the home Member State, 
assess the relevance of the incident to other 
relevant Union and national authorities and shall 
notify them accordingly. The ECB shall notify the 
members of the European System of Central Banks 
on issues relevant to the payment system. On the 
basis of that notification, the competent authorities 
shall, where appropriate, take all of the necessary 
measures to protect the immediate safety of the 
financial system.

GDPR

For the purpose of incident handling, GDPR 
contains in Articles 33 and 34 a requirement to 
notify and communicate personal data breaches 
to the supervisory authority, also regulating the 
procedure for handling a security incident involving 
personal data. The notification of a personal data 
breach must contain, as a minimum, the following 
information:

12      Art 14 (3) and (4) Directive (EU) 2016/1148
13      Art 14 (5) Directive (EU) 2016/1148
14      Art 96 Directive (EU) 2015/2366
15      Art 33 (3) Regulation (EU) 2016/679
16      Art 10 (1) Regulation (EU) 910/2014

• Nature of personal data breach including, 
where possible, the categories and 
approximate number of data subjects 
concerned and the categories and 
approximate number of personal data 
records concerned.

• Name and contact details of the data 
protection officer or other contact point 
where more information can be 
obtained.

• Description of the likely consequences 
of the personal data breach.

• Description of the measures taken or 
proposed to be taken by the controller 
to address the personal data breach, 
including, where appropriate, measures 
to mitigate its possible adverse effects15.

eIDAS

eIDAS is an EU regulation on a set of standards for 
electronic identification and trust services for 
electronic transactions in the European Single 
Market. According to Article 10 of the eIDAS 
regulation, security breaches of notified electronic 
identification schemes have to be suspended or 
revoked, without delay, by the notifying Member 
State and other Member States as well as the 
Commission have to be informed16. In order to 
regain availability of the cross-border 
authentication scheme, the authentication shall 
be re-established as soon as possible after the 
breach or compromise has been remedied and 
other Member States and the Commission shall be 
informed accordingly.  As a last resort, the 
electronic authentication scheme is to be 
withdrawn by the Member States, if the breach or 
compromise is not remedied within three months 
of suspension or revocation.




