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Abstract
This document represents the second deliverable within task T2.1 - Mapping and
understanding human factors in effective cyber-security, which is part of the SOTER project,
Grant Agreement No. 833923. The document is entitled D2.2 – Mapping of human behaviour
related threats and mitigation measures (II) [M28 - October 2021]. The document represents
phase two of a two-part research task. The deliverable presents a qualitative research
exercise, conducted as an explorative case-study within a European-based finance sector
organisation. Three hypotheses are tested through social research-based methods, and a
discussion presented on study outcomes. The document also presents a human factors-based
cybersecurity risk assessment framework, promoting the inclusion of social research methods
to obtain a holistic assessment of the cybersecurity environment, and culture, within an
organisation. The methods allow an understanding of specific individual, psychological,
sociological, and organisational aspects to be gathered about an organisation, that can be
used to create more contextually aware cybersecurity risk management and mitigation.
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Executive Summary
SOTER is a European Commission H2020 funded project, entitled ‘cyberSecurity Optimization
and Training for Enhanced Resilience in finance’ (SOTER). This deliverable is part of SOTER’s
Work Package 2 (WP2) requirements and is titled D2.2 – Mapping of human behaviour related
threats and mitigation measures (II). The deliverable represents work undertaken as part of
the second phase of a two-part research exercise, titled T2.1 – Mapping and understanding
human factors in effective cyber-security.
This deliverable consists of six main sections, along with an introduction and a conclusion.
The introduction provides a brief overview of the document and details its scope and
structure.
The second chapter provides an update to the desk research exercise conducted in phase one
of the research task. This updates the reader with key material from the European
Cybersecurity Agency (ENISA) concerning cybersecurity culture and behavioural aspects. The
chapter also provides information drawn from the recently published insider threat landscape
report, also by ENISA. The chapter then introduces international research on the topic of
insider threats, including documents from the Cybersecurity and Infrastructure Agency of the
United States, the US Department of Defence, the North American Treaty Organisation, and
the Software Engineering Institute of Carnegie Melon University. These references provide
supporting arguments for both the social research methods, and for the human factor-based
risk assessment framework presented in Chapter 6.
Chapter 3 introduces the core research hypotheses. The social research method is viewed
presented as a method for assessing an organisation in a human-orientated manner. The
three hypotheses tested through the social research exercise are:
•
•
•

Management, the cybersecurity department, and general employees have
conflicting priorities regarding cybersecurity.
Certain pressures exist that act as disablers of effective cybersecurity in the
organisation.
Viewing employees as threat vectors impacts trust levels within the
organisation.

The fourth chapter outlines the methodology of the study: a social science and humanities
(SSH) exercise conducted in conjunction with a finance sector organisation, through an
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explorative case-study. A total of 17 participants took part in the study, of which 13 were men
and 4 were women. The sample was comprised of 14 employees from a financial institution
and 3 employees from an external organisation that work directly with the financial
institution in their onboarding process (third-party service providers). Of the 14 internal
employees, 6 were drawn from the organisation’s cybersecurity department. Interviews were
conducted individually through the online communication platform Microsoft Teams.
Thematic analysis was conducted post-interview, and transcripts were coded using semantic
and latent coding. To mitigate biases, interviews were coded several times and between
multiple researchers, with codes discussed to obtain group consensus. The interviews
consisted of a series of cybersecurity related questions, including general questions, specific
questions, and the presentation of three hypothetical situations related to cybersecurity.
These were used to extract opinion, perspectives, and views on cybersecurity from the
participants generally, and in relation to their opinion on everyday work practices,
procedures, behaviours, and specific cybersecurity situations.
Chapter 5 presents the findings of the social research. From the conducted analysis, five key
themes emerged (and related sub-themes):
•
•
•
•
•

Friction between cybersecurity and other processes
Resource allocation and relation to effective cybersecurity
Collaborative cybersecurity and professional responsibility
The role of training and awareness in effective cybersecurity
Employee and organisational trust

Chapter 6 presents a human factor risk assessment framework. The chapter outlines how two
main tools are relevant for a more holistic assessment of an organisation, both of which have
been developed within SOTER:
1. The cybersecurity competence catalogue which allowed the creation of
cybersecurity behaviour and awareness indexes
2. The evaluation of human factor-related risks through SSH-based research.
The final main section, Chapter 7, outlines how two of the three main hypotheses described
in Chapter 3 were validated. Analysis found both consistency and contradictory statements
regarding cybersecurity when comparing general staff and information security staff. Most
staff agreed on aspects related to training, awareness, the importance of cybersecurity, and
aspects of professional responsibility - there were some key differences surrounding internal
and external tensions (business vs cybersecurity and usability vs cybersecurity). There were
also disparate views on the concept of trust and reputation, with variances dependant on the
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framing of the concept of trust, and the relationship between trust and reputation from the
perspective of the organisation. There was, however, strong agreement on the importance of
integrating the human into cybersecurity strategy, and on creating iterative evaluation
methods to ensure that the cybersecurity landscape is understood at the organisational level.
The final chapter is a concluding chapter, which summarises the work completed within the
deliverable and states that the document has been prepared with respect to information
available as of the deliverable date – 31st October 2021 [M28].
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1 Introduction
This deliverable represents part of the work undertaken for Work Package 2 (WP2) in the
SOTER project. It is the second iteration of the deliverable, and presents findings related to
task T2.1 - Mapping and understanding human factors in effective cyber-security. The
deliverable is titled D2.2 – Mapping of human behaviour related threats and mitigation
measures (II). It responds to the information requested in the Description of Action (DoA):
“Report compiling the mapping of threats linked to human behaviour resulting from the
desk and ethnographic research and the evaluation of employee’s awareness. It will also
include the risk assessment framework and mitigation actions for the privacy and
cybersecurity risks identified.”1

This report is based on information that exists as of the deliverable date - 31st October 2021
[M28].

1.1 Scope of this deliverable
This deliverable presents the findings of the second phase of the research task, which
comprises analysis of a series of semi-structured interviews, conducted in an exploratory
manner to investigate aspects of cybersecurity (including privacy practices, gaps, and
vulnerabilities) within a finance sector organisation. The deliverable provides an illustration
of how social science and humanities (SSH) research methods provide an avenue of support
for investigative cybersecurity practices, aiding understanding of aspects such as employee
awareness, security practices and – crucially – organisation structure, culture, and overall
environment. It also details how social research methods can be combined with traditional
cybersecurity risk assessment to provide a more holistic understanding of vulnerabilities that
manifest within any organisation – especially in relation to the interface between process and
the human element.
The deliverable also provides a framework for evidence-based risk assessment, providing a
method for understanding human factor-based vulnerabilities in an organisation, as well as
contributing to their mitigation.

1
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1.2 Structure of the deliverable
This deliverable contains eight sections:
1. Introduction, including scope and structure of this deliverable.
2. Literature review update
3. Research hypothesis
4. Methodology
5. Findings
6. A Human Factor Risk Assessment Framework
7. Discussion
8. Conclusion

1.3 Relation to other tasks and deliverables
The SOTER project has several tasks and deliverables related to the human factor-based
elements of cybersecurity resilience, primarily coordinated through the SSH research partners
(TRI IE, UNIGRAZ, and RISE), with support and guidance from partners with specific
cybersecurity expertise (NTTD ES, and FNMT).
The social research activities relate to elements of research undertaken within WP4 and WP6,
as well as contributing to activities within WP5. In summary, the deliverables and tasks that
relate specifically to this document are:
•
•
•
•
•

D2.1 – Mapping of human behaviour related threats and mitigation measures (I)
T4.1 – Pilots Definition and Planning
D5.1 – Standardized system to security incidences handling and monitoring
D5.2 – White Paper on Cybersecurity standards
T6.1 – Development of Competence Catalogue and training modules

This deliverable (D2.2) has been developed through cooperation and coordination of the SSH
partners. Cooperation is expected to continue throughout the human factor-based aspects of
the SOTER project, which consists primarily of the following:
•
•

T2.1 - Mapping and understanding human factors in effective cyber-security (WP2)
WP4 - Use cases and cybersecurity awareness
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 833923. The contents of this publication are the sole responsibility of the authors and can in no way
be taken to reflect the views of the European Commission.

833923 – SOTER
D2.2 - Mapping of human behaviour related threats and mitigation measures (II)

•

WP6 - Cybersecurity training in finance

It should also be noted that research actions within these work packages directly contribute
to research tasks found within WP5, and more specifically the following tasks:
•
•

T5.1 - Efficient security incident handling and monitoring within EU scenario (WP5)
T5.2 - Standardisation focused on human aspects in cyber-security (WP5)

Specific cybersecurity expertise from NTTD ES has contributed to the designing of the
research methodology, and the conducting of the research activities.
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2 Literature Review Update
This section provides an update to the literature review and desk research presented in D2.1
– Mapping of human behaviour related threats and mitigation measure (I). Its purpose is to
provide a brief overview of predominant material that has informed the framing of this phase
of the research.
Human factor-based cybersecurity has become a central tenet of information security
practice, as organisations have begun to understand the importance of effectively mitigating
vulnerabilities and risks that are psychologically and sociologically bound.

2.1 European cybersecurity research
The European Cybersecurity Agency (ENISA) have conducted three primary research projects
related to the human factor and internal threat:
•
•
•

ENISA Cyber Security Culture in organisations 2
ENISA Cybersecurity Culture Guidelines:
Cybersecurity3
ENISA Threat Landscape 2020 - Insider threat4

Behavioural

Aspects

of

2.1.1 Cyber security culture in organisations
ENISA presented a desk-based research exercise in February 2018, which outlined three
predominant methods for creating a “good” cybersecurity culture (CSC) within an
organisation:

2

European Union Agency for Cybersecurity (ENISA), (2017). Cyber Security Culture in organisations, November 2017,
Available at: https://www.enisa.europa.eu/publications/cyber-security-culture-in-organisations

3

European Union Agency for Cybersecurity (ENISA), (2018). Cybersecurity Culture Guidelines: Behavioural Aspects of
Cybersecurity, December 2018, Available at: https://www.enisa.europa.eu/publications/cybersecurity-culture-guidelinesbehavioural-aspects-of-cybersecurity

4

ENISA Threat Landscape 2020 – Insider Threat, available at: https://www.enisa.europa.eu/publications/insider-threat

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 833923. The contents of this publication are the sole responsibility of the authors and can in no way
be taken to reflect the views of the European Commission.

833923 – SOTER
D2.2 - Mapping of human behaviour related threats and mitigation measures (II)

•
•
•

Top-down approach: initiated by the Board, CEO and/or the most senior Csuite individual with responsibility for cyber security.
Mid-level approach: initiated by mid-management with responsibility for
cyber security or corporate culture (e.g., CSO).
Bottom-up approach: initiated by an individual within a business unit who
identifies a need.5

The authors also identify the seven core dimensions of CSC:
•

Behaviours

•

Attitudes

•

Cognitions

•

Compliance

•

Communication

•

Norms

•

Responsibilities

2.1.2 Cybersecurity Culture Guidelines: Behavioural Aspects of Cybersecurity
In April 2019, ENISA published a second instalment of their human-factor based research. It
developed the previous instalment (see Section 2.1.1) by outlining key studies from the field
and providing a framework for understanding and measuring cybersecurity behaviours within
organisations. ENISA also place emphasis on understanding of human factors-based
cybersecurity as being rooted in behavioural science, urging organisations to form better
understandings of their internal human caoital if they wish to properly assess the
organisation’s human factor-based vulnerabilities.
Crucially, they urge information security professionals to ‘think like social scientists’ to
understand key behavioural aspects:

5

European Union Agency for Cybersecurity (ENISA), (2017). Cyber Security Culture in organisations, November 2017,
Available at: https://www.enisa.europa.eu/publications/cyber-security-culture-in-organisations, p.15
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“A telling observation is the majority of these studies have been carried out by researchers
from engineering disciplines, rather than social scientists. Social scientists would most
likely caution that ‘it’s complicated’ - that the perspective of the human as ‘a component
whose behaviour we can specify’ and control via a small set of ‘levers’ is misguided.”6

The authors also present a framework for understanding human factor-based elements,
highlighting that iterative analysis and evaluation processes are critical for understanding
whether certain procedures and policies are effective in an organisation, as well as
understanding how deployed policies impact on employees’ general attitudes, behaviours,
and overall well-being.

Figure 1. Framework for designing interventions for human aspects of cybersecurity7

2.1.3 ENISA threat landscape 2020 - insider threat
The European Cybersecurity Agency (ENISA) in October 2020, published a report concerning
the concept of insider threats.8 It provides information and context on the insider threat
landscape and outlines five main types:

6

Cybersecurity
Culture
Guidelines:
Behavioural
Aspects
of
Cybersecurity,
https://www.enisa.europa.eu/publications/cybersecurity-culture-guidelines-behavioural-aspects-of-cybersecurity, p.06
7
Cybersecurity
Culture
Guidelines:
Behavioural
Aspects
of
Cybersecurity,
https://www.enisa.europa.eu/publications/cybersecurity-culture-guidelines-behavioural-aspects-of-cybersecurity, p.19
8
ENISA Threat Landscape: Insider Threat, available at: https://www.enisa.europa.eu/publications/insider-threat
This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 833923. The contents of this publication are the sole responsibility of the authors and can in no way
be taken to reflect the views of the European Commission.

833923 – SOTER
D2.2 - Mapping of human behaviour related threats and mitigation measures (II)

a) The careless workers who mishandle data, break use policies and install
unauthorised applications;
b) The inside agents who steal information on behalf of outsiders;
c) The disgruntled employees who seek to harm their organisation;
d) The malicious insiders who use existing privileges to steal information for
personal gain;
e) The feckless third-parties who compromise security through intelligence,
misuse or malicious access to or use of an asset.9
It should be noted that this typology does not make a clear distinction between varying
motivations and includes criminal intent alongside malpractice and negligence within (e). It
also does not account appropriately for organisational or sociological concerns that may
impact on cybersecurity. Aspects that affect cybersecurity resilience such as appropriate
integration between teams, accessible and up-to-date knowledge bases for incidence
response, and appropriate competence and awareness training are not explicitly catered for
in the ENISA typology.

2.2 International research
Coupled to current European research, notable international bodies have considered human
factor-based cybersecurity. Core concepts from these studies support the research conducted
within SOTER.
2.2.1 Cybersecurity and infrastructure agency – insider threat mitigation guide
Published in November 2020, the Inside Threat Mitigation Guide10 provides an overview of
the insider threat landscape. It was written by the Cybersecurity and Infrastructure Agency of
the United States, in response to several high-profile national infrastructure ransomware
attacks.

9

ENISA Threat Landscape: Insider Threat, available at: https://www.enisa.europa.eu/publications/insider-threat, p. 2

Cybersecurity and Infrastructure Agency, Insider Threat Mitigation Guide,
https://www.cisa.gov/sites/default/files/publications/Insider%20Threat%20Mitigation%20Guide_Final_508.pdf

10
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They provide a simpler typology of insider threats than ENISA, by underlining that insider
threats can be either unintentional (negligent or accidental) or intentional. They also include
some other threats related to collusion and third-party attacks, which they again frame as
being either unintentional (e.g., victim of social engineering attack), or intentional (e.g.,
colluding with a competitor to steal intellectual property).
Source

Motivation

Employee (negligence)
Employee (accidental)
Employee (criminal)
Collusion
Third-party

Unintentional
Intentional
Unintentional
Intentional
Unintentional
Intentional

Table 2. Cybersecurity and Infrastructure Agency Insider Threat Sources

The agency proposes that all types of unintentional insider threat can be mitigated through
training, awareness, and competence development campaigns – with the negligent insider
demonstrating behaviour that can be identified and specifically mitigated against. They also
recommend that organisations develop concrete insider threat mitigation programs to
identify and control potential negative impacts. The document also outlines how resilient
insider response is the responsibility of all in the organisation – highlighting that potential
criminal behaviour can be identified by colleagues as well as superiors. They recommend
developing an approach that places responsibility of effective mitigation on all employees –
especially within critical infrastructure domains.
2.2.2 United States Department of Defense - Insider Threat Mitigation
The United States Department of Defense (DoD) have provided guidance on protecting
against insider threats. In a similar manner to ENISA, and the Cybersecurity and Infrastructure
Agency, the DoD determine four motivations:
a)
b)
c)
d)

Maliciousness
Disdain of security practices
Carelessness
Ignorance
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Their framing of the problem is more concise than ENISA and provides a clear distinction to
be drawn between threats derived from criminal intent, such as (a) – and those that are not
(b), (c), (d).
While the DoD primarily provides mitigation recommendations regarding the threat of
malicious insiders within governmental organisations, it also gives broad recommendations
regarding the development of a trustworthy organisation – efforts to reduce threats “by
establishing a high level of assurance in the trustworthiness of people, practices, systems and
programs.”11
2.2.3 North American Treaty Organisation - Human Systems Integration Approach
The North Atlantic Treaty Organization (NATO) have developed a comprehensive outline for
the development of resilient cybersecurity, entitled the Human Systems Integration Approach
to Cybersecurity (HSIA). While the document targets aspects of military defence, it is
important to acknowledge areas of concern that the working group have identified, especially
those applicable across the range of critical sectors:
•

Approaches to improve selection, education, training and retention of a cyber
force (IT experts);

•

Approaches to improve cyber awareness of all defence personnel;

•

Methods, techniques and tools to bridge the gap between the cyber force and
the operational community in terms of perceptions of cyber threat, procedures
and practices for prevention;

•

Techniques to enhance organizational resilience to cyber-attacks;

•

Methods to improve control behaviour via cyber security policies and targeted
Education and Training (E&T);

•

Identification of the specific characteristics of a malicious insider’s behaviour
and methods or tools to identify this potential threat; and

Department of Defense (DOD), (2000). Insider Threat Mitigation: Final Report of the Insider Threat Integrated Process
Team. US Department of Defense, Office of the Assistant Secretary of Defense (Command, Control, Communications, and
Intelligence). Available from https://apps.dtic.mil/dtic/tr/fulltext/u2/a391380.pdf, p.9

11
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•

Definition of the role of the military commanders to mitigate cyber threat.

The conclusion of the NATO working group was “that we need a common research
perspective to study cyber security that focuses on the interrelatedness between technology
and software developments, concepts, strategies and doctrines, organizational processes
improvement and human performance.”12
NATO provide the Human Systems Integration Approach model, which places the human
factor alongside (and with equal importance) the more traditional cybersecurity domains of
hardware and software:

Figure 2. NATO Human Systems Integration Approach13

12

https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-HFM-259/$$TR-HFM-259ALL.pdf, p.1-1, accessed 2021-07-26.
13
https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-HFM-259/$$TR-HFM-259ALL.pdf, p.2-2, accessed 2021-07-28.
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NATO also aspects related to human behaviour, noting the importance of following questions
in the context of understanding the human factor-based vulnerabilities that organisations
face:
•

What kinds of errors do users make?

•

What tools exist to capture information about user errors?

•

How can incorporating an understanding of user behaviour, cognition and
decision making improve cyber system security?

•

Do personality factors affect cyber security behaviours?

•

Is awareness of a cyber threat sufficient to change users’ behaviours?

•

How does perception of risk influence users’ behaviour?

•

What do we know about risk awareness and personality with respect to social
media? What do we know about insider threats, how to detect them and how
to prevent them?14

2.2.4 Common Sense Guide to Mitigating Insider Threats, Sixth Edition
Carnegie Melon Universities Software Engineering Institute have produced a ‘Common Sense
Guide to Mitigating Insider Threats’, now on its sixth edition.15 The document provides a
comprehensive overview of human factor related aspects of cybersecurity – considering
aspects such as:
•

Formalising an insider threat program

•

Human resource management (hiring, monitoring, and remedial policies for
disruptive behaviour)

•

Anticipating negative issues in the workplace

•

Considering risks from business partners

14

https://www.sto.nato.int/publications/STO%20Technical%20Reports/STO-TR-HFM-259/$$TR-HFM-259-ALL.pdf, p.4-1,
accessed 2021-07-28.
Common Sense Guide to Mitigating Insider Threats, Sixth Edition, available at:
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
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•

Social media use (and misuse)

•

Minimising stress and mistakes in the workplace

•

Incorporating both malicious and unintentional threat awareness programs into
training

•

Establishing a baselines of employee behaviour

•

Adopt positive incentives to align motivations in the workplace

The human centred topics are coupled with more commonly accepted cybersecurity
procedures such as password control, access management, risk assessment, privacy impact
assessment, and human resource policies.
The increased focus on human centric issues – especially those related to behaviour and the
work environment - demonstrate how the human factor element is becoming a central
component of overarching cybersecurity strategies.
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3 Research Hypotheses
Through the first phase of T2.1 – Human factor as internal threat, the research team framed
cybersecurity as being rooted within socio-technical constructs; resilience a symbiotic
compound of technology and behaviour.16 Within cybersecurity, the human factor is
recognised as integral to operational security, with constructs such as awareness, perception,
proficiency, and personality viewed as determinants of success or failure.17
Cybersecurity risk assessments include attack vectors such as social-engineering, malpractice,
and internal maliciousness, while resilience strategies mitigate through technologically
leveraged training and education; empowerment through procedures, practices, protocols
and the provision of increasingly robust security technologies.18
The SOTER project presents the human factor-based aspects of cybersecurity by framing
behaviour through four dimensions: individual, psychological, organisational, and
sociological. This framework was developed during the first phase, within the deliverable
titled D2.1 – Mapping of human behaviour related threats and mitigation measures (I):
Dimension

Sub-components

Individual and psychological

Competencies and awareness
Personality and attitude
Teamwork and team dynamics
Team level
Multi-team level
Management level

Organisational and sociological

16

Zaccaro, S. J., Dalal, R. S., Tetrick, L. E., & Steinke, J. A. (Eds.). (2016). Psychosocial dynamics of cyber security. Routledge.

Oltramari, A., Henshel, D. S., Cains, M., & Hoffman, B. (2015, November). Towards a Human Factors Ontology for Cyber
Security. In STIDS (pp. 26-33).

17

Joinson, A., & Steen, T. V. (2018). Human aspects of cyber security: Behaviour or culture change?. Cyber Security: A PeerReviewed Journal, 1(4), 351-360.
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Dimension

Sub-components
Organisational level
Contextual factor
Table 3. SOTER Human Factor-based cybersecurity framework

The SOTER research team hypothesises that the interplay of individual and organisational
processes frequently yields contradictory incentives for human behaviour. For cybersecurity
to be effective, it is necessary to account for organisational processes that adversely affect
processes at the individual level.
The social research method proposed in this study is used for assessing an organisation, in a
human-orientated manner. Its goal is to uncover hidden aspects that negatively impact on
overall cybersecurity resilience. This demonstrates how a specific methodology (based on
social science research methods) can be implemented to assess specific human factor-based
cybersecurity aspects, while also providing understanding of the practicalities of operational
and overall organisational cybersecurity.
Social research methods were used to gather perspectives from employees and gain deeper
insight into the daily operations in their workplace, to obtain a holistic view of the
organisation through interaction with different departments and job roles/functions. The
study presented helps the research team understand how individual and organisational
processes present themselves in a target end-user organisation, with questions directed at
exploring three main hypotheses.
The hypotheses were developed over the course of the first half of the research lifecycle,
through a combination of desk research, theoretic discussion, concept mapping, and
exploratory idea formation.
The three hypotheses to be tested are as follows:
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Management, the cybersecurity department, and general
employees have conflicting priorities regarding cybersecurity.

H1

H2

H3

Certain pressures exist that act as disablers of effective
cybersecurity in the organisation.

Viewing employees as threat vectors impacts trust levels
within the organisation.

Figure 3. SOTER social research hypotheses
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4 Methodology
This chapter outlines the methodology employed in the research study. It describes the study
participants - who they were and how they were recruited. It also delineates the procedure
for how data was collected, a description of the research methods used, and how they were
devised. The chapter also highlights ethics issues considered during the research study. Lastly,
the methods used to analyse data are discussed.

4.1 Participants
A total of 17 participants took part in the study, of which 13 were men and 4 were women.
The sample was comprised of 14 employees from a financial institution and 3 employees from
an external organisation that work directly with the financial institution in their onboarding
process (third-party service providers). Of the14 internal employees, 6 were drawn from the
organisation’s cybersecurity department. The financial institution in question is based within
Europe and employs between 1500 and 5000 employees.
Table 3 displays an outline of the participants’ job roles, distinguishing between participants
that worked in the cybersecurity department and participants that worked in other
departments.
3 Senior Managers
5 Middle Managers
3 External Back Office Staff

General staff (GS)

3 Cybersecurity Managers
3 Cybersecurity Staff

Internet Security staff (ISS)
Table 4. Outline of participants' job roles

Participants were recruited through judgment sampling, where the task lead communicated
with the finance sector organisation and worked with them to select participants based on
their job role. Participation in the study was wholly voluntary.

4.2 Schedule
An interview schedule was developed by the researchers as a group based on prior desk
research and the study’s research hypotheses (see Annex A). The interview schedule
consisted of six semi-structured questions divided into three sections, with each section
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linking to a research hypothesis. The first section included questions related to cybersecurity
processes that participants felt were effective and those that required improvement, as well
as any difficulties they experienced in implementing cybersecurity procedures. The second
section included questions for participants to reflect on whether they experience conflict in
their job between their primary tasks and their cybersecurity tasks. The third section included
questions about whether cybersecurity had any negative impacts or caused psychological
pressure or concern.
In addition to semi-structured interview questions, participants were presented with three
hypothetical scenarios. Each hypothetical scenario displayed a workplace situation in which a
character responded to an issue. Participants were asked to rate how much they agreed with
how the character had responded to the issue, on a Likert scale of 1 (Not at all) to 5 (Very
much). Moreover, participants were asked to reflect on their rating and expand on their views
about the scenario.
At the end of the interview, participants were asked whether there was anything they wished
to add. Additionally, warm-up questions were included at the beginning of the interview to
get participants to think about the topic and provide examples of cybersecurity processes in
their workplace. A series of prompt questions were also provided for the researcher to
prompt the participant to develop on their responses, where appropriate.

4.3 Procedure
Interviews were conducted with each participant individually through the online
communication platform Microsoft Teams. In each interview, there were two interviewers:
one interviewer asked questions to the participant and one interviewer made notes to aid the
word-for-word transcriptions of the interview, which were made post-interview by listening
back to the recording. Each interview lasted between 30 and 60 minutes. Interviews were
recorded and recordings were watched to complete and check through the transcript to
correct for any mistakes, using the notes as a guide.
Prior to conducting the interviews, participants were sent an information sheet (see Annex B)
explaining the objectives of the study and what their participation would involve. After
reading the information sheet, participants completed and signed the consent form (see
Annex C) which they emailed to the lead researcher. The lead researcher then countersigned
the consent form and returned it to the participant.
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At the beginning of each interview, the interviewers introduced themselves and reminded
the participants that the interviews would be recorded, that their data would be
pseudonymised, and their responses would only be accessed by the researchers. The
interviewers asked participants to speak as openly as they felt comfortable and reminded
them that they could stop the interview at any time. Participants were asked their consent to
participate and if they had any questions before commencing the interview.

4.4 Translation
The interviews with participants were conducted in the native language of the country in
which the case-study organisation is based. The interviews were transcribed and coded in this
language. After the researchers had cross-validated the codes, the codes were translated into
English by 4 of the 5 members of the research team who spoke the original language fluently.
Once the codes had been translated, the themes were discussed and written up in English.
Lastly, the transcript quotes used in this deliverable in Chapter 5. Findings to exemplify the
themes and sub-themes that resulted from our analysis were translated into English by the
researchers.

4.5 Research Ethics
Prior to contacting the participants, organisational consent was obtained (see Annex D). This
organisational consent was used to ensure that the host organisation understood their role
and responsibilities during the study. Consent from all participants was obtained via signed
consent sheets before conducting the interviews, and verbal consent was obtained at the
beginning of the interviews.
Each participant was assigned a pseudonym, consisting of the letter P followed by a prime
number, to keep their identity confidential. When a participant’s consent sheet was received,
they were assigned a pseudonym, and a table was created with their assigned pseudonyms
and their interview date.
Whilst completing and reviewing the interview transcripts, leading information in
participants’ responses about their job role was removed or generalised to ensure a degree
of anonymity. To provide additional security, the reference table of pseudonyms and
participants’ interview transcripts were stored on isolate and separate SharePoint servers,
each with restricted permission and access management. Access was only provided to those
with a distinct requirement. So far during the process, only researchers involved directly in
the research task have been provided access.
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Research ethics were discussed at bi-monthly SSH meetings in which the researchers gave
updates on the progress of the research project. This also served as a platform for the group
of researchers to discuss and provide feedback on the project. Moreover, ad-hoc meetings
were arranged to discuss any issues that arose.
Further details of the pseudonymisation process will be described in the next iteration of the
Data Management Plan – D1.15 Data Management Plan (IV), which is due to be delivered in
M29 (November 2021) of the project. In pursuance of legal compliance, a Joint Controller
Agreement was executed between the two organisations (TRI IE and NTTD ES) involved in
processing the research data. The executed Joint Controller Agreement may be found in
Annex F.
4.5.1 Ethical considerations
To date, no major ethical issues have arisen from the research study.
The third hypothetical scenario presented to participants produced an array of responses.
This hypothetical scenario described an organisation that had installed a monitoring software
on an employee’s computer to monitor the files they accessed and edited. This monitoring
also required employees to keep their camera on for the working day to ensure they were at
their computers. Participants produced opposing responses: some described the need to
comply to the organisation’s procedures, whereas others described an invasion of privacy
they would feel in this scenario.
One participant emailed the lead researcher after their interview and queried the relevance
of including this hypothetical scenario. The participant stated that they did not know of any
organisation that required employees to have their cameras on during their working hours.
They suggested the inclusion of a different hypothetical scenario that is clearer. The
researchers attempted to reply to the email, however since the interviews were completed,
the participant had left the organisation.
The situation was discussed with other SSH partners, but it was decided not to remove
hypothetical scenario to keep consistency between interviews and to observe the responses
that resulted from the scenario. Due to the nuanced nature of this scenario, the scenario
responses were not interpreted when coding the interviews.
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4.6 Data analysis
The analytic approach used was inductive thematic analysis19. The interview transcripts were
divided between the researchers. Transcripts were read and re-read for the researchers to
become familiar with the data. Transcripts were then coded using semantic and latent coding.
Following this, the researchers convened to discuss the codes from the transcripts. A second
round of coding was conducted with each researcher coding different transcripts to the first
round. The researchers met again to discuss the codes and explore potential themes. In
subsequent meetings, themes were reviewed and defined.
A critical realist epistemological position was adopted20, thereby accepting participants
reports as reflecting their reality, yet acknowledging that this reality is influenced by their
own socio-cultural environment.
4.6.1 Validation and bias mitigation
To promote greater research rigour and mitigate biases, interviews were coded several times
between multiple researchers, with codes discussed to obtain group consensus. By doing this,
the codes obtained in the first round of coding were validated by independent researchers.
Potential biases were discussed in an open and honest manner – with any notable concerns
attempted to be mitigated through discussion and more refined thematic analysis.

19

Braun, V. & Clarke, V. (2006). Using thematic analysis in psychology. Qualitative Research in Psychology, 3, 77101

20

Bhaskar, R. (2008). A realist theory of science. Abingdon, UK: Routledge
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5 Findings
This section presents the main findings from the conducted thematic analysis, including
discussion, researcher interpretation, and relevance to the overarching themes of the SOTER
project.
After analysis of the interview transcripts, five main themes emerged:
•
•
•
•
•

Friction between cybersecurity and other processes
Resource allocation and relation to effective cybersecurity
Collaborative cybersecurity and professional responsibility
The role of training and awareness in effective cybersecurity
Employee and organisational trust

The themes presented above should not be viewed in isolation nor mutually exclusive, as
aspects related to one theme may interact with others. The research team identified these
overarching themes to initiate discussion on effective cybersecurity and how themes provide
insights into individual, organisational, psychological, and sociological aspects of
cybersecurity.

5.1 Specific discussion about themes
From the thematic analysis of interviews with general staff (GS) and internet security staff
(ISS), the following sub-sections explore the themes and provides insight into how each theme
has component sub-themes. Engaging with sub-themes allows a holistic understanding of the
organisation to be developed, while also allowing extrapolation out into the wider finance
sector. Below is an overview diagram of the identified primary themes, and related subthemes.
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Friction between
cybersecurity and
other processes

Resource allocation
and relation to
effective cybersecurity

Collaborative
cybersecurity and
professional
responsability

The role of training and
awareness in effective
cybersecurity

Employee and
organisational trust

Business vs
cybersecurity

Need for more
cybersecurity staff

Integration of teams and
collaboration

Importance of training
and awareness

Human error and human
nature

Usability vs
cybersecurity

Lack of time

Collective responsability
vs hierarchical
responsability allocation

Need for broader and
more practical training

Automation and
proceduralising as
mitigation measures to
reduce human error

Professional
responsability

Awareness of
cybersecurity
compliance and habitual
cybersecurity

Bank reputation

Urgency and planning

Figure 4. Mapping of identified themes

5.1.1 Friction between cybersecurity and other processes
One of the main hypotheses tested in the study focused on pressures that exist within the
organisation that act as disablers of effective cybersecurity. The research team felt that
stresses or tensions may exist within certain contexts or situations. This section explores this
hypothesis from within several related sub-themes.
5.1.1.1 Business vs cybersecurity
Achieving business objectives whilst complying strictly with cybersecurity procedures
simultaneously was noted as one of the most prevalent friction points in the organisation.
Most employees emphasised the need for, and importance of, finding a balance between
business demands and cybersecurity procedures.
The difficult part is where you strike the balance between cybersecurity and business. Both
worlds need to co-exist: let customers do the operations they want, whilst also complying
with cybersecurity procedures in a secure way. (P-041 GS)

Employees expressed how compliance with cybersecurity procedures could slow down the
execution of business operations, which is a key issue as in most cases time and timeliness
are key considerations for effective business operations. This tardiness due to cybersecurity
compliance, could potentially lead to cybersecurity procedures not being followed diligently.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 833923. The contents of this publication are the sole responsibility of the authors and can in no way
be taken to reflect the views of the European Commission.

833923 – SOTER
D2.2 - Mapping of human behaviour related threats and mitigation measures (II)

ISS discussed how business operations often required a high level of flexibility, adaptability to
change and dynamism to meet the company’s objectives. Due to the need for flexibility in
business operations, employees felt there may be specific situations where cybersecurity
procedures were required to be more adaptive. However, ISS also mentioned that it is also
important to weight up the cybersecurity risks you are taking when being more flexible.
For business reasons you might have to change cybersecurity. As long as the balance
doesn't undermine the risk you have to take by making that decision. I have a different
view due to my job. (P-083 ISS)

As reflected in the quote above, ISS also acknowledged that this imbibed sense of
cybersecurity may be due to their job role and definition.
5.1.1.2 Usability vs cybersecurity
Cybersecurity procedures can sometimes generate some difficulties for the user experience
(UX). Employees felt this was especially the case for client facing services and products
because clients may find it difficult to deal with complex cybersecurity procedures, especially
for users less familiar with new digital technologies and cybersecurity procedures.
On the one hand, from the clients' perspective, complying with certain procedures or too may
cybersecurity procedures may hinder user experience.
Because of my job, I have a customer mentality. I know that too much cybersecurity affects
the customer's UX, but cybersecurity is very important. (P-009 GS)

On the other hand, considering company employees as a core user group, the performance
of their main tasks in their day-to-day work may be hampered due to complying with
cybersecurity procedures, reducing the usability of applications, or slowing down workplace
tasks.
Cybersecurity processes prevent us from being more agile in our work activity, but they
are very necessary. (P-037 GS)

For example, employees reported friction between UX and specific cybersecurity situations
related to the way data or files are shared. To comply with established security procedures
(to prevent cybersecurity incidents such as data breaches), communications needed to be
carried out via secure transfer routes (network or corporate cloud infrastructures in most
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cases), which slowed down business operations or those related to their daily work
performance.
It's more convenient to share something I've downloaded from an email and share it via
WhatsApp, but we have blocked that to prevent information leaks. You lose functionality,
but you gain security. (P-079 ISS)

As highlighted in the quote from the ISS above, some cybersecurity procedures retract
functionality to gain greater security, thus it is important to find a balance between these two
friction points.
5.1.1.3 Urgency and planning
As discussed in previous sections, flexibility, adaptability to change and dynamism are of vital
importance within the finance sector. On many occasions this means the execution of
operations or projects according to initial planning may be affected by circumstances or
scenarios that require an acceleration of processes or activities necessary to carry them out.
Often the pressure you are under or the rush to get the information makes you a bit more
flexible with the procedures, even if you know it is not the best way to do things. (P-067
GS)

As noted in the quote above, this acceleration sometimes means that compliance with
established cybersecurity procedures is reduced, increasing the risk of a cybersecurity
incident that could compromise the company, its employees, or its clients. In these cases, the
decision is made to prioritise meeting business objectives over maintaining an optimal level
of cybersecurity.
Obviously, there are obstacles when something is urgent for a department, for us it is not
as urgent, and it is not passed through cybersecurity or someone tries to bypass security.
(P-029 ISS)

Therefore, as stated in the quote below, reasons such as urgency and pressure on employees
to meet business objectives increases the risk of a cybersecurity incident (e.g., human error).
Rushing can cause many cybersecurity incidents. Human errors occur when you start a
project and leave out some procedures in order to get the project done faster. (P-037 GS)

The process of planning projects and tasks may ameliorate these issues that arise due to
urgency. Taking some time at the beginning of a project to plan and co-ordinate with the
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cybersecurity team and other teams involved in the project to factor in cybersecurity
processes into the project timescale ensures that cybersecurity procedures and standards are
met and are not omitted due to urgency.
Before starting a project, time is spent thinking about how the project needs to be done.
This initial loss of time in designing how to do the project later means the work is more
efficient. If you don’t dedicate time to designing and you start working, in the end it will
take longer to complete the project and with less preparation comes more probability of
wasting time and risks occurring. (P-079 ISS)

5.1.2 Resource allocation and relation to effective cybersecurity
The importance of appropriate resource allocation is a recurring theme within cybersecurity,
as greater demands are placed on ISS as companies move further into digitization. The move
towards larger and more complex IT systems places increasing strain on existing, sometimes
outdated, IT support systems, while the overall attack surface widens as companies move
services onto cloud or distributed infrastructures or develop increasingly digitized new
product offerings. Resource allocation was a central theme within the interviews, as both GS
and ISS believed that greater emphasis on ensuring adequate resource allocation would
provide for increasing returns to overall cybersecurity resilience.
5.1.2.1 Need for more cybersecurity staff
Staff are often viewed as one the most important assets that a company has. Multiple
interviewees recognised the importance of staff, understanding the role of staff in the success
of the organisation, and the role of staff in the appropriate levels of cybersecurity.
What I would like is to have a powerful team so that we can do more things and protect
the company better. (P-029 ISS)

Having more cybersecurity staff – of the correct level of skill – would make a difference,
providing an avenue of greater staff allocation to certain tasks, roles, or cybersecurity
mitigation efforts.
We need to have more people in all the security teams to get more work done. As there
are few of us, in the end you end up doing what is urgent and important, and there are
lots of things that we are not doing because of a lack of staff. (P-079 ISS)

One key sub-theme that emerged was the recognition that the market for cybersecurity talent
was extremely competitive. This meant that identifying, hiring, and retaining staff placed
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strain on budgets, human resource departments, and management – as the most talented
staff were sometimes difficult to attract or retain in the face of stiff market competition.
Given the circumstances of the job market and so on, it is very, very difficult to find people
with experience and skills in security, I think there is a lack of experienced people in the
market, and we would like to have more people in our team. (P-029 ISS)

Retaining talent was viewed as a specific risk for the organisation – and interviewees placed
emphasis on mitigating this concern in the short to medium term. Staff turnover placed strain
on the organisation, as new employees would have to be trained on specific processes and
policies – potentially creating a vulnerability in the organisation if not managed effectively.
Cybersecurity and security departments today have a very big problem: talent retention.
There is a lot of mobility of profiles of very talented people. (P-059 ISS)

5.1.2.2 Lack of time
Resources are not always based on human or asset capital. The resource of time is often seen
as one of the most precious for companies. Time pressures can often lead to vulnerabilities
appearing across an organisation – manifesting as malpractice, negligence, or stress and
pressure related errors incidences.
Often the pressure you are under or the rush to get the information makes you a bit more
flexible with the procedures, even if you know it is not the best way to do it. (P-067 GS)

It was important to recognise resource pressures manifest in different forms – from pressure
on development lifecycles to urgent business requirements due to deadlines or demanding
cross-departmental pressure. Interviewees noted how time pressure manifested in the
organisation – often represented as urgency in specific business processes.
Participants discussed how time pressure tended to result in an organisational trade-off
between the process being completed in time, and the process getting completed considering
the appropriate cybersecurity policies and procedures. Time constraints can also mean that
ISS tend to prioritise urgent tasks and attend to business initiatives, which leaves them with
less time to work on other cybersecurity tasks.
The urgency of getting something into production, the business times. If we weren't under
so much pressure from the business areas to get initiatives off the ground, we would be
able to do more things. (P-079 ISS)
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5.1.3 Collaborative cybersecurity and professional responsibility
Cybersecurity has become an important element that protects us and helps us navigate the
digital world in which we live in. The crucial dynamic of working collaboratively with the
cybersecurity team and ensuring that work is conducted in conjunction with them or with
their approval, gives staff comfort in knowing their workplace is more secure. This
collaborative mindset is reflected in the sense of collective responsibility observed in
employees, whereby staff felt it was everybody’s responsibility to ensure that cybersecurity
procedures were followed. Furthermore, responsibility was also highlighted in a professional
sense, as employees felt a deep responsibility to ensure they complied with cybersecurity
procedures and handled cybersecurity incidents with professionalism, especially considering
the critical nature of their role in a critical industry, the finance sector.
5.1.3.1 Integration of teams and collaboration
Over the course of the interviews, it was clear that there was close integration between the
cybersecurity team and other teams, to inform and help employees manage cybersecurity
practices, and concerns, in their work.
It's more about fitting the needs of the cybersecurity department into the day-to-day of
new business developments. Security in our department is another participant in the
work we do. In my job role, all decisions that are made are coordinated with security. We
don't make decisions that they don't know about because it can impact security. We after
the client side of things, but they inform us. (P-007 GS)

ISS also reported on their integration with other teams, commenting on the cross-sectional
nature of how they work which allows alignment between cybersecurity and other
departments.
We are very cross-cutting in the security side and very integrated in all areas, which allows
us to be very aligned with security standards in the company. We are planting this security
seed in each area and there are people who are staying within each technology division
with security tasks and with a compliance that is bearing its fruit (P-083 ISS)

The active involvement of ISS throughout the lifecycle of a project, from the creation of the
idea of the project, up until the end of the project was discussed by GS. For the duration of a
project, the cybersecurity team are in continuous contact with the project members and
inform employees of measures to be implemented and issues to be considered, with
processes receiving approval from the cybersecurity team before continuing. This ensures
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that a project advances securely and reduces the risk of projects being delayed due to
cybersecurity issues not being considered.
From the beginning of any idea, when you start to shape and mature it, you involve the
relevant departments early on, including the cybersecurity department, and then you start
to shape it, so that we don't move in a direction that later becomes inoperative. In that
sense, we have a system in place of involving security at different points, from when we
launch an RFP, to the project development and then the production. (P-013 GS)

The collaborative and active involvement of ISS in projects and decisions gave employees
assurance that their work would be secure.
From the moment cybersecurity experts are involved in the projects, you can know that
the steps you are taking in the project are secure and have all the guarantees. (P-037 GS)

5.1.3.2 Collective responsibility vs hierarchical responsibility allocation
There was consensus amongst participants that responsibility fell on all employees to ensure
that cybersecurity procedures are implemented effectively. Therefore, there was a sense of
collective responsibility concerning the implementation of cybersecurity procedures, as
opposed to the defined schematic of approaches outlined in the ENISA report on
cybersecurity culture (see Section 2.1.1).
The majority of GS reported that there was a divide between the nature of the responsibility
of ISS and GS. Participants believed that ISS had the responsibility to define and implement
cybersecurity procedures, yet it was all employees’ responsibility to execute measures
defined by the ISS.
I think we there are two profiles. On the one hand, the profile of cybersecurity teams (...).
They set the pace, the protection mechanisms and the guidelines to follow. On the other
hand, all us employees who carry out the policies defined by these cybersecurity teams,
as well as use the cybersecurity tools and pass on everything the cybersecurity team tells
us to clients on a day-to-day basis (...). (P-041 GS)

Another example of division of responsibility was mentioned by ISS. As reflected in the quote
below, some ISS highlighted a top-down hierarchical structure of responsibility in which the
directive body of the company is responsible for allowing measures to be implemented, and
the cybersecurity team is responsible for identifying cybersecurity gaps and creating
cybersecurity measures. This might be seen as most aligned with the middle-down approach
as defined by ENISA (see section 2.1.1).
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If you have a cybersecurity team it is for them to see those gaps and deficiencies that you
may have at the cybersecurity level. Also, the governing bodies are the ones that execute
or enable what cybersecurity can be done. One without the other is no good (...). (P-053
ISS)

Some respondents expressed a mix of collective and hierarchical responsibility in their
answers.
It is up to senior management and the people in charge to ensure that the procedures are
complied with through the heads of operations, CISOs, employees, but it is primarily the
responsibility of each individual to ensure that everything runs smoothly and
harmoniously. (P-029 ISS)

The quote above reflects a balance of top-down responsibility culture, in which higher
management vouch for cybersecurity and ensure that cybersecurity procedures are followed,
and the personal responsibility of each employee to follow these procedures. This would
reflect that for overall cybersecurity resilience there had to be an effective mix of both topand bottom-up approaches – with each supporting the other.
All of these views together reflect that every department, and every employee, has a
responsibility to ensure that cybersecurity procedures are followed correctly, building
together a sense of collective responsibility.
5.1.3.3 Professional responsibility
When discussing the course of action that employees would take if a cybersecurity incident
occurred, the sub-theme of professional responsibility was prevalent. GS mentioned the
discomfort or uneasiness they would feel when reporting a problem, a feeling that was
intrinsically linked to responsibility: the feeling of being responsible for potentially hindering
the security of the organisation, in addition to responding actively on this feeling by reporting
the incident due to the sense of responsibility employees felt. Linking to the latter, the quote
below reflects the prominence of responsibility that GS felt:
(...) you don't feel comfortable, but you know it's going to be more uncomfortable later,
the problem gets bigger. It is not a question of how you feel, but a question of
responsibility. In that sense, you have to act responsibly. (P-013 GS)
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By having this sense of professional responsibility, participants acknowledged that one’s own
feelings must be put aside, and staff must have a more global vision of what is best for the
organisation.
Furthermore, when participants were asked how they would act if their colleague had caused
a cybersecurity incident, most employees stated that would have an active role in this process
either by encouraging their colleague to report the incident or reporting the incident
themselves on their colleague’s behalf. This also demonstrates professional responsibility felt
by employees in relation to cybersecurity incidents as they are considering the greater good
of the company.
I would help my colleague, I would encourage them to talk to our superior. If he didn't,
even if they were my colleague, I would tell our superior. (P-097 GS)

5.1.4 The role of training and awareness in effective cybersecurity
The SOTER project includes the development of a cybersecurity competence catalogue, a
training platform, and the creation of a set of training and awareness modules intended for
the finance sector. It was important within the qualitative investigation to understand
perspectives in the organisation around training, awareness, and education. The study should
understand if there was consistency across departments horizontally, as well as vertically
from management to general level employees, with regards the importance and effectiveness
of training. The following sub-sections demonstrate how training and education activities
were viewed as an integral part of the company’s cybersecurity strategy.
5.1.4.1 Importance of training and awareness
Training and awareness were recurring topics highlighted throughout the interviews.
Participants acknowledged the importance of employees’ (and clients’) level of awareness
and knowledge gained from training they received from the organisation.
The most important thing for me is not really cybersecurity as such, but the training we
receive on cybersecurity at user level. I don't have a technical background, so there are
many things that escape me, but I really appreciate the training and even the simulations
they send us like emails or tests to see how the company reacts. (P-011 GS)

Multiple interviewees stated that training employees at a user level is of great importance.
As described by the interviewee above, not all employees will have a technical background
with fundamental knowledge about cybersecurity, therefore training assists in making sure
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that employees have knowledge of what to do and what not to do in relation to cybersecurity.
Moreover, mock phishing tests sent by the cybersecurity team allow employees to apply their
skills in a practical setting to condense and reinforce their knowledge.
GS also mentioned that most errors in cybersecurity practice were due to lack of knowledge
and awareness. Participants’ unintentional oversights or errors were not a product of
malicious acts, but of lack of knowledge - highlighting the importance of training and
awareness amongst employees, as well as the provision of adequate and available
information about incidences, to combat general levels of ignorance. This demonstrates how
understanding cybersecurity threats (likes those outlined by the Department of Defense in
Section 2.1.5) helps provide more robust organisational cybersecurity ecosystem.
Often things are not done properly, not out of malice, but out of ignorance, because each
person is different and each employee works on their own tasks, but you have to think
holistically. (P-037 GS)

5.1.4.2 Need for broader and more practical training
An emerging sub-theme among general employees was their perception of a need for more
training, more specifically broader training.
I think employees should receive more training in cybersecurity, because although we
know the basics, we should have a broader base on what we should and should not do,
even if it is not at an expert level. As such there is no training given by a person, there is
only documentation available to read and a knowledge test. (P-019 GS)

Although GS felt they had a basic knowledge of cybersecurity, they thought it would be
beneficial to have wider knowledge about cybersecurity. This feeling was echoed by the ISS,
who also mentioned the need for broader training of GS:
We mainly focus on phishing and I think we should be broader and send out information
bulletins (...). (P-061 ISS)

An area of training and awareness which ISS believed worked well was a practical training
campaign, which included sending regular mock phishing emails to employees to test their
awareness. When talking about effective cybersecurity measures, ISS mentioned this
campaign:
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Another one that works very well is to make people in the company aware of phishing.
We are always doing phishing campaigns, making people aware, when something doesn't
seem right, they send us an email questioning whether an email is real. (P-029 ISS)

The ISS quoted above describes the regularity in which these phishing awareness tests take
place. Moreover, they express the effectiveness of this measure as GS will email ISS if in doubt
about the veracity of an email, thus proving that the mock phishing campaign translates into
the real world by furthering employee conscientiousness.
In a similar vein to the example above, ISS proposed that a practical approach was needed
when delivering or receiving training. Therefore, in addition to training GS more broadly,
encompassing a wide range of cybersecurity topics and practices to be carried out in the
financial sector, employees felt it is important that this training is carried out in a practical
and engaging format for employees.
Make them actively aware, not just using PowerPoint, where the trainer is able to teach
what has led to a project going wrong and how it has to be done right. (P-029 ISS)

5.1.4.3 Awareness of cybersecurity compliance and habitual cybersecurity
A general sense of awareness of cybersecurity and compliance with cybersecurity procedures
implemented in the workplace was noted from the interviews.
We are aware that they are necessary, and it is not a complicated thing that takes a lot
of work and we have got used to it. (P-097 GS)
I don't see it as a handicap as much rather assuming what you have to do. It is a
submissive behaviour but there is nothing we can do to change it. It's more about
internalising it. (P-011 GS)

GS reported accepting cybersecurity and internalising cybersecurity procedures. In addition,
both GS and ISS agreed that cybersecurity procedures are not perceived as obstacles but
elements that are important in the workplace and need to be followed.
By assimilating cybersecurity practices, they become part of your day-to-day life. Various GS
described this feeling of habitual cybersecurity, whereby cybersecurity is incorporated
naturally and seamlessly into one’s daily routine. For example, one participant compared
cybersecurity to putting a seatbelt on in a car, an automatic behaviour that you carry out for
safety:
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(...) I believe that cybersecurity, properly understood, should never be seen as a problem.
It must be understood as something fundamental and incorporated day-to-day. Just like
when you put on your seatbelt in the car and it is something you do automatically: security
must be part of everyday life. (P-041 GS)

5.1.5 Employee and organisational trust
The concept of human error was discussed several times over the course of the interviews,
with participants framing the problem as a known and accepted cybersecurity risk. However,
several sub-themes emerged related to human error, which in turn led the researchers to
frame sub-themes under the concept of trust.
Trust is a complex and contextually bound concept, but within the domain of cybersecurity it
normally relates to the degree of confidence an entity has in people, systems, or technology
– including any combination – to do what is expected of it.
Within the SOTER research, the concept of trust situated itself through three dimensions – all
of which raise complex questions about the nature of work, cybersecurity, and the impact
that ineffective processes might have on business.
5.1.5.1 Human error and human nature
There was consistent acknowledgement that human nature brought with it a defined residual
risk. Even in a critical sector such as finance, both GS and ISS understood that it would be
impossible to entirely mitigate the possibility of human error. It was also understood that
human capital is the most important resources, crucial to the successful deployment of both
general and specific cybersecurity policy, and that any effective procedure is dependent on
the people responsible for implementing it.
An element that is the weakest link in cybersecurity is often people. We have technology
to create a secure environment around customers but there is always a weak link: the
employee or the customer. (P-041 GS)

This reliance on human capital foregrounds the need to understand the human environment,
and to simultaneously trust the human resources you have, supporting them by providing an
environment conducive to effective procedures, and to also integrate a culture that supports
habitual cybersecurity practice, timely incidence response, and effective and accurate
reporting.
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It is the quality of the people that makes them work well, rather than the processes
themselves. You can have a good process but it is not followed. But you can have a good
person who, even if there is no process, if he or she is a good professional, will solve the
problem. I would emphasise the human resources much more than the process. (P-029
ISS)

5.1.5.2 Automation and proceduralising as mitigation measures to reduce human error
Employees (especially the GS level) viewed automation (whether tasks or specific
cybersecurity processes) as a method for reducing the rate of human error. There was broad
consistency on this theme from GS, as they agreed that automation could reduce both
workload and thus error rate. Automation was viewed as a vehicle for raising the general level
of effectiveness of both secondary (cybersecurity related) and primary work-related tasks.
This sub-theme is tangentially related to trust – as automation is moving trust dynamics away
from the human towards machine-based, or algorithmic, agents. While some tasks might be
better suited to algorithmic or machine-based automation, human oversight might also be a
crucial factor in the overall effectiveness of any strategy. This means that human trust is
affected in both outcomes. Either trust is reduced and moved towards the machine entirely,
or trust is moved towards automation agents, and human trust is re-orientated to an
oversight task. This discussion is especially relevant in the finance sector as algorithms are
often used to identify fraud attempts – both identity and transaction-related.
Tools that automatically monitor strange movements in clients’ bank accounts are also
important to identify these actions proactively (…). (P-007 GS)

Another method for reducing human error mentioned was the importance of proceduralising
by creating and following procedures and ensuring each task has a set of specific steps to
follow.
I think we need to proceduralise, nothing should be left to chance or our imagination or
that someone notifies the cybersecurity team or not, all that should be proceduralise (P013 GS)

5.1.5.3 Bank reputation
Both ISS and GS recognised the importance of bank reputation, and the relation it has to
cybersecurity. They foregrounded the potential negative impact that a publicly known
cybersecurity incident would have and stated that trust (from the bank customer) in the
processes, policies, and digital and physical infrastructure is crucial for the bank’s overall
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reputation. The quote below highlights the importance of trust and reputation in the financial
sector which links to cybersecurity.
More important than in many other sectors, yes, because of its importance in terms of
reputation and customers, in the end it is a matter of trust. If there is an attack on a
financial institution and many customers' bank funds are blocked, it would be difficult for
them to trust the financial institution again. (P-041 GS)

The importance of reputation as an intangible asset is recognised across the cybersecurity
sector – but it was revealing the importance that staff gave to this, and how they related it to
themes such as professional responsibility and collective responsibility. It is also interesting
to note the relation with the overarching theme of the tension of business and cybersecurity
goals. An open discussion centres around maintaining the reputation of a finance institution
and the requirement to forgo strict cybersecurity policies when there are pressing business
needs that require a certain level of flexibility.
Trust is fundamental. Banks are built on trust (P-073 GS)

5.2 Contradictions and open questions
The thematic analysis revealed several general and context specific insights and perspectives.
It also allowed comparison between general level staff and IS staff. However, there were
some inconsistencies in the provided answers, which in turn leads to open discussion points.
The two main concepts identified are:
1. Cybersecurity procedures impact daily business activities.
2. There is an existing tension between effectiveness and efficiency of security
policies and procedures from both business (internal) and usability (internal
and external) perspectives.
In support of this, the study identified two main contradictory understandings of
cybersecurity inside the organisation:
1. Cybersecurity experts highlighted the internal conflict between daily business
activities and cybersecurity processes, especially regarding how cybersecurity
impacts the efficiency of business processes, effectively slowing them down.
2. General staff highlighted the internal and external conflict between user
experience and cybersecurity. Sometimes, cybersecurity procedures may be
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complicated and tedious for users. It is this careful balance between usability
and security that must be managed by the organisation.
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6 A Human Factor Risk Assessment Framework
This chapter will discuss a human factor risk assessment framework – developed as a tool to
support more effective risk assessment. It combines components of the methodology
developed through this research task with elements produced in related SOTER work
packages, such as:
•

T2.1 - Identification of main human factor-related areas of concern

•

T5.2 - Identification of human factor-related threats

•

WP6 – Cybersecurity training in finance
o Cybersecurity competence catalogue
o Behavioural and awareness indexes
o Interdisciplinary cybersecurity framework
o Masterclass concept

Key terminology is outlined and an interdisciplinary cybersecurity framework for
understanding a human factors-oriented cybersecurity approach (section 6.1) is detailed.
This work is a continuation from that developed within D2.1 and in adjacent reports on
training actions (D6.5 and D6.6). Further updates (of parts) of the framework will be made in
D6.7 - Report on Training Actions (III), D6.8 - Digital Training Handbook, and D5.2 - White
Paper on Cybersecurity standards.
For the purposes of the risk assessment framework, the relationship of the interdisciplinary
framework with the task of cybersecurity risk assessment is clarified (section 6.1). The main
areas of human factor-related risks for an organisation (section 6.2) are also presented. In
section 6.3 the assessment of risks is discussed.
Three main tools are relevant for the assessment, all developed within SOTER:
1.
2.
3.

The cybersecurity competence catalogue which allows for the
creation of cybersecurity behaviour and awareness indexes.
The quantitative assessment of SSH data influencing cybersecurity
competence.
The evaluation of human factor-related vulnerabilities through
SSH-based research.
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Two human factor-oriented mitigation avenues (section 6.4) are then presented. SOTER
proposes the deployment of cybersecurity training and awareness activities based on the
cybersecurity competence catalogue to achieve effective, and measurable, human factororientated cybersecurity measures while emphasising a trust-based approach to
cybersecurity management and culture.

6.1 Interdisciplinary cybersecurity framework
As presented in previous work of the SOTER project, we follow an interdisciplinary approach
to cybersecurity.21 Objects of cybersecurity measures are digital assets (see Figure 5). These
include digitally stored information (data) and financial assets, and also the knowledge/knowhow and reputation of an organisation
Cybersecurity is successfully maintained if the organisation is the only entity who can change
the integrity, control rights and access rules of those assets (= asset security properties).
Unauthorized entities may get access to assets through exploiting vulnerabilities of an
organisation. Cybersecurity measures address the technical and non-technical vulnerability
(= human factor related) layers of an organisation: the soft-/hardware layer (as handled by IT
security), the physical layer (e.g., door security, access rules for buildings), the social layer (all
employees of an organisation), the legal layer (responsible for legally based threats to an
organisation) and the ethical layer (e.g., when disinformation campaigns attack the
reputation of an organisation).
As the cybersecurity research & innovation efforts of the SOTER project must be understood
within the European legal and ethical frameworks, European values and fundamental rights
must be considered as integral part of any effort for improving cybersecurity. In SOTER this is
represented by additionally considering the integrity of any individual involved in
cybersecurity measures (incl. the physical, mental, material, social, legal, and ethical
integrity). Any European cybersecurity framework should put efforts to protect organisational
as well as the individual integrity together to implement and support an overall trustworthy
digital environment.

21

See for the following D6.6, p. 17-18.
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Figure 5. SOTER Cybersecurity Framework

The SOTER framework places any cybersecurity action within an organisation in the context
of a trustworthy digital environment strategy. The main goal is not just to implement
exhaustive controlling and monitoring instruments, but to establish and communicate a
trustworthy environment for insiders and outsiders (e.g., customers). This is understood as a
dedicated European approach to cybersecurity, based on the respect of European values and
fundamental rights.

6.2 Identification of human factor-related threats and risks
Cyber risks are defined as the “combination of the probability of cyber incidents occurring
and their impact”.22 There is a wide range of different types of incidents which may occur.
These types are usually listed in threat taxonomies. A cyber threat is a “circumstance with
the potential to exploit one or more vulnerabilities that adversely affects cyber security.”23
So, after establishing an understanding of the human factor-related cybersecurity domains
with the interdisciplinary approach, identifying threats is a necessary intermediate step
before risks can be specified.

22

For ”cyber risk” and in the following ”cyber threat” see Financial Stability Board (FSB), Cyber Lexicon, 12
November 2018 (see https://www.fsb.org/wp-content/uploads/P121118-1.pdf).
23
ibid
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Human factor-related threats (or non-tech-based threats) relate to the physical, social, legal,
and ethical vulnerability layers (= human factor-based cybersecurity risk domains).
Prominent threat taxonomies include a series of threats which pose a risk for an organisation
(e.g., ENISA Threat Taxonomy, MITRE CAPEC, MITRE ATT&CK). SOTER has analysed (see D2.1
and D5.1) relevant threat taxonomies and identified that human factor-based threats can be
differentiated as malicious, accidental, or error-based.
Following on from this, and considering the span of relevant human behaviour, we identified
three areas of concern:
•

•

•

Human error
a) Lack of compliance
b) Negligence
c) Malpractice
d) Accidents*
Malicious insiders
a) Actions intended to harm the organisation
b) Different types of malicious actors depending on cause of malicious
intent (e.g., the disgruntled employee, the greedy employee or the
compromised employee)*
Legal & ethical threats
a) GDPR related incidents
b) Disinformation
c) Public perception of organization

* these items have been newly added in this deliverable
Differentiating these three areas of concern has practical consequences for risk management.
It helps to identify responsibility domains for required mitigation actions and allows specific
threats to be systematically categorised or sorted.
Human error can be targeted by training and awareness measures, most often the
responsibility of IT security. Malicious insiders should be tackled through a multidimensional
approach to reducing the likelihood of occurrence of malicious intent within an organisation
and the monitoring of critical systems and establishment of respectful control procedures
(e.g., dual control principle). This is a joint responsibility of management and IT security. Legal
& ethical threats cannot be tackled solely by IT security, but by the legal department and
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marketing, which is responsible for monitoring public opinion and events related to the
organisation and potential public communication as counter measures.
The SOTER risks assessment framework presented below is focussed on human factor-based
threats. Cybersecurity risk managers can identify which vulnerability layers and digital assets
might be targeted by which type of threats as well as using the framework to understand the
maximum impact incidents might cause.
Currently, there is no dedicated cyber threat taxonomy available, which focusses only on the
collection of human factor-related threats. At the time of delivery, SOTER is finalising a final
recommendation for a comprehensive human factor threat taxonomy (to be documented in
D5.2). The status quo of this work includes the threats listed in the following table (incl.
threats which are well established in existing taxonomies and new threats derived from
SOTER research). The threats are sorted according to the relevant vulnerability layers.
Layer

Threat

Source

Likelihood/Severity

Physical

Identity Spoofing (in person)
Manipulate Human Behaviour (in
person)
Obstruction (Physical Security)
Bypassing Physical Security
Physical Theft (objects and
information)
Reconnaissance/Information
gathering (in person)

C473 / new
C416

n.a.
M/H

C607 (C514)
C390
C507, C406, C408

L/H
n.a.
n.a.

T0043 / new

n.a.

Social engineering & Phishing
Identity Spoofing (incl. Signature
Spoof)
Resource Location Spoofing
Action Spoofing
Software Integrity Attack
Information
Elicitation
&
Pretexting; Phishing for Information
Manipulate Human Behaviour
Reconnaissance/Information
gathering (Gather Victim Identity
Information; Gather Victim Org
Information;
Search
Open

T1566, C98
C473

M/H
M-H / M-VH

C154
C173
C184
C410, C407, T1598

M/M
M/H
n.a. / H-VH
M/L

Social

C 416
M/M
T0043/ new; T1589; n.a.
T1591; T1593; T1594
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Websites/Domains; Search VictimOwned Websites)
Resource
Development
(Compromise
Accounts
&
Infrastructures; Establish Accounts;
Stage
Capabilities:
Link
Target/Malware)
Malicious Insiders
Human resource threats (loss or
disruption of personnel resources;
inadequate excessive work-related
stress; alarming job dissatisfaction)
Employee and IT security mismatch
Legal

Ethical

Legal charges
GDPR-related customer requests
Incorrectly implemented legal
requirements
Fraud and money laundering
related legal events

T1586,
T1608

T1584;

T1585; n.a.

ENISA / new
L/H
Open threat taxonomy/ M / M
new

new

n.a.

new
new
new

n.a.
n.a.
n.a.

new

n.a.

Misinformation/disinformation24
ENISA
Unauthorized
publication
of new
internal information/information
leakage

*/H
*/H

VL … very low – L … low – M … medium – H … high – VH … very high – n.a. … not available
Threat IDs: C … CAPEC – T … ATT&CK – new … SOTER
Table 5. SOTER List of Human Factor Threats

The estimated likelihood and severity of an attack is based on information provided by
CAPEC™ but adapted, as the values provided by CAPEC™ differ depending on level of
abstraction (i.e., difference based on whether meta, standard, or detailed attack patterns are
considered). To account for variation in the likelihood of attack and typical severity, the
following table provides aggregated ranges for these values for the corresponding high-level

24

Disinformation has become a prominent topic in the past half decade. The focus generally is more on the
threat it poses for democratic processes (see https://www.enisa.europa.eu/publications/infonotes/disinformation-operations-in-cyber-space) but companies can also be targeted by disinformation
campaigns (e.g., in form of spoofed reviews by competing companies).
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threat (i.e., meta-attack pattern) wherever applicable. The ranges were based on the in-depth
analysis of standard and detailed attack patterns in D6.2. Generally, likelihood and severity
can vary depending on some characteristics of the organisation assessing their risks. For
example, large multi-nationals might have a higher likelihood for ethical based attacks than
small regional enterprises. Also, the impact depends on the concrete list of assets of an
organisation and which employees have authorised access to the access. Social engineering
attacks can therefore, depending on the target, cause very low to very high impacts. In
summary, the specific likelihoods and risks need to be finally determined by specialised
employees within an organisation.
D6.2 was also the basis for further adjustment of the CAPEC™ taxonomy to ensure a fit with
the human factor focus of SOTER. Notably, we have excluded the meta-attack pattern
Parameter Injection from the human factor-based analysis. This is due to respective standard
and detailed attack patterns typically not requiring any human intervention (or human error)
to succeed.
The research also addressed the topic of threats in the interviews. Generally, only most
common threats were mentioned. Threats mentioned were on the one hand technical (e.g.,
public/open wifi/network attacks, denial of service attacks) and on the other hand well known
human factor-related (e.g., identity theft and spear phishing attacks). The latter also including
knowledge aspects, like knowing about secure procedures to transfer files (not via e-mail).
Additionally, the interviews included remarks on errors not of general employees but of IT
security (e.g., public exploit due to human error of not updating server).

6.3 Assessing human factor-based risks
For assessing human factor-based risks SOTER recommends three avenues:
•

Monitoring awareness and skills of employees.

•

Gathering of quantitative social science data.

•

Deployment of qualitative social research methods.

The SOTER Cybersecurity Competence Catalogue allows the recording and documenting of
cybersecurity competences of employees. This allows information security personnel to
deploy training and awareness measures targeted at specific threats, and fulfil compliance
requirements (e.g., to be shown to reviewers of financial market authorities). Knowing which
employees received trainings in specified competence areas, or when the last targeted
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training has been held, allows quick assessment of risks depending on shifts in the threat
landscape. For example, when a new wave of CEO fraud becomes known, it is possible to
check when the last relevant training has been conducted (and for which employee
population) and therefore assess the risk of a CEO fraud incident happening in the
organisation (e.g., higher likelihood if relevant management employees have not been trained
or made aware of this type of cyber-attack).
Understanding the human factor dimensions in the organisation provides for a more holistic
information security strategy and allows the investigative team to uncover themes and
related sub-themes that may not become immediately apparent from surface level
investigations. The inclusion of social scientists, behavioural scientists, psychologists, and
sociologists combined with both specific exploratory and investigative social research
methods can support an empirical assessment framework for understanding not only existing
practices, but also suggesting mitigations and even remedial actions – integral to any exercise
that seeks to improve the cybersecurity landscape – not only evaluate it.
By deploying a social research-based exploratory exercise into the overall risk assessment
process, an organisation can understand in greater detail what is happening within their firm,
from the perspective of general staff, information security staff, as well as management. The
process also allows an organisation to validate its initial risk assessment to understand if there
are further vulnerabilities present in the organisation that have not been immediately
recognised.
6.3.1 Monitoring awareness and skills of employees
Cybersecurity competence is a key object for human factor-related risk assessment. In SOTER,
we defined the term as follows:
“Cybersecurity competence comprises the capability, willingness, motivation, and agency
of people to solve cybersecurity problems individually or in cooperation with others based
on their knowledge, skills and proficiency in a form and way that organisational integrity
as well as physical, mental, material, social, ethical, and legal integrity of the individuals
involved is measurably safeguarded.” (D6.6, p. 20)

Further details on the cybersecurity competence concept can be found in D6.2 and in the
latest iterations of the training reports (D6.5, D6.6 and upcoming D6.7). In SOTER we
developed a Cybersecurity Competence Catalogue to identify the range of competences
needed for general employees (see Figure 6). These competences have been bundled into
four training modules and 22 competences.
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Figure 6. SOTER Cybersecurity Competence Catalogue

For each competence we identified relevant skills, awareness and attitudes which need to be
obtained by employees to assure a high level of resilience against cybersecurity threats. This
was not only for the purposes of exploring the potential training spectrum but also allowed a
systematic collection of relevant measurable information to assess risks related to general
employees of an organisation. For the 20 main cybersecurity-specific competences D6.6 lists
all relevant knowledge elements (which constitute the awareness index) and skill elements
(which constitute the behavioural index).
Assessing risks in the competence domain means documenting if employees received
education, training, and awareness measures and to document relevant knowledge and skills.
The indexes for measuring behaviour and awareness are documented in Annex E.
The four competence modules can be connected to ranges of threats along the life-cycle
categories of cyber threats. Most established risk assessment frameworks25 (e.g., ISO 27005)
don’t name a definite source for identifying threats. This is due to continually changing threat

25

ENISA Threat Risk Assessment Methodologies, available at: https://www.enisa.europa.eu/topics/threat-riskmanagement/risk-management/current-risk/risk-management-inventory/rm-ra-methods
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landscape and partly also because of the general lack of a preferred threat taxonomy in
Europe.
The following table shows a list of tactical objectives from MITRE ATT&CK sorted to the main
competence modules. MITRE ATT&CK uses tactics as main structural element of its threat
taxonomy. They are understood as “the ’why’ of an ATT&CK technique or sub-technique".26
The tactics are sorted on a life-cycle or kill-chain based understanding of cyber-attacks. The
basic idea of kill chain-based modelling of threats is that cyber defence can focus on disrupting
one stage of the kill chain to avoid the impact of an attack. This seems to be especially true
for cyber-attacks targeting the social layer.
If the attacker cannot collect target information, it will be hard to assume a convincing
spoofed identity. If the target recognizes the phishing attempt, the attacker will not be able
gather (credential) information. If the target recognizes the attachment as potential malware,
the malware cannot be deployed. So, any successful defence at one stage, will prevent the
cyber incident. Accordingly, we sorted the competences below to the relevant threat stages
and give examples for concrete threats in the table below.
SOTER Competences
A. Digital Information Competence
B. Digital Safety Competence
C. Threat/Anomaly Recognition
D. Incident Handling

Relevant threat stages (examples)
•
•

Reconnaissance
Resource Development

•
•
•

Initial Access (phishing)
Execution (user execution)
Persistence (maintaining accounts/spoofed
identities)
Privilege Escalation (internal spearphishing)
Defense Evasion (n.a.)
Discovery (information elicitation)
Lateral Movement (internal spearphishing)

•
•
•
•

26

See MITRE ATT&CK, Enterprise tactics (https://attack.mitre.org/tactics/enterprise/).
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•

•

Collection (e-mail collection, browser
information)
Credential Access (brute force, input capture,
unsecured credentials, social engineering)
Command and Control (manipulate human
behaviour)
Exfiltration (victim enabled data transfers)

•

Impact (loss of digital assets)

•
•

X. Identification of Cybersecurity
Competence Gaps

Table 6. SOTER Cybersecurity Competences

6.3.2 Quantitative social science data with relevance to cybersecurity competence
Social factors can significantly impact the cyber resilience of employees. In SOTER we assess
some of these factors with standardised survey questions. Organisations can use surveying
techniques to gather additional information on these key social factors. The following data
points are addressed in SOTER (see assessment questions in D6.6, Table 16):
•
•

•

•

•

•

Gender, age, education: knowing about differences across sociodemographic
variables can support targeted training and awareness measures.
Position/department: Competence requirements can significantly differ
between different departments of an organisation (e.g. human resources vs.
Sales).
Workload: The deployment of cybersecurity competences and the possibility
to acquire new skills and knowledge through training and awareness
measures requires time resources for employees. If the general workload is
too high, employees are more likely to make mistakes or to not follow security
protocols.
Job satisfaction: Dissatisfied or disgruntled employees are more likely to
engage in negligent or malicious behaviour. Organisations therefore need to
observe satisfaction levels in their organisations.
Previous experience with cybersecurity trainings: This data point allows
insights into the effectiveness and range of trainings and awareness
measures.
Willingness to learn/lifelong learning: This is a prerequisite for effectively
implementing frequent periodical training and awareness measures.
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•

•

Affinity for technology and games: State of the art research demonstrates
that gamification can improve cybersecurity training efficiency (see D6.3). But
there is still a need to adapt to individual preferences in regard to technology
and game affinity as well as a well-balanced use of gamification elements.
Cybersecurity attitudes: The attitudes which are relevant for cybersecurity
competences can be hard to observe in training settings as employees know
that they should not publicly express these (e.g., not taking information
security policies or cyber threats seriously). Therefore, an anonymous survey
can be able to identify tendencies towards questionable attitudes which
allows the implementation of targeted awareness measures.

The data points specially help to assess the risks for human resource threats and also
malicious insiders (e.g., in the case of critically low job satisfaction).
6.3.3 Qualitative social research methods to support risk assessment
Social research methods can provide a revealing picture of an organisation – especially if
rigorous methods are applied such as quantitative surveys and evaluations as well as
methodologically sound interviews, focus groups, and ethnographic studies.
While the former social research methods help in mapping or assessing processes that are
already well known, the latter methods can bring aspects of human factor-based
cybersecurity processes into the light that were previously unknown or provide a better
understanding of employee motives and attitudes.
The methodology described above (see Chapter 4) should be viewed as illustrative and can
be adjusted and applied to organisations as appropriate. This evaluation and analysis exercise
should be seen as an example of the evaluation and analysis framework that is promoted
within the recent ENISA cybersecurity culture guiding document, discussed in section 2.1.1.
If conducted appropriately, the social research methodology can enhance the risk assessment
procedure by providing mechanisms for improving the evaluation and understanding of the
current cybersecurity status of an organisation. It can do so by:
•
•

Allowing better understanding of business activities and the actual status of
security in the organization
Help identify potential bad practices that employees may be following.
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•

•
•

Helps to understand the security status of the organisation, by detecting how
security policies are being followed and if employees know how to comply
with procedures.
Supporting threat identification and evaluation process by comparing the risk
assessment with interview results.
Improving the result of internal and external risk assessment:
o In case of an internal risk assessment conducted by the organisation’s
cybersecurity experts, these activities may improve the understanding
of how employees manage policies.
o In case of an external risk assessment conducted by a third party, this
activity may improve the understanding of daily business activities and
how they are protected against threats, increasing the knowledge of
the cybersecurity measures that are in place, while also identifying
potential security gaps arisen from the human factor.

It should also be noted that there are some limitations to this social research method – which
is why it should be promoted as supplementing a formal risk assessment.
For example, employees may not want to speak freely fearing potential punishment if the
research is conducted only internally, or in the case of external risk assessment, employees
may not want to speak freely due a lack of trust with the external research organisation.
It is also important to identify how improvements will be implemented during the risk
assessment process. Improvements should be added during the first stages of the risk
assessment process, during context definition, but also as a continuous improvement
exercise. This could be done by conducting periodic interviews, once the risk treatment is
done and security measures are in place, to discover and deal with potential security gaps
and to validate if improvements have been made.

6.4 Mitigating human factor-related threats through training and trust
Improving human behaviour is the focus for mitigating human factor-based cybersecurity
risks. While there are a wide range of different activities within cybersecurity governance,
SOTER focuses on two main avenues. For example, in the interviews, different accompanying
cybersecurity measures have been mentioned (e.g., disabling USB ports, improving cloud
security, implementing documentation, testing procedures, biometrics, ethical hacking, etc),
but here we want to present a comprehensive and controlled approach specifically designed
to tackle the areas of concern (see Table 7).
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To improve the resilience of employees against social engineering-based attacks, training and
awareness measures are a key mitigation avenue. Giving employees the knowledge and skills
necessary to recognise attempts to manipulate their behaviour, making sure that information
security policies and procedures are known and followed, and making them aware of how
published information about them and their organisation can be used in attacks reduces the
likelihood of human factor-based incidents. In SOTER we deploy cybersecurity competence
trainings based on the competence catalogue (see D6.5 to D6.7).
Malicious insiders on the other hand cannot be trained to change their intentions. The main
target of mitigation efforts is to target the root causes which favour conditions under which
malicious intend tends to rise. For example, some management styles may enforce
disgruntlement with employees, while the perception of not being trusted by management
can cause lower job satisfaction. A main goal should be to foster a respectful management
style so the risk of rising malicious intent is lower.
The monitoring of controls for critical digital assets (incl. for example implementation of four
eyes principle) will still be a key measure to ensure single compromised employees can not
cause harm to the organisation. This also includes activities of HR in the recruitment process
of new employees (e.g., in the form of background checks). SOTER develops a cybersecurity
masterclass for management to train this range of issues (see D6.6 and D6.7).
Legal threats require specialised legal personnel. However, legal threats can often be strongly
connected to events in the ethical vulnerability layer. Information leaks or disinformation can
cause customers to release a wave of complaints or information requests which need a lot of
organisational resources to tackle (without any evidence or other indications or
organisational misbehaviour). Ethical threats are also especially relevant for reputational
assets. Disinformation or real information leaks can change the public perception of an
organisation, which again can cause other forms of asset loss (e.g., due to loss of customers
or important business relationships). Within the SOTER project, legal and ethical threats are
mostly tackled through awareness measures within the training contents. Making
management and employees aware of potential impacts should reduce the likelihood of
unauthorised publication of internal information and improve sensitivity for public
information relevant to the organisation.
Mitigation avenues can also be viewed as part of an integrated cybersecurity culture, where
employees and management collaborate effectively and respectfully to maintain a
trustworthy digital environment. This also includes assurances for employees that they can
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report incidents, and especially errors, without the fear of serious personal repercussions.
Employees who are afraid of reporting errors are a substantial risk for companies, as
unreported incidents can increase the severity of impact.

Table 7. SOTER Cybersecurity Culture
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7 Discussion
This deliverable presents a research study that has explored perspectives of cybersecurity
within the finance sector, using a finance sector organisation as a target case study.
Three main hypotheses were developed at the pre-interview stage. These hypotheses were
explored through semi-structured interviews with employees of a finance sector
organisation, and subsequent thematic analysis of these interviews.
The hypotheses are re-stated below:
1. Management, the cybersecurity department, and general
employees have conflicting priorities regarding cybersecurity.
2. Certain pressures exist that act as disablers of effective
cybersecurity in the organisation.
3. Viewing employees as threat vectors impacts trust levels within
the organisation.
Five general themes emerged, each with several related sub-themes. These themes were
used as the basis for further discussion within the consortium, and as the basis for more
general discussion and validation through the expert stakeholder consultations, delivered
through the actions with T4.6 – Cybersecurity stakeholder expert forum.
It can be ascertained that two of the three hypotheses were validated: Hypothesis 1 and
Hypothesis 2.
The analysis found that there was both consistency and contradictory statements regarding
cybersecurity when comparing GS and ISS. While most staff agreed on aspects related to
training, awareness, the importance of cybersecurity, and aspects of collective and
professional responsibility, there were some key differences surrounding internal and
external tensions (business vs cybersecurity and usability vs cybersecurity) and primary and
secondary tasks. Therefore, the study supports Hypothesis 1.
Hypothesis 2 was supported by our research as participants mentioned urgency, need of
more cybersecurity staff, and lack of time as disablers of effective cybersecurity within the
organisation. These matters were reported by participants as pressures that impact effective
implementation of cybersecurity in the case-study financial organisation. Additionally, the
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need to meet business demands and objectives, and employee and client user experience
were noted as friction points with cybersecurity, thus hindering strict compliance (procedural)
requirements.
The concept of trust and reputation was highlighted by participants. Employees views
differed, with differences dependant on the framing of the concept of trust and the
relationship between trust and reputation from the perspective of the organisation. There
was, however, strong agreement on the importance of integrating the human into
cybersecurity strategy, and on creating iterative evaluation methods to ensure that the
cybersecurity landscape is understood at the organisational level. Staff did not discuss
employees being viewed as threat vector within the organisation, therefore although trust
was discussed, Hypothesis 3 was not supported.

7.1 Cybersecurity Stakeholder Group in the Extended Finance Sector – Ireland
As part of the work related to T4.6 – Cybersecurity Stakeholder Group in the Extended Finance
Sector (CSEF), the study was presented to domain experts. The experts were drawn from the
field of cybersecurity and the wider financial services sector. This workshop was held in
Waterford, Ireland – in person, and included the following participants.
•
•
•
•

Cluster Manager – SE Financial Services Cluster (Financial Services Connector)
Consultant – Complinet (Governance, Risk, Compliance)
Cybersecurity Professional – Security Risk Advisors (Cybersecurity)
Site Manager – State Street (Financial Services)

The experts provided feedback on the study, its outcomes, and their perspective on the wider
SOTER Risk Assessment Framework. A full report on the event will be delivered within the
associated deliverable D4.9 - Report on the CSEF activities (II). The experts provided the
following feedback:
•
•
•

The SOTER cybersecurity framework should make it more explicit that
individual integrity was an inner component of organisational integrity.
Human factor-based threats were a consistent vulnerability within
organisations, with humans continually considered the largest threat vector.
Social research methods could provide an interesting analysis route for an
organisation and seemed to provide robust support for existing risk
assessment methods.
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•
•
•
•
•

•

Social research was a novel way of canvassing perspectives in the
organisation.
Employee trust (or lack thereof) was not a deterrent to good operational
cybersecurity.
Emphasis should be placed on ensuring that cybersecurity is prioritized above
all other tasks.
Cybersecurity culture is a requirement from the top of an organisation.
Efforts should be made by relevant bodies to improve general levels of
cybersecurity awareness amongst the public, and this would lead to better
staff.
Initiatives such as peer reputation management systems may foster a
collaborative cybersecurity culture and allows for an avenue of feedback and
communication (potentially anonymous) between staff, management, and
information security staff.

7.2 Value of the study
The presented qualitative research validates and expands our current knowledge of human
factor-based cybersecurity within the finance sector.
Obtaining perspectives from a range of employees within a financial organisation allowed us
to compare views from different teams and different positions within the organisation. By
doing so and gathering a holistic outlook of cybersecurity in the organisation, we were able
to observe how numerous and differing views conjointly contributed to the dynamics such as
collaboration, tensions, and frictions.
Interviewing staff directly on their opinions and perspectives adds to our understanding
specifically of the case study organisation and provides a better understanding of the
effectiveness of procedures and policies and the practical limitations of cybersecurity
implementation. It allows us to observe how cybersecurity translates into the real world in a
financial organisation and compare this to policies and literature in this area.
Moreover, conducting individual interviews with employees provided an avenue for them to
speak openly about their opinions and give feedback in a neutral manner. Open discourse
may also have been encouraged as the interviewers were external to the case study
organisation and therefore participants may have been able to discuss their opinions without
fear of recourse.
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An interesting finding that has resulted from the study is the reported cybersecurity tensions
(i.e., tension between cybersecurity and business needs, and the tension between
cybersecurity and user experience). Despite participants speaking about their awareness of
the importance of cybersecurity and the incorporation of cybersecurity into their daily life,
cybersecurity tensions were highlighted in the interviews at both a personal level (user
experience) and an organisational level (business needs). Cybersecurity procedures can slow
down processes and hinder business demands. Additionally, cybersecurity may affect
employee’s and client’s experience, by slowing down their work tasks due to seeking approval
from the cybersecurity team and constraining actions such as sharing big data files or limiting
certain webpages.
Furthermore, interviewees’ responses provided validation of the threat taxonomy, as we
were able to highlight threat vectors mentioned by employees in their interviews. This
allowed us to see what threat vectors employees perceived and whether these map onto the
ones identified in research literature.

7.3 Study limitations
The current research study is not without limitations. There is a moderate gender imbalance
in participants due to 76.8% of the participants being male. In relation to the overall
organisation gender balance, this percentage is high as the organisation’s gender ratio is
currently 55% in favour of female employees, as per September 30th, 2020.
In line with this, the proportion of employees that participated in the study compared to the
overall number of employees in the organisation is low. Therefore, certain opinions and views
may not have been captured in the current sample.
Although staff at different levels were interviewed, no front office staff were included in the
sample. The perspectives of employees in branch offices may vary as they have direct contact
with clients and therefore their experience of cybersecurity could potentially differ.
The initial study design also included ethnographic elements (watching employees in their
daily work environment) and in-person focus groups – potentially inter-departmental. Both
activities were not able to be conducted, due to the restrictions that arose post-pandemic.
All interviews were conducted online, as employees were working from home.
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7.4 Future directions
The research presented in this deliverable has allowed the research team to test social
research practices to better understand a finance sector organisation’s current cybersecurity
culture, and to help identity current vulnerabilities to support a more human-orientated, or
holistic, organisational risk assessment.
The research process also allowed the research team to understand how social research
methods can contribute to an iterative evaluation, analysis, and risk assessment process, that
includes the employees of the organisation, integrating them into the appraisal and feedback
process.
While the research exercise has been fruitful, more work is required to understand how to
integrate the competence trainings into the approach, especially as they are viewed as an
integral part of the mitigation strategy – at both employee and management levels. The
assessment and mitigation approach presented in Chapter 6 outlines how a combination of
cybersecurity risk assessment, competence training and social research can provide a much
more accurate picture of an organisation.
Following on from this, more work is required to understand how to foster a sense of personal
responsibility in the organisation – with the goal of leading to habitual cybersecurity practice
from employees – both in their daily and professional lives. This sort of behavioural change
requires consideration, especially as the cybersecurity attack surface becomes wider, and
potential attacks become ever more complex, even including targeted campaigns that
integrate the social or personal world of the employee (e.g., working from home, social
engineering, etc).
Greater thought should also be given towards the potential impact (and mitigation strategies)
for the malicious insider. While this has not been a focus of the SOTER project, this potential
attack vector is of increasing concern in critical sectors. Future studies should perhaps look at
this dimension and understand how best to create effective mitigation strategies for this
complex topic, without undermining the trust of the employee or the trust in the employee –
which are viewed as integral for a properly functioning organisational culture.
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8 Conclusion
This deliverable is part of the requirements of WP2 – General cybersecurity aspects. Human
factor as internal threat. It is entitled D2.2 – Mapping of human behaviour related threats and
mitigation measures (II) and forms part of the outputs of T2.1 – Mapping and understanding
human factors in effective cyber-security. In this deliverable, the second phase of a two-part
research task is presented. This second phase is a social science and humanities (SSH) exercise
conducted in conjunction with a finance sector organisation, through an explorative casestudy. The overarching goal is to illustrate a method for assessing the human factororientated risks and vulnerabilities present in an organisation. A qualitative enquiry is
presented that was conducted over a series of months, consisting of a series of semistructured interviews with employees from the target organisation. The interviews were
conducted with a range of employees from the organisation, including management, general
staff, and information security staff. The interviews were first transcribed, followed by
thematic analysis conducted by the social research team. Five main themes emerged from,
along with a series of sub-themes, and these have been presented within the document. The
interviews were used as a basis for identifying present and potential human factor-based
vulnerabilities, with a focus on understanding how specific mitigation methods may be
implemented through a combination of human factor-based threat taxonomy classification,
holistic assessment methods that include qualitative enquiries and social research methods,
training and awareness campaigns, and the delivery of management level masterclasses; or
an understanding of how specific cybersecurity procedures and processes are required to be
modified within the organisation to account for insights derived from social research
methods.
The document has been prepared with respect to information available as of the deliverable
date – 31st October 2021.
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Annex A
Interview Questions Script – SOTER SSH Study
Introduction:
Hello, my name is ____ and I am part of the SOTER investigation team. Thank you for taking
the time to come and talk to me today.
Our interview should last approximately 60 minutes. Please feel free to speak as openly as
you are comfortable doing. There are no correct or incorrect answers, we would simply like
to hear your opinion on cybersecurity. The interview is being recorded and the data collected
during this interview. The data collected during this interview will be kept confidential and
will only be accessed by the researchers directly involved in the project.
Before beginning the interview, I would like to remind you that you do not have to take part
in the study if you do not wish to and you can stop the interview at any time. Do you agree to
participating in the interview?
Do you have any questions before we begin?
Warm up:
I’d like to get you thinking about cybersecurity…
0) What do you understand by cybersecurity?
01) Can you think of any examples of cybersecurity processes that are used in your work?

Main body
1) What cybersecurity processes are most effective in your work?
Prompts
o Why do you think that/those process/es work well?
2) What do you think could improve cybersecurity in your organisation?
Prompts
o How do you think this could be carried out?
3) What situations might hinder you from implementing cybersecurity procedures at work?
Prompts
o Why do you think that is?
o Whose responsibility do you feel it is to ensure that cybersecurity processes are
implemented effectively in your workplace?

I’m going to share my screen with you and will present you with a hypothetical situation that
could happen to you in your workplace. I’m going to give you a couple of minutes to read
through it and after I will ask you some questions.
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Vignette A:
Alice has been asked by the marketing department to provide a list of customer emails so
they can send a very important new marketing communication out to customers. The
communication is about a new product line that will help customers in their budgeting and
tax preparation efforts. Alice doesn’t reply to the email immediately as she wants to ask her
line manager for permission. A few hours later, she receives another email from the
marketing department stressing that she needs to provide the email list, or the
communication will be delayed, potentially causing issues for the whole marketing
department.
Do you agree that Alice should provide a list of customers immediately to the marketing
department?

Why? What problems do you think this could cause Alice/the company/the marketing
department?
4) Do you sometimes experience conflicts between your primary tasks at your job and your
cybersecurity tasks?
Prompts
If yes
o Can you give me an example of when this has happened?
o How do you handle this?

If no
o

What cybersecurity procedures are most difficult to follow?

Vignette B
Noa is in charge of employees’ payrolls at their workplace. At the end of the month, they have
to send the payrolls to the HR department to process their payment. Whilst sending an email
with this month’s payrolls, Noa accidentally sends them to an external contact instead of to
the HR department. They realise their mistake and go to their line manager to tell them what
has happened.
Do you agree that Noa has done the right think?
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Why? How would you feel if you were Noa? What would you do? If you knew that a colleague
been involved a cybersecurity incident, what would you do? Do you know the procedure to
follow if there is a cybersecurity incident?
5) Do you feel that cybersecurity processes impact on you negatively in any way?
Prompts
o How do you feel these have impacted you?
o In what circumstances do you feel they negatively impact you?
6) Do you ever feel pressured or concerned in your job about not complying with cybersecurity
procedures or threating the security of your organisation?
Prompts
o Can you recall a specific situation in which you have felt like this?
o How did you cope with that feeling?

Vignette C:
Alice has recently conducted training on cybersecurity in her organisation. As part of the
monitoring strategy of the company, the cybersecurity department have installed monitoring
software on her computer. This software monitors her working day, making notes of what
files she reads, copies, and amends. They also use the video camera on her device to make
sure that Alice is behind the computer during the day. Alice doesn’t feel comfortable having
the video camera on her computer active, so she decides to put a small piece of paper over
her camera. When the cybersecurity department notice she has done this, they send a stern
email to her warning her for her behaviour.
Do you agree that Alice did the correct thing by masking the camera?

Why? What would you do in Alice’s situation? What alternative cybersecurity measures do
you think the company could take?
Cool-down
Before we wrap things up, is there anything more you would like to add?
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Closure
Thank you very much for your time and collaborating with our research. If you have any
questions, please feel to contact the research team.
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Annex B
Participant Information Sheet
You are being invited to take part in SOTER’s research into cybersecurity. Before you decide
if you would like to take part, it is important for you to understand why this research is being
done and what participation will involve. Your organization has consented to participate, but
you do not have to participate if you do not wish to. Please take time to read the following
information carefully, and email the researchers if anything is not clear, or if you require more
information.
What is the project’s purpose?
The purpose of the SOTER project is to create a toolset, designed to transform critical aspects
of cybersecurity within the finance sector. SOTER combines technological development with
human-factor based cybersecurity training.
This particular pillar of the project is related to the human factor-based cybersecurity
research. In particular, the activity seeks to understand the human side of cybersecurity in
your organisation and provide mitigation steps to improve cybersecurity resilience across
different levels of the organisational structure.
Who is conducting the research?
The research is being conducted by a consortium of organisations based within Europe and
the United Kingdom. The project is funded by the European Commission, under Grant No.
833923. More details may be found on the project website (www.soterproject.eu)
Why have I been invited to take part?
We are inviting you to participate in this research because you are an employee of an
organization that has agreed to take part in this study.
Do I have to participate?
No, your participation is wholly voluntary. You are free to leave at any time, without any direct
or indirect impacts on you, your future participation in the project, or your relationship with
your employer. Please be aware that you are free to refuse to answer any questions and not
to provide any information that you do not wish to. Please also understand that you have the
right to ask questions and receive understandable answers before making any decision or
action requested of you.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 833923. The contents of this publication are the sole responsibility of the authors and can in no way
be taken to reflect the views of the European Commission.

833923 – SOTER
D2.2 - Mapping of human behaviour related threats and mitigation measures (II)

What will happen if I decide to take part?
This research will involve an interview lasting between 60 and 90 minutes. You will be asked
questions regarding your cybersecurity awareness and potential barriers of complying with
existing cybersecurity procedures. You will also be presented with a series of cybersecurity
scenarios and asked your thoughts on whether a fictional character should perform certain
actions or behaviours. You will be asked a question about your gender and the role you have
within your organization.
If you agree to take part in this research study, you will be asked to sign a consent form. Once
you have signed this consent form, you will be assigned with a pseudonymous identifier and
the time and date for your interview confirmed.
What happens if I do not want to take part or if I change my mind?
You are free to withdraw from the study at any time, without giving any reason. You have a
right to withdraw your data up to 14 days after the interviews have been completed. If you
wish to do so, please contact the researcher using the contact details provided below.
What are the possible benefits in taking part?
We hope you will enjoy your opinion about cybersecurity being heard and that the
information you provide will help us understand the human factors involved in cybersecurity
implementation and your organisation better.
The researchers from the SOTER project can share the final report with your organization,
which could then be used to learn about cybersecurity practices, behaviours, and also to
understand potential areas for improvement to increase organisational cybersecurity
resilience.
Are there any possible risks involved?
The SOTER project has a legal and ethical obligation to ensure that risks and potential harms
are minimised throughout the research lifecycle.
While it is impossible to ensure that every potential vulnerability is accounted for, the SOTER
project assesses all activities for risks and vulnerabilities on an iterative basis, and makes
every attempt to ensure that your rights and freedoms are protected as you engage with the
research. The project keeps a running risk table, consults an Ethics Advisory Board on a regular
basis, and also is obligated to complete a number of requirements with the European
Commission project ethics board.
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If you have any questions about the risks table, the mitigation strategies, or any of SOTER’s
ethics responsibilities, please feel free to contact the project coordinator using the contact
details below.
What happens to my data?
The record of your involvement in the research activity will be kept confidential. You have
been informed that everything you say during the interview will be, at least, pseudonymised.
The research data will be recorded via an audio recording and associated transcription. You
may request a copy of the media files to review if you wish. You are also allowed to delete or
make any changes to the transcript and media files if you feel the information provided could
be improved or clarified.
The information about your personal involvement in the research will be kept in a secure
location, and password protected, and will be made pseudonymous when shared with SOTER
researchers.
Please, understand that the data you provide will be pseudonymised and the record of my
participation and identification will be kept in a file separate from the research data. Your
data will be handled according to the legal requirements outlined in the European General
Data Protection Regulation (GDPR).
Will my data be deleted?
Your data will be processed according to the consent you provide through the attached
consent form. Once the interviews have been conducted, your responses will be used for
analysis. The interview data will also be kept for five years after the SOTER project ends for
auditing purposes. If, at any time, you request deletion of your data, or remove consent for
processing, we will delete your data. However, a copy of your original consent form, and your
deletion or removal of consent request will be kept for audit purposes. Your responses will
be integrated into the study analysis and associated research outputs in an anonymous
fashion. We will ensure there is no way in which your responses will be able to identify you.
However, if your deletion request or removal of consent notice is received 14 days after the
interview has been conducted, it will not be possible to delete this anonymised information
Will my data lead to profiling?
The data that is processed from the interviews will not be used to create a profile of you.
While the information will be used to gather an understanding of certain cybersecurity
aspects of your organisation, it will not be used to assess your own cybersecurity proficiency
or skill level in any way.
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What will happen to the results of the study?
The findings of this interview will assist the researchers to understand specific elements of
cybersecurity in the finance sector. The activity will help both the project researchers and
technical developers to create useful tools for cyber-security resilience and to ensure the
SOTER platform and training materials are both useful and useable by diverse groups of
people in the sector.
Who has reviewed this study?
The research conforms to European Commission guidelines and is approved by the Ethics
Committee of the Research Executive Agency that manages Horizon 2020 projects.
This study will be conducted according to the ethical principles in the Grant Agreement (see
Articles 34 and 36), and also the ethics deliverables, presented to the European Commission
within Work Package 1, T1.5 – Research Ethics Management, and Work Package 9 – Ethics.
In particular, we will comply with ethical principles and the applicable international, EU and
national law.

Who can I contact if I have questions?
The contact details of the research team are found below. You are free to contact the project
coordinator or the research lead regarding any query you may have related to your personal
data, the ethics protocol, or the project and its research.
Project Coordinator:
Ana Gonzalez Segura (ana.gonzalez.segura@everis.com)
Lead Researcher:
Robin Renwick (robin.renwick@trilateralresearch.com)
Project Website:
https://www.soterproject.eu
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Annex C
Participant Consent Form
Lead Researcher: Robin Renwick
Assistant Researcher: Eliza Jordan
Participant Identification Number:

Please

Initial

Box
1. I confirm that I have read and understood the information sheet dated 27th
May 2021 explaining the above research project and have had the
opportunity to ask questions about the project.
2. I understand that my participation is purely voluntary and that I am free to
withdraw at any time without giving any reason and without there being any
negative consequences. In addition, should I not wish to answer any
particular question or questions, I am free to decline and can contact:
Project Coordinator: Ana Gonzalez Segura

Email: ana.gonzalez.segura@everis.com
3. I understand that my responses and personal data submitted will be kept
strictly confidential.
4. I give permission for members of the research team to have access to my
pseudonymised data. I understand that my name will not be directly linked
with the research materials, and I will not be identified or identifiable in the
report or reports that result from the research.

5. I agree to take part in the above research project.

_______________________
Name of Participant
(or legal representative)

________________
Date

____________________
Signature

_________________________
Name of person taking consent

________________
Date

____________________
Signature
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(if different from lead researcher) To be signed and dated in presence of the participant

________________________
Lead Researcher

________________
Date

____________________
Signature

Copies:
Once this has been signed by all parties the participant should receive a copy of the signed and dated participant consent form, the letter/pre-written script/information
sheet and any other written information provided to the participants. A copy of the signed and dated consent form should be placed in the project’s main record (e.g. a site
file), which must be kept in a secure location.
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Annex D
Organisational Information and Consent Sheet
(obfuscated to protect identity of organisation)
Your organisation is being invited to take part in SOTER’s research into cybersecurity. Before
you decide if your employees can volunteer to take part, it is important for you to
understand why this research is being done, what participation will involve and how you will
benefit. Please take time to read the following information carefully and email the
researchers if anything is not clear, or if you require more information.
What is the project’s purpose?
The purpose of project SOTER is to create a toolset, designed to transform critical aspects of
cybersecurity within the finance sector. SOTER combines technological development with
human-factor based cybersecurity training.
This particular pillar of the project is related to the human factors cybersecurity research. In
particular the activity is looking at understanding the human side of cybersecurity in your
organisation, and providing mitigation steps to improve cybersecurity resilience across
different levels of your organisational structure.
Who is conducting the research?
The research is being conducted by a consortium of organisations based within Europe and
the United Kingdom. The project is funded by the European Commission under Grant No.
833923. More details may be found on the project website (www.soterproject.eu)
Does my company have to take part?
It is up to you to decide whether your organisation takes part, it is voluntary. It is important
to note that whilst you may consent to your organisation taking part, it is ultimately up to
your employees to decide if they want to volunteer to participate in the particular research
action.
Do my employees have to take part?
The employees of your organisation do not have to take part.
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It is extremely important to note that the decision regarding volunteering to participate will
have no negative consequences, especially with regards to current or future employment at
your organisation. Employee responses will be at minimum pseudonymous, which means
that interview data will only be identifiable by a code (e.g. 001) and only the primary
researchers will know the link between data sets and employees, if at all. Employees’
responses will not be shared with their organisation.
Your employees will also have the right to withdraw their information for 14 days following
the research activity. This means that they can request to have their data deleted. However,
once 14 days has passed this will no longer be possible, as the data will be analysed and
therefore it will not be possible to withdraw.
What will happen if my employees take part?
If employees choose to take part they have to be provided with an information and consent
form. On this they will be provided with information on the project, asked if they
understand the activity they will be participating in, and a request for consent for their
information to be processed will be made. Once they have signed the consent form, they
will be provided with a pseudonymous identifier and a time and date for their interview. In
this interview, employees will be asked questions relating to their cybersecurity awareness
and potential barriers of complying with cybersecurity procedures. Employees will also be
presented with a series of cybersecurity scenarios and asked their thoughts on whether a
fictional character should perform certain actions or behaviours. Each interview will last
between 60 and 90 minutes.
What are the possible benefits for your organisation?
Whilst there are no immediate benefits, the researchers from the SOTER project can share
the final report with your organisation, which could then be used to learn about
cybersecurity practices, behaviours, and also to understand potential areas for
improvement to increase organisational cybersecurity resilience. This can then be used to
inform future training and awareness activities, or cybersecurity polices, for example.
What risks are there to my participation?
While the SOTER project has a legal and ethical obligation to ensure that risks and potential
harms are minimised throughout the research lifecycle, it is impossible to ensure that every
potential vulnerability is accounted for. The SOTER project assesses all activities for risks and
vulnerabilities on an ongoing basis, and makes every attempt to ensure that your rights and
freedoms are protected.
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The project keeps a running risk table, consults an Ethics Advisory Board on a regular basis,
and also is obligated to complete a number of requirements with the European Commission
project ethics board.
Is this research ethical?
The research conforms to European Commission guidelines and is approved by the Ethics
Committee of the Research Executive Agency managing Horizon 2020 projects.
This study will be conducted according to the ethical principles in the Grant Agreement (see
Articles 34 and 36) and also the ethics deliverables, such as those presented to the
European Commission within Work Package 1, T1.5 – Research Ethics Management, and
Work Package 9 – Ethics. In particular, we will comply with ethical principles and the
applicable international, EU and national law.
Who can I contact if I have questions?
The contact details of the research team are found below. You are free to contact the
project coordinator regarding any query you have related to your personal data, the ethics
protocol, or the project itself.
Project Coordinator:
Ana Gonzalez Segura (ana.gonzalez.segura@everis.com)
Consent:
I have read and understood the above information, on behalf of my organisation.

SI

Lead Researcher:
Robin Renwick (robin.renwick@trilateralresearch.com)
Project Coordinator:
Ana Gonzalez Segura (ana.gonzalez.segura@everis.com)
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Annex E
Awareness Index
A1 - Confidential personal data and information handling
k1

Knows which data or information is personal

k2

Knows about the risks associated with involuntary disclosure of personal data or information

k3

Is aware of personal data being one of the main responsibilities of the company

k4

Knows about GDPR and respective company protocols

k5

Understands the severity of consequences for the company in case of a GDPR violation or a data breach

k6

Knows about sector specific regulations in regard to personal data and information handling

k7

Knows which actions sector specific regulations in regard to personal data and information handling require

A2 - Confidential business data and information handling
k1

Knows which business information is sensitive/confidential

k2

Knows about the risks associated with involuntary disclosure of unauthorized information or data breaches, such as loss of material or reputational assets

k3

Understands that information may offer an entry point for attackers (e.g. supply-chain information)

K4

Knows about different backup strategies for sensitive business data

k5

knows what due diligence means in regard to the handling of confidential business information

A3 - Responsible sharing of private information
k1

Knows which private information can be shared and which private information should better be kept to oneself or only be shared with chosen social circles

k2

Knows that involuntary sharing of private information may be (virtually) irreversible

k3

Knows the risks associated with disclosure of private information such as online fraud, social engineering, cyber bullying and reputational risks

k4

Knows that lack of diligence in regard to private information may lead to adverse effects on the business sphere (via social engineering)

k5

Knows about different means to keep private information confidential
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A4 - Privacy setting for private digital devices and services
k1

Knows about personalized advertisement and other privacy settings (e.g. geodata)

k2

Understands the importance of privacy settings for own private data

k3

Understands the risks involved in agreeing to common terms of service without reading and understanding them

k4

Knows that platforms have to adhere to regulation and provide a minimum of privacy options

k5

Knows that lack of diligence about privacy settings may lead to adverse effects on the business sphere (via social engineering)

A5 - Assessment of accuracy and integrity of information
k1

Understands how information is generated, managed and made available

k2

Is aware of different search engines

k3

Understands the reliability of different sources

k4

Recognises that not all information can be found on the Internet

k5

Understands online and offline information sources

B1 - Physical Safety
k1

Understands that the principles of identity verification apply to physically present clients or suppliers as well as they apply in digital communication

k2

Knows that physically present suppliers (such as employees of delivery services) or clients have restricted access to the company’s premises

k3

Understands that access controls within a company are to be taken seriously and that there are significant assets at risk

k4

Knows that ICT infrastructure need to be guarded from unauthorized physical access

B2 - Safe Browsing
k1

Knows that websites may not be authentic, even if they look that way

k2

Knows that fake or compromised websites can steal information

k3

Knows that spoofed websites can host a myriad of threats, such as malware or harmful scripts

k4

Knows that entering information (esp. credentials) on spoofed websites may constitute a typical entry point for attackers

k5

Understands that attackers may conduct a multi-staged attack, wherein entering unsolicited information on a spoofed website may be an important steppingstone

k6

Understands that company assets are at risk through fake websites just as much as with any other social engineering technique
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k7

Knows which properties a website must have to be secure

B3 - Network Handling
k1

Knows that there exist different networks with different security properties

k2

Understands the risks of WiFi networks and how to mitigate them

k3

Understands that public networks are prone to uninvited listeners

k4

Understands the risks associated with using insecure networks

k5

Knows how a VPN works

k6

Knows that information transmitted via public networks may easily be intercepted

B4 - Safe Digital Communication
k1

Is aware of different digital communication means (e.g. email, chat, VoIP, video-conference, SMS)

k2

Knows which digital communication means are considered to be safer than others

k3

Knows the basics of encryption of digital communication

k4

Knows that internal communication can be faked/forged

k5

Is aware of the risks linked with online communication with unknown (unverified) people

k6

Is aware that intercepted communication may lead to data breaches and asset loss

k7

Knows about permitted messenger clients (according to company’s policy)

B5 - Assurance of Device Safety
k1

Understands that devices may get compromised during remote working as well as office working

k2

Knows that some (mobile) apps can sniff information from used devices

k3

Knows about current and up-to-date strategies to avoid device safety risks (e.g. regular security updates)

k4

Knows how to secure used digital devices

B6 - Creation of Safe Credentials
k1

Is aware of authentication methods, such as 2FA

k2

Understands the risks associated with weak passwords/login credentials and the potential effects on the company’s IT system’s integrity
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k3

Knows about brute-force method and the resulting requirements for safe passwords

k4

Knows that it is necessary to use as many different passwords as possible, for different digital services/devices

C1 - Social Engineering Recognition
k1

Understands what “social engineering” is

k2

Understands that many successful CS attacks are based on social engineering

k3

Knows about typical attack mechanisms employed during social engineering, such as Spoofing, Phishing or Pretexting

k4

Knows that every social engineering attack needs to have a “catch” (e.g. needs confidential information to be disclosed without authorization)

k5

Understands that multi-stage attacks might start simply with eliciting internal information or information about suppliers

k6

Understands that the company’s IS department potentially cannot prevent (all) damage after a successful social engineering attack

C2 - Malware (Infection) Recognition
k1

Understands that every file that was not pre-installed on their work devices is potentially dangerous

k2

Knows that downloaded files and email attachments might be infected

k3

Knows that malware may infect entire systems quickly, while being tremendously tedious to remove

k4

Understands that malware infection is the usual prerequisite for (very costly) ransomware attacks

k5

Knows about the most important malware attacks threatening the company at a given time

k6

Knows how to react to a suspected malware infection of a used device

C3 - Physical Environment Sensibility
k1
k2

Knows which physically present suppliers (such as employees of delivery services) or clients are allowed on the company’s premises or knows how confirmed access is represented
(e.g. through badges for visitors)
Knows which digital devices are to be expected at the individual workplace and its surroundings

k3

Knows that information or data that is physically accessible can be taken advantage of for different kinds of threats to the organization

k4

Knows that listening devices (such as smartphones) might be used to record conversations

k5

Knows that external memory drives (such as USB sticks) pose a high risk to the company’s IT system

C4 - Identity Fraud Recognition
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k1

Knows how to verify the identity of an interaction partner

k2

Knows about the importance of verifying the communication partner’s identity for avoiding identity fraud

k3

Understands that Identity Spoofing is one of the most common attack vectors

k4

Understands the risks of digital customer onboarding in contrast to on-premise customer onboarding

k5

Knows about sector specific types of identity fraud

C5 - Insider Threat Recognition
k1

Knows what a “malicious insider” is

k2

Knows about the prevalence of malicious insiders

k3

Knows about behaviour usually displayed by malicious insiders

k4

Knows about possible motivators for malicious insiders, such as monetary incentives, game debts etc.

k5

Understands that acting as a malicious insider is a bargain with serious long-term, individual repercussions

D1 - Incident Documentation
k1

Knows about the company’s incident documentation protocol

k2

Knows that covering up individual mistakes can lead to serious harm for the organisation, and hence also to themselves

k3

Understands that it is crucial to provide detailed information about CS incidents, which can be used in company training actions

D2 - Incident Reporting
k1

Knows about the company’s incident reporting protocol

k2

Knows the appropriate authorities to contact in case of an incident

k3

Understands that it is crucial to provide detailed information about CS incidents to authorities and others to prevent further incidents in a wider context

D3 - Incident Communication
k1

Knows who to ask or talk to in case of an incident

k2

Knows when to escalate an incident to a superior

k3

Knows that it is the ICT security department’s job to help her/him

k4

Knows about the appropriate channels to contact IS professionals/department
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k5

Knows that mere suspicions also warrant contacting the ICT security department

D4 - Collaborative Incident Management
k1

Knows that CS compliance within a team is dependent on every team member

k2

Knows that multi-team structures offer numerous entry points for attackers

k3

Understands that human behaviour is prone to error

Behavioural Index
A1 - Confidential personal data and information handling
s1

Can handle requests for any confidential personal data or information with due diligence and in compliance with GDPR

s2

Can verify the authenticity of requests for confidential personal data or information

s3

Can independently verify identity and integrity of the individual or company issuing any request for confidential personal data or information

s4

Can verify integrity of requests for personal data or information even in internal communication for GDPR compliance

s5

Can handle personal data in accordance to all applicable regulations and protocols.

A2 - Confidential business data and information handling
s1

Can handle requests for any business information with due diligence and in compliance with sector-specific regulation

s2

Verifies the authenticity of requests for business information (e.g. request for list of suppliers)

s3

Can independently verify identity and integrity of the individual or company issuing any request for business information

s4

Is able to make a backup according to company security protocol

A3 - Responsible sharing of private information
s1

Can track down digital information about oneself

s2

Can check own digital identity and footprints

s3

Can maintain good cyber-hygiene with own private data

A4 - Privacy setting for private digital devices and services
s1

Can configure (software, device, social media, account) privacy settings to avoid involuntary disclosure of personal data
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s2

Can monitor own privacy settings continually

A5 - Assessment of accuracy and integrity of information
s1

Can assess the usefulness, timeliness, accuracy and integrity of the information

s2

Can evaluate media content for verifiability, authenticity, integrity and consistency

s3

Can analyse retrieved information

s4

Can compare, contrast, and integrate information from different sources

s5

Can individually check sources of obtained information to verify their reliability

B1 - Physical Safety
s1

Acts in accordance with access control protocols

s2

Can enforce company’s access controls on unauthorized third parties

s3

Will alert company security if unauthorized access to company’s premises is detected

s4

Lets new or unfamiliar devices be cleared by IS department before using them on-premise

s5

Can make sure that no sensitive information on paper or on screen is visible to unauthorized entities

s6

Can make sure that no third party may listen in on conversations containing confidential (financial) information

s7

Will only meet with clients within own office if there is no sensitive information present (see also GDPR), otherwise uses designated meeting rooms

B2 - Safe Browsing
s1

Checks for HTTPS and SSL certificates

s2

Verifies the authenticity of websites based on other indicators (design, address, URL)

s3

Takes his/her time to verify the authenticity of a website

s4

Can identify a fake website even though it may have an SSL certificate

B3 - Network Handling
s1

Makes sure to always be logged into the secure work network (as provided by the company)

s2

Can set up a secure network for remote work (e.g. uses VPN in home office)

B4 - Safe Digital Communication
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s1

Can verify authenticity of external and internal communication

s2

Only uses company-approved messenger clients

s3

Uses the safest possible communication channel when handling confidential information

s4

Is able to use encryption for digital communication

B5 - Assurance of Device Safety
s1

Can secure personal devices before activating business email

s2

Can install and regularly update antivirus software on private device

s3

Regularly checks for available security updates

s4

Checks with the IS department if he/she is unsure about installing software on his/her devices

B6 - Creation of Safe Credentials
s1

Is able to create and manage strong passwords

s2

Uses different passwords for accessing work vs. private devices and services

s3

Uses advanced authentication methods and considers separate 2FA based password managers for personal and work devices

s4

Is able to keep credentials safe

C1 - Social Engineering Recognition
s1

Can verify identity of request issuer

s2

Can verify the integrity of the request

s3

Checks for integrity of email senders

s4

Can distinguish between secure and non-secure websites and file sources independently

C2 - Malware (Infection) Recognition
s1

Can identify different file types and is able to assess their risk potential

s2

Treats any executable file or archive with special care

s3

Can use anti-malware software to scan files or archives before opening them

s4

Handles unknown file extensions cautiously
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s5

Treats download links with due care

s6

When in doubt, does not open or download anything without checking in with the IT Security department

C3 - Physical Environment Sensibility
s1

Can identify third parties that are physically present, but are not supposed to be here

s2

Can identify suspicious digital devices

s3

Perceives the workplace as a semi-public place in which certain data and information have to be protected from unauthorized access

C4 - Identity Fraud Recognition
s1

Can detect identity fraud attempts in digital communication

C5 - Insider Threat Recognition
s1

Can identify highly suspicious behaviour of colleagues within the same department or team without becoming a “snitch”

s2

Can report highly suspicious activity discreetly

D1 - Incident Documentation
s1

Provides a detailed, truthful account of the CS incident from their point of view

D2 - Incident Reporting
s1

Can provide a comprehensive, formal report about a CS incident in line with relevant regulation

D3 - Incident Communication
s1

Is able to communicate with IT/IS professionals about incidents comprehensibly

s2

Is able to contact IS department for analysis of suspicious external devices

s3

Is able to alert company security if unauthorized access to company’s premises is detected

D4 - Collaborative Incident Management
s1

Is able to identify that a colleague might have been subjected to social engineering

s2

Is able to communicate about incidents within the team

s3

Proactively ensures that CS guidelines are complied with within the working team and when working with members of other teams

s4

Acknowledges that accidents happen, and thus will address CS issues with colleagues without patronizing
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Attitudes Index
A1 - Confidential personal data and information handling
a1

Values the individual (legal, ethical, physical, material, mental and social) integrity of others in regard to their personal data/information

a2

Values privacy of data from other persons

A2 - Confidential business data and information handling
a1

Values the integrity of their employers’ organization in regard to business data and information as long as it is in accordance with respective applicable law and European Values

a2

Values Backups as an important measure against data loss

A3 - Responsible sharing of private information
a1

Values privacy and data protection of own data

A4 - Privacy setting for private digital devices and services
a1

Values privacy settings for oneself

A5 - Assessment of accuracy and integrity of information
a1

Is critical about information found (online)

B1 - Physical Safety
a1

Takes a critical stance towards unfamiliar or external persons and digital devices

B2 - Safe Browsing
a1

Takes a critical stance towards unfamiliar links and websites

B3 - Network Handling
a1

Takes a critical stance towards unfamiliar networks

B4 - Safe Digital Communication
a1

Takes a critical stance towards the unreflected use of unsafe digital communication means

a2

Values the integrity of all entities involved who act in accordance with respective applicable law when communicating digitally
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B5 - Assurance of Device Safety
a1

Has internalized that digital devices with network connection are hardly ever completely private spaces

a2

Values own digital safety as well as the digital safety of their employer

B6 - Creation of Safe Credentials
a1

Values own digital safety as well as the digital safety of their employer

a2

Believes in the merit and practicality of strong authentication routines

C1 - Social Engineering Recognition
a1

Takes a critical stance towards requests regarding company assets like information or money

a2

Enters a state of alertness when requests for business assets contain pleas for reciprocity, commitment, liking, consensus and urgency or apply undue authority

C2 - Malware (Infection) Recognition
a1

Does not indulge in a false sense of security due to the perception of the ICT security systems in place as impenetrable

C3 - Physical Environment Sensibility
a1

Takes a critical stance towards any unknown person or digital device present at the workplace

C4 - Identity Fraud Recognition
a1

Takes a critical stance towards unknown persons or organisations

C5 - Insider Threat Recognition
a1

Is benevolent towards co-workers, but is not overly trusting in everyone

D1 - Incident Documentation
a1

Is willing to give a detailed account of an incident, even if it was caused by an own mistake and reflect on it

D2 - Incident Reporting
a1

Is conscientious about filing incident reports according to protocol

D3 - Incident Communication
a1

Trusts in company’s ICT Security department or contractor
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a2

Is willing to ask for help in the face of an incident that exceeds own knowledge and skills

D4 - Collaborative Incident Management
a1

Is feeling socially supportive towards team members
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Annex F
Joint Controller Agreement (SSH Interviews)

THIS JOINT CONTROLLER AGREEMENT is entered into and effective as of the 1st day of June
2021 (the “Effective Date”).
PARTIES:
(1)

Trilateral Research Limited, with its principal office at FDW House, Blackthorn, Business
Park Coes Road, Dundalk Louth, Ireland, (“TRI”) and

(2)

NTT Data Spain S.L.U,(formerly known as EVERIS Spain SLU) with its principal office at
Camino Fuente de la Mora 1,28050 Madrid, Spain, with company number ESB82387770,
(“NTT DATA”)

Each one a “Party” and together jointly referred as the “Parties”.
BACKGROUND:
(1)

Both Parties are beneficiaries in the EU funded Project SOTER with Grant Agreement
number 833923 for the Cybersecurity Optimization and Training for Enhanced Resilience
in Finance (the “Project”).

(2)

As part of Work Package 2 and Task 2.1, as described in the Grant Agreement, the
Parties have conducted interviews to evaluate employee’s overall awareness of cybersecurity issues among different financial organisations. As part of this task, the Parties will
be processing and sharing Personal Data.

(3)

In consideration of the above and in order to protect personal data in compliance with
Data Protection Laws, the Parties have, for their mutual benefit and for good and
valuable consideration, agreed to process such data as Joint Controllers and have
entered into this Joint Controller Agreement.

IT IS AGREED as follows:
1. Definitions and Interpretation
1.1.

This agreement (the “Agreement”) shall be interpreted and construed in line with
applicable Data Protection Laws.

Data Protection Laws

the General Data Protection Regulation (EU) 2016/679
(“GDPR”), and any other national or EU data protection
law, including but not limited to guidance from the
Data Protection Authorities and the European Data
Protection Board;

Data Subject(s)

shall have the meaning ascribed thereto under the
GDPR;

Personal Data

shall have the meaning given to that term in Article 4
of the GDPR;
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Personal Data Breach

shall mean a breach of security leading to the
accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to Personal Data
transmitted, stored, or otherwise processed by a Party;

Processing and / or Process

shall have the meaning given to that term in Article 4
of the GDPR.

Shared Personal Data

means the personal data, to be shared between the
Parties under this Agreement;

Special Categories of Data

shall have the meaning given to that term in Article
9(1) of the GDPR.

2. Agreed Purpose
2.1

This Agreement establishes the framework for the sharing of Personal Data
between the Parties as Joint Data Controllers by defining the roles and
responsibilities of each Party to ensure compliance with Data Protection Law.

2.2

The purpose of the data processing shall be to conduct interviews in the context
of the Project as described above, to gather information on cybersecurity
awareness and to use that information as part of the deliverables assigned
under the Project (the “Agreed Purpose”).

2.3

The Parties shall not process any Personal Data pursuant to this Agreement in a
manner, or for any other purpose, that is incompatible with the Agreed Purpose.

3. Data Protection Compliance
3.1

Each Party shall appoint a representative as a point of contact for all issues
related to this Agreement (including, but not limited to, compliance and
handling of personal data breaches). The contact details for the Parties’
appointed points of contact are as follows:
3.1.1

For Trilateral Research:
[Kush Wadhwa, kush.wadhwa@trilateralresearch.com]

3.1.2

For NTT Data Spain S.L:

[Eliseo Venegas, eliseo.venegas.mayoral@nttdata.com]
3.2

Both Parties shall at all times during the term of this Agreement comply with their
obligations as data controllers, the rights of data subjects, and all other
applicable requirements under Data Protection Laws. This Agreement is in
addition to, and does not relieve, remove, or replace either Party’s obligations
under Data Protection Laws. Any material breach of Data Protection Laws by
either Party shall, if not remedied within 30 days of written notice from the other
Party, give the other Party grounds to terminate this Agreement with immediate
effect.
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4. Shared Personal Data
4.1

The Shared Personal Data processed jointly and for the Agreed Purpose, shall
be:
-

Name and surname of the interviewees;

-

Recordings of the interviews (video and voice);

-

Transcripts;

-

Email address;

-

Job role;

-

Opinions and personal stories related to cybersecurity according to the
questions asked during the interview.

4.2

The Parties acknowledge their respective intentions that only such Personal Data
as is required for the Agreed Purpose will be requested and/or shared by the
Parties.

4.3

The legal basis for the data processing shall be the consent of the Data Subjects
collected by both Parties at the time of the interviews.

4.4

The Parties shall ensure that Data Subjects are provided with clear and sufficient
information about the data processing.

4.5

The Parties shall take appropriate and proportionate steps to ensure that the
Shared Personal Data is adequate, relevant, accurate and limited to what is
necessary.

4.6

If either Party becomes aware that any of the Shared Data are inaccurate, or
not required for the Agreed Purpose; it shall notify the other Party accordingly
without undue delay.

5. Data Subject Rights
5.1

The Party in receipt of a request from a Data Subject regarding the Shared Data
seeking to exercise their rights under Data Protection Law shall be responsible
for responding to such request.

5.2

Each Party agrees to provide assistance to the other Party as is reasonably
necessary to comply with their respective obligations under Data Protection
Law, where a Data Subject seeks to exercise their rights. Such assistance shall
include, but is not limited to:

5.3

5.2.1

consulting with the other Party with respect to information and notices
provided to Data Subjects relating to the Shared Personal Data;

5.2.2

promptly informing the other Party of the receipt of and request received
from a Data Subject concerning the Shared Data and providing
reasonable assistance in complying with the same;

5.2.3

assisting the other Party in responding to any other Data Subject request.

Each Party shall maintain records of all data subject requests received, the
decisions made in response, and any information provided to the data
subject(s) concerned.

6. Data Retention
6.1

Subject to sub-Clause 7.2, the Receiving Party shall hold and process the Shared
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Personal Data only for so long as is necessary for the fulfilment of the Agreed
Purpose and in accordance with Data Protection Law.
7. Transfers and sharing with third - parties
7.1

The Shared Personal data shall not be transferred to any third party outside the
European Economic Area (EEA).

7.2

The Shared Personal Data shall only be accessible to the Parties in this
Agreement and shall not be shared with any other Project beneficiary unless
strictly necessary.

7.3

The Shared Personal Data shall not be shared with any third party outside the
Project, unless required by the European Commission.

8. Security
8.1

Both Parties shall ensure that they have in place appropriate technical and
organisational measures to protect the Shared Personal Data against the
unauthorised or unlawful processing of, and against the accidental loss or
destruction of, or damage to, the Shared Personal Data, having regard to the
nature of the data being processed, the state of technological development
and the cost of implementing any such measures.

8.2

When implementing appropriate technical and organisational measures, both
Parties shall ensure a level of security appropriate to the nature of the Shared
Personal Data which is to be protected, and to the potential harm resulting from
any unauthorised or unlawful processing of, the accidental loss or destruction
of, or damage to, the Shared Personal Data.

8.3

Any technical and organisational measures put in place by both Parties shall be
reviewed regularly by the respective Party, updating such measures upon the
agreement of the other Party, as appropriate, throughout the term of this
Agreement.

8.4

Both Parties shall ensure that any and all of their employees by whom the Shared
Personal Data is to be accessed and/or processed are appropriately trained to
do so in accordance with this Agreement and Data Protection Laws and are
subject to contractual obligations in relation to confidentiality.

9. Personal Data Breaches
9.1

In the event of a Personal Data Breach, each Party shall comply with its
obligations to report such a breach to the Supervisory Authority and, if
applicable, to the affected Data Subjects in accordance with Article 33 of the
GDPR. Furthermore, each Party shall inform the other Party of any such breach
without undue delay, and at least within 72 hours, irrespective of whether it is
required to be reported to the Supervisory Authority or to the Data Subject(s).

9.2

Each Party shall provide reasonable assistance to the other Party responding to
Personal Data Breaches.
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10. Technical and Organisational Measures:
10.1

10.2

Each Party shall ensure its compliance with Article 32 of the GDPR in respect of
the appropriate technical and organisational measures to safeguard the
Shared Personal Data.
Security measures shall include but are not limited to:
(i)

ensure that appropriate physical and technical safeguards are in
place to protect the hardware and software which is used in
processing the Shared Personal Data in accordance with best industry
practice;

(ii)

prevent unauthorised access to the Shared Personal Data;

(iii)

protect the Shared Personal Data using pseudonymisation;

(iv)

password protect all computers and other devices on which Shared
Personal Data is stored, ensuring that all passwords are secure and that
passwords are not shared under any circumstances;

(v)

have in place methods for detecting and dealing with breaches of
security (including loss, damage, or destruction of Shared Personal
Data).

11. Mutual Assistance
11.1.

Each Party shall assist the other party in complying with all applicable
requirements of Data Protection Laws with respect to the Shared Data.

12. Term, Termination and Review
12.1

This Agreement shall come into force on the Effective Date and shall continue
in force unless terminated by either Party.

12.2

This Agreement may not be supplemented, amended, varied, or modified in
any manner except by an instrument in writing signed by a duly authorised
officer or representative of each of the Parties hereto.

13. Indemnity
13.1

Where pursuant to Article 82(4) of the GDPR, a Party is found to be liable for
the entire damage arising from a breach or breaches of the GDPR relating
to activities under this Agreement, in order to ensure effective compensation
of one or more individuals, then the other Party shall indemnify that Party for
that portion of the compensation attributable to any breaches of GDPR giving
rise to the compensation for which that Party is responsible.

13.2

Should one of the Parties be held liable by a final decision of the respective
supervisory authority imposing an administrative fine. That Party shall have a right
of compensation against the other Party, provided that the compensation shall
be merely in the extent and amount it is able to prove that the fine has been
imposed as a direct consequence of the breach or non-compliance with this
Agreement or any Data Protection Law.

13.3

Each Party shall assume its liability for the breach of the obligations that
correspond in accordance with the provisions of this Agreement or those that
correspond to them according to Data Protection Laws.
In any case, this liability, both between the Parties and against third parties, shall
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be limited to direct damages that are caused by a direct and exclusive act or
omission of the non-fulfilling Party. The liability of each Party shall be limited to
the amount granted to the liable Party in the Grant Agreement, unless there is
intent or gross negligence.
Neither Party shall be liable to the other for indirect and/or consequential
damages, including but not limited to: i) reputational damage; ii) loss of profits;
iii) loss of revenue, profits or goodwill; and iv) loss of data.

14. Non-Assignment of Agreement
14.1

Neither Party may assign, transfer, sub-contract, or in any other manner make
available to any third party the benefit and/or burden of this Agreement without
the prior written consent of the other Party.

15. Entire Agreement
15.1

This Agreement contains the entire agreement between the Parties with respect
to its subject matter and may not be modified except by an instrument in writing
signed by the duly authorised representatives of the Parties.

16. Severance
16.1

The Parties agree that, in the event that one or more of the provisions of this
Agreement is found to be unlawful, invalid, or otherwise unenforceable, that or
those provisions shall be deemed severed from the remainder of this
Agreement. The remainder of this Agreement shall be valid and enforceable.

17. Notice
17.1

All notices under this Agreement shall be in writing and be deemed duly given
if signed by the Party giving the notice or by a duly authorised officer thereof, as
appropriate.

17.2

All notices under this Agreement shall be addressed to the most recent address,
facsimile number, or email address notified to the other Party.

18. Jurisdiction
18.1

This Agreement and any dispute or claim arising out of or in connection with
it or its subject matter, existence, operation, formation, or termination
(including non- contractual disputes or claims) shall be governed by, and
construed in accordance with, the laws of Ireland. The Parties to this
Agreement irrevocably agree that the Courts of Ireland shall have exclusive
jurisdiction to settle any dispute or claim that arises out of or in connection
with this Agreement or its subject matter, existence, operation, formation or
termination (including non-contractual disputes or claims).
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