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Abstract 
SOTER is a European Commission H2020 funded project, entitled ‘cyberSecurity Optimization 

and Training for Enhanced Resilience in finance’ (SOTER). This deliverable is titled D4.6 – 

Report on pilots’ legal compliance. It serves as a publicly disseminated report on the two 

project pilots (Pilot # 1 and Pilot # 2). The pilots are situated within WP4 - Use cases and 

cybersecurity awareness and will be conducted from M20 (February 2021 and M31 (January 

2022) of the project. The SOTER project has two interrelated strands of research that will be 

the focus of the pilots. The first strand relates to the development of a digital onboarding 

platform for the finance sector. This platform implements a series of technologies in order to 

provide a robust, secure, and verifiable onboarding procedure for potential finance sector 

clients. The second strand of the research concerns the development of cybersecurity training 

materials, delivered to an end-user organisation through an online learning platform. Two 

pilots are conducted in order to test the overall function and usability of the SOTER tools. Pilot 

# 1 is concerned with the digital onboarding platform, while Pilot # 2 concerns the 

cybersecurity training materials and interface. This deliverable introduces the two pilots, 

provides an overview of the relevant legislation at both European and Member State level, 

details the contractual arrangements that have been requested from project partners 

pursuant to Article 30 GDPR, and provides a report on the pilots’ compliance.  
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Executive Summary 

SOTER is a European Commission H2020 funded project, entitled ‘cyberSecurity Optimization 

and Training for Enhanced Resilience in finance’ (SOTER). This deliverable, D4.6 – Report on 

pilots’ legal compliance, contains information related to the piloting activities of the project 

and concerns the monitoring of the pilots for legal compliance.  

 

There are two piloting activities within the project. The first piloting activity (Pilot #1) 

concerns the SOTER digital onboarding platform. This pilot has been coordinated between 

the technical lead EVERIS, and the designated end-user – LIBERBANK. 

 

The second set of piloting activities (Pilot #2) involve the testing of the cybersecurity 

competence training and awareness platform. The activities are coordinated by the training 

platform developers, RISE, in conjunction with UNIGRAZ.  

 

In summary, this report provides an overview of the data processing of the two pilots, 

including information on the specific data points, and the purpose of their processing. The 

deliverable details how the GDPR is viewed as the primary legal instrument for the data 

processing and explains how Joint Controller Agreements (JCA) have been sought from 

beneficiaries, pursuant to compliance efforts.  

 

Compliance of Pilot # 1 

 

The first and second iterations of Pilot # 1 has begun, with participants drawn from the Digital 

Innovation, Digital Process, and Digital Operations teams of the host institution, LIBERBANK. 

The third iteration is proposed to be conducted in late October 2021 (M28) and will include 

external participants.  

 

As of the deliverable date, a draft of the legal agreement has been provided to all relevant 

consortium members. This agreement is in the process of being reviewed by the legal teams 

of respective partners and an update will be provided in the next interim report, D1.5 – 

Activity and Management Reports (IV), due in October 2021 (M28). 

 

As of the deliverable date, LIBERBANK have overseen the consent gathering process of Pilot 

# 1. They have indicated they will provide the consent form they used in the interim report, 

D1.5 – Activity and Management Reports (IV), due in October 2021 (M28). 
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Compliance of Pilot # 2 

 

As of deliverable date, no piloting activities have been conducted within Pilot # 2. They are 

due to be conducted by the end of 2021.  

 

For Pilot # 2 UNIGRAZ and RISE have signed and executed a Joint Controller Agreement (JCA) 

on the 29th of September 2021. The relevant information regarding the JCA is available in the 

consent sheet for Pilot #2 (see Annex B). As of the deliverable date, efforts are being made to 

ensure the pilots remain legally compliant at both European and national level. 

 

The document has been prepared with respect to information available as of the deliverable 

date – 30th September 2021. If any new information becomes available, the document will be 

updated. 
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1 Introduction 

1.1 Scope of this deliverable  

SOTER is a European Commission H2020 funded project, entitled ‘cyberSecurity Optimization 

and Training for Enhanced Resilience in finance’ (SOTER). This deliverable, titled D4.6 – Report 

on pilots’ legal compliance, contains information related to the piloting activities and 

documents the monitoring of them for legal compliance.  

 

This document should not be seen as a formal or final legal assessment of the work, but a 

discussion of the applicable law, an overview of recommendations made to the organisations 

involved in conducting the pilots, and a report on specific efforts towards legal compliance. 

1.2 Structure of the deliverable 

This deliverable contains five sections, along with an introduction and conclusion.  

 

Section 2 provides a brief description of the pilots, including a summary of implemented 

technologies. It refers to information presented within WP4, and more specifically the 

deliverables associated with the design and delivery of the pilots: 

• D4.1 - Pilots definition and planning 

• D4.2 - Pilot Deployment report 

• D4.3 - Pilot operation and follow-up (I) 

• D4.4 - Pilot operation and follow-up (II) 

• D4.5 - Usability impact assessment 

Section 3 provides information on applicable law, at both the European and Member State 

level. The predominant legal framework for the piloting activities is Regulation (EU) 2016/679 

of the European Parliament and of the Council of 27 April 2016 on the protection of natural 

persons with regard to the processing of personal data and on the free movement of such 
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data, and repealing Directive 95/46/EC, otherwise known as the General Data Protection 

Regulation (GDPR).1  

 

Section 4 details the contractual agreements that have been requested of parties concerning 

the activities conducted during the piloting activities. 

 

Section 5 provides information on the monitoring of the pilots, including information about 

constraints arisen over the course of the SOTER project.  

 

The final section provides a high-level overview of recommendations arisen from the process, 

including a discussion surrounding the technological implementation moving out of the 

research environment, to market deployment. It includes information that relates to adjacent 

research tasks of the SOTER project, such as T2.2 – Privacy Impact Assessment and Privacy-

by-Design.  

1.3 Relation to other deliverables 

There are a number of tasks that should be viewed as supporting documentation. They will 

be referred to, as appropriate. The primary work packages and integrated tasks that impact 

the legal compliance of the SOTER piloting activities are: 

• WP1 – Project Management 

o T1.5 – Research Ethics Management 

o T1.6 – Data Management 

• WP3 – Cybersecurity improvement in Digital Onboarding 

 

 

 

 

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, and 

repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), available at: 

http://data.europa.eu/eli/reg/2016/679/2016-05-04 

http://data.europa.eu/eli/reg/2016/679/2016-05-04
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o T3.1 - SOTER onboarding platform setup and technologies integration 

• WP4 – Use cases and cybersecurity awareness 

o T4.1 – Pilots definition and planning 

o T4.2 – Pilot set-up and deployment 

o T4.3 - Pilot operation and follow-up 

• WP6 – Cybersecurity training in finance 

o T6.2 - Hands-on Training actions for bank employees 

o T6.3 - Hands-on Training actions for new key players 

• WP9 – Ethics 
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2 Description of pilots 

This chapter provides an overview of both pilots, including information provided in related 

SOTER deliverables. The purpose is to introduce the pilots and detail how participants will 

interact with the associated applications and/or platforms. This chapter will also detail the 

data processing, including a description of data points collected, and the purpose of their 

collection. 

2.1 Pilot # 1 

Pilot # 1 is focused on the implementation of the SOTER Digital Onboarding Platform (DOP). 

The DOP comprises several modules that function together to provide a secure, robust, and 

verifiable onboarding process. The use case is for the onboarding of a potential banking 

customer (the data subject) to the finance sector (end-user). 

 

For the purposes of Pilot # 1, the end-user is LIBERBANK. The data subject within the context 

of the SOTER project is represented by the pilot participants, and more specifically in several 

iterations, the tests involve a group of representatives to give feedback on the quality of the 

Digital Onboarding Platform.  

 

In a first iteration, employees of LIBERBANK’s Digital Operation and Digital Process teams 

tested the DOP. As a second iteration, a group of testers from LIBERBANK’s Digital Innovation 

team has tested the DOP. 

 

It is proposed that a third iteration with external participants will be included in the third 

second set of activities within Pilot # 1. These have yet to be conducted but are proposed to 

occur in M28 of the project.  

2.1.1 Set-up 

The DOP requires the installation of a mobile software application on the participant’s device.  

 

EVERIS will provide LIBERBANK with the latest testable versions of the app for both iOS and 

Android platforms.  
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LIBERBANK will distribute the apps amongst participants. The specific procedures for Pilot # 

1 have been detailed within three related deliverables: 

• D4.3 – Pilot operation and follow-up (I) 

• D4.4 – Pilot operation and follow-up (II) 

• D4.5 - Usability impact assessment 

2.1.2 Description of processing activities 

A table is presented below that details the data processing activities within the pilot. This 

information has also been specified within the appropriate WP9 – Ethics deliverable, titled 

D9.10 – POPD Requirement No. 10.  

 

The information regarding the management of this data is also included in the series of 

deliverables within T1.6 - Data Management. The final iteration of the Data Management 

Plan, titled D1.15 – Data Management Plan (IV) will be delivered in M29 (November 2021) of 

the project.
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Processed Data Points Technology Component  Purpose of processing 

Email  Basic Data Capture The information collected is required to test the functionality of the identity form 

which forms part of the onboarding process. Mobile phone number 

   

Name  

 

 

 

 

 

Identification document 

information 

 

 

 
 

 

 

The information collected is required as part of the process of identifying the 

potential customer. Some of the data it is also required to carry out the signature 

of the contracts. The collection and processing of data is required to ensure the 

correct functionality of the component technologies. 

Surname 

Gender 

Birth Date 

Place of Birth 

Parents 

Address 

Province 

Country 

Nationality 

Document type 

Document number 

Machine Readable Zone (MRZ) 

Document photo 
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Document front image 

Document back image 

Expiration date 

Personal Number  

Optional Data 

   

Facial reference template  

 

Biometric identification 

 

The data collection is required to ensure the necessary biometric identity of the 

participant. The process verifies that the potential customer’s identity document 

belongs to the person that is doing the onboarding process, and to guarantee that 

contract signing features are functioning correctly. 

Voice reference template 

Data point B32 

Data point B43 

Data point B54 

 

 

 

 
2 Redacted for public version 

3 Redacted for public version 

4 Redacted for public version 
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Account usage  

 

 

Anti-money laundering 

information 

 
 

The information is required to be collected in order to test the functionality of the 

form required to collect necessary information for specific anti-money laundering 

requirements.  

 

 

 

 

 

Account usage description 

Operate your own money 

(Y/N) 

Public activity (Y/N) 

Source of income 

Source of income description 

Working status 

Occupation / Activity 

Payer’s name 

Frequent operations 

Signed contract 

   

Mobile – Device 

accelerometer information 

 

 

 

 

 

Mobile - Generic device set up 

information including 

date/time, language, location, 
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data roaming, development 

settings 

Mobile device data 

 

 

 

 

 

 

 

 

 

The data points chosen includes what Accertify consider to be the minimum 

attributes necessary for device identification and risk assessment. The data points 

are collected in order to test the specific module and ensure that interactions with 

the risk assessment API provided by Accertify functions as intended.  

 

Mobile - Battery health levels 

and status 

Mobile - Information 

pertaining to device 

properties (device 

make/model/OS) 

Mobile - GPS information 

Mobile - List of detected 

malware on the device 

Mobile - Installed application 

information 

Mobile - Root status of device 

Mobile - WiFi connection 

information 

Device Identifier 
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End-user customer identifier 

(TruID) 

 

 

 

 

Consents and permissions 

 

 

The collected data represents the consent and permissions records of the bank’s 

intended customer. They are stored in a specific format (TruCERT™), which is then 

linked to the bank’s customer through an identifier (TruID). 
 

 

End-user consents and 

permissions records       

(TruCERT™) 

   

Contract  

 

 

 

 

 

 

 

 

Contract signature 

 
 

 

 

 

 

 

 

 

 

The information is required to be collected in order to test the functionality of the 

contract signature service. This data is necessary to ensure that the awareness of 

the client and that some of the steps of the onboarding process have been 

completed. 

Document type 

Document number 

Name 

Surname 

Nationality 

Province 

Email  

Mobile phone number 

Client 

TruID 
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Onboarding ID 

Level of assurance of customer 

identification 

Level of assurance that the 

customer indicates that 

he/she wants to sign the 

contract 

   

Basic data collection  

 

 

 

 

 

 

 

Custody of evidence 

 
 

 

 

 

 

 

 

 

The information is required to be collected in order to test the functionality of the 

custody service. This is the required information to guarantee that the customer 

has carried out an onboarding process successfully and can be used in case of 

repudiation. 

Identification data collection 

Biometric identification data 

collection 

Anti-money laundering data 

collection 

Mobile device data collection 

Consents and permissions 

data collection 

For each contract: 

Onboarding ID 
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Total number of contracts 

Voice signature 

Voice validity score 

Signed contract 

End-user consents and 

permissions records 
Table 2. Data processing for Pilot # 1 
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2.1.3 Interfaces of the platform used in Pilot # 1 

2.1.3.1 Welcome screen 

 
 

The initial welcome screen is presented to the 

participant when they load the application on their 

mobile device. It is an informative screen that 

explains the onboarding process and the permissions 

the user will have to provide on his device in order to 

carry out the onboarding successfully. 

 

No information is collected on this screen. 

 

 

                  Figure 1. Welcome screen 
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2.1.3.2 Basic data capture 

The basic data screen is presented to the participant next. 

It has two purposes: 

 

First, basic information is captured (email and mobile 

phone number). This information is necessary for the 

participant to be able to resume the process at the last save 

point, in case he/she leaves the process for any reason. For 

this to occur, information is stored in the SOTER cloud 

database. Only those with authorisation can access this 

data. 

 

Secondly, legal information is displayed to the participant, 

requesting their consent. This is required to demonstrate 

the participant has read and accepted the privacy policy of 

LIBERBANK, as well as other clauses that inform the 

participant about the different actions required to be 

carried out during the process. It is used to ensure that the 

participant is informed in a transparent manner of the 

processing that will be conducted with their data. The 

above is used to test the process, as consent for 

participation in the pilots have been gathered manually by 

LIBERBANK. 

 

        The mobile phone number and the email address are 

stored temporarily in SOTER’s database until the 

onboarding procedure is finalised.  

 

The actions carried out by participants within Pilot # 1 does not mean they will be signing a 

binding legal contract. 

Figure 2. Basic data capture screen 
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2.1.3.3 Identification documents data capture 

 The next step of the process is to begin the 

identification verification of the participant. This process 

has several steps. 

 

The participant’s identification document must be 

presented to the application, using the mobile device. 

The participant can perform this step using their 

passport, or their national identification document 

(National ID). For the process, the selected document 

must follow International Civil Aviation Organization 

(ICAO)5 standard and the device must have Near Field 

Communication (NFC) technology integrated and 

enabled. 

 

It is necessary to select the type of document to be used 

for reading. 

 

Once the type of document is chosen, an instruction 

screen is shown, so that the participant understands 

how to make captures of the document. 

 

 

 

 

 

 
5 International Civil Aviation Organization, ICAO, available at: https://www.icao.int/about-

icao/Pages/default.aspx 

Figure 3. Choosing the type of document 
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2.1.3.4 Proof of life and facial biometrics pattern capture and validation 

 
Figure 4. Proof of life demo screen 

At this step of the process, facial recognition and 

capture of the facial biometrics occurs. It consists of 

two tests in which the participant is asked to make 

one random movement per test: smiling, moving 

their head upside-down, or moving the head from 

right to left. 

 

With this test it is assured that the document belongs 

to the future client. 

 

 

2.1.3.5 Voice biometrics pattern capture 

A voice biometrics pattern is required so the participant can sign contracts in the final step of 

the onboarding flow. Samples of the participants voice are recorded, and a voice template 

created, so they can be compared with the recording taken at the final contract signing stage. 

 

The participants have to repeat aloud three different phrases. When signing the contract at 

the later stage, in order to validate the recording with the participant’s pattern, they will have 

to repeat one of the three phrases. 
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For security, the audio recordings are streamed directly to the EADS servers to be analysed.  

 

Once the EADS audio analysis process is finished, the supporting information (the basic data 

and the document data) is sent to EADS servers to be collected and enveloped. Once 

enveloped, the timestamping service provided by the FNMT is called to seal the data package 

in order to ensure the information cannot be tampered with without it being known to 

parties. 

 

Once sealed, EADS returns the data package to the SOTER platform, where it is temporarily 

stored in the SOTER database, along with previous information. EADS does not store any 

information of the participant. They only conduct the analysis process.  

 

As soon as the testing period is over the information stored in the SOTER database is deleted.  
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2.1.3.6 Anti-money laundering (AML) compliance form 

 
Figure 5. Anti-Money Laundering Form 

Money laundering is any process which intends to 

use, control, hide or disguise money or property 

derived from criminal activity. Know Your Customer 

(KYC) procedures are part of Anti-money Laundering 

(AML) compliance measures. Financial institutions 

are required by law to verify the identity of their 

clients in order to ascertain their formal legal 

identity. This is a stipulation derived from the 5th 

Anti-money Laundering Directive.6 

 

During the onboarding process an AML form is 

provided that the participant must complete, in 

order to continue with the process.  

 

This information is stored temporarily in SOTER’s 

database so that the participant may resume the 

process at a later stage, if necessary. 

 

2.1.3.7 Device information capture 

This step has no graphical interface and consists of generating a unique fingerprint of the 

device. Capturing specific information from the device allows SOTER to execute rules defined 

by LIBERBANK to ensure the device is secure and free from malware. It also allows the 

financial entity to make a risk-based assessment regarding whether the device is engaging in 

possible fraudulent behaviour. 
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The unique fingerprint, as well as certain technical information of the device (for example, 

the type of operating system and its version) along with the result of the rules are temporarily 

stored in SOTER’s database. 

2.1.3.8 Consents management 

At this stage of the onboarding flow, Trunomi’s service is used for consent management. 

Trunomi generate a unique TruID that is used to identify the participant through the 

onboarding process. This TruID allows TruCERT™ (the hashed records of specific permissions 

granted and rescinded) to be corroborated with the participant. Trunomi only store the TruID 

and the TruCERT™ of the participant. 

 

The TruID and the TruCERT™ are stored temporarily in SOTER’s database until the onboarding 

procedure is finalised. 

 

 

 

 

 

 

 
6 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 

(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 

terrorist financing, and amending Directives 2009/138/EC and 2013/36/EU (Text with EEA relevance), available 

at: http://data.europa.eu/eli/dir/2018/843/oj 

 

 

http://data.europa.eu/eli/dir/2018/843/oj
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2.1.3.9 Contract preview  

 

 

 

 

 

At this stage, representative contracts are generated 

and previewed so that the participant can preview 

and sign them to test the process.  

 

There is no back-office procedure to validate 

documents before this point, as this is a simplified 

piloting process for testing purposes. 

 

 

Figure 6. Contract preview 
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2.1.3.10 Contract signature 

 
Figure 7. Contract signature screen 

 

One the user has reviewed the contract it may be 

signed. The screen in Figure 7 is displayed and the 

participant has to record the sentence shown in the 

instructions. 

 

The participant will have three attempts per 

signature to sign correctly. If the signature is 

successful, the signed contract will be generated. 

 

For this to occur, the voice validation service 

provided by EADS is called, so the audio recording 

obtained from this step can be validated against the 

biometric template created by the EADS module in a 

previous step (see Section 2.1.3.5). Pattern matching 

occurs and the result is then known to SOTER.  

 

Once validated, FNMT’s signature service is called so 

that they can perform the signature on behalf of the 

participant. Once the participant has signed the 

contracts shown in the list, the onboarding process is 

finished. At this stage, evidence of this process is sent 

to the custody service provided by FNMT. This is 

represented by a transfer of data from the SOTER 

database to the FNMT database. Finally, all the 

information saved in SOTER’s database can be 

deleted. 
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2.2 Pilot # 2 

Pilot # 2 is focused on the testing of the SOTER Training Platform, which is hosted on a 

Moodle7 instance hosted on servers maintained and controlled by RISE. The servers are in an 

ISO 9001 and ISO 27001 certified data centre in Austria. 

 

As of deliverable date, no piloting activities have been conducted within Pilot # 2. They are 

due to be conducted by the end of 2021.  

2.2.1 Set-up 

The piloting activities for Pilot # 2 have been detailed within the related deliverable: 

• D4.1 – Pilots definition and planning 

• D4.2 - Pilot deployment report 

• Continued reporting on the deployment of Pilot #2 is documented 

in the deliverables D6.6, D6.7 and D6.8 (Report on Training 

Actions). 

2.2.2 Description of the processing activities 

In order to initiate the onboarding process for the SOTER Training Platform, RISE sends an e-

mail with a short explanatory remark regarding the research activity and a document to the 

responsible contact person in the relevant financial institution. This document will be 

required to be signed. An example of this document is contained within the Annex of this 

deliverable (Annex A).  

 

This document states that employees participating are doing so under their own free will, that 

there will be no negative consequences if employees choose not to participate, that the 

 

 

 

 
7 Moodle open-source learning platform, https://moodle.org/, [accessed 19th August 2021] 

https://moodle.org/
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organisation agrees to forward the link to the training activities to an agreed number of 

employees within the organisation and that the organisation will send their employees 

information on the conditions of participation including an emphasis that any employee is 

free to participate during their working hours.   

 

The document is returned to RISE and UNIGRAZ, encrypted, and stored on a SharePoint based 

repository, accessible only to authorised personnel from RISE and the UNIGRAZ.  

 

RISE then sends an e-mail with an explanation of the research activity to the responsible 

contact person of an institution with a specific link for each institution, which leads to a 

website (“Training Onboarding Platform”). 

 

The respective responsible contact person sends this link to the Training Onboarding Platform 

to a group of employees who will participate in the study.  

 

As the employees access the platform, they are informed about the processing of their data 

in the context of the study, and prior to their participation are required to consent to the 

processing of their personal data during the course of the research activity by clicking a button 

confirming their consent in order to be able to access the SOTER Training Platform.  

 

After consenting to participating in the research activity, each participant receives an 

automatically generated individual username and initial password for the SOTER Training 

Platform, which is based on the open-source software Moodle, as well as a link that leads to 

the platform.  

 

The participants will be informed that they have to keep this username and initial password, 

as it is used to exercise their data subject rights. The e-mail-address of the user is not 

collected, stored, or linked to the username at any point in time.  

 

Each set of login credentials for the SOTER Training Platform is connected to a randomly 

generated individual pseudonym. After their first login, the trainees will be asked to change 

the default password with a password of their choice which has to comply with security 

standards.  
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In the database of the SOTER Training Platform, the respective institution of the trainees is 

saved in a pseudonymised form. As soon as the possibility to link the trainees to their 

institution is no longer necessary, the trainees are grouped into two categories: “bank” and 

“new player”.  

 

In a next step, the trainees answer sociodemographic questions and questions related to their 

workplace environment. This data is necessary in order to evaluate individual and contextual 

factors when assessing the effectiveness of the cybersecurity training actions. The trainees 

are only then able to proceed to the training action. Two weeks after the first training action 

and testing phase, another test is conducted by the trainees.  

 

Illustration of the process:  

 

 

E-Mail sent to 
Organisation with 

Link to the Training 
Onboarding 

Platform

•Participating 
Organisations 
guarantee that their 
employees will 
participate in the 
trainings wholly 
voluntarily

Training Onboarding 
Platform

•Informed Consent 
according to Art 7 
GDPR

•Informed Consent 
(Research Ethics)

•Participants receive 
login credentials for 
the Moodle platform 
where trainings take 
place

Moodle Platform

•After first login, the user will be 
immediately required to change 
his/her password

•On the Moodle Platform, the 
participants can manage their 
data subject rights under GDPR on 
their own

•Training Activities

•Sociodemographic and workplace-
related data gathered

Figure 8. Overview of Training Onboarding Flow 
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The data gathered during the course of the training actions are downloaded by an authorised 

person in RISE. This data set does not include the respective Moodle account numbers, 

pseudonyms, sociodemographic data, or workplace-related data. The sets of data are 

processed in order to depict, in aggregated form, the training achievements of the employees 

of each participating organisation, for example in a written summary, or in diagram form.  

 

Under the condition that more than 50 employees of a specific financial institution have 

participated in the training activities, the aggregated depiction of training results is sent to 

the institutions whose employees the data concerns. 

 

A further data set is downloaded from the platform without the respective pseudonyms and 

without the pseudonymized code for each participating organisation, but the data is grouped 

into two categories: “bank” and “new player”.  

 

This data is made available to UNIGRAZ on a password-protected file-drop-platform, which is 

provided by RISE’s Nextcloud-platform.8 The dataset is then, in order for UNIGRAZ to conduct 

its research, saved on a password-protected SharePoint instance provided by UNIGRAZ. This 

may only be accessed by authorized personnel from UNIGRAZ. The dataset provided is used 

to present, in aggregated form, the results of the sociological study in scientific publications.  

 

Moreover, the results of the sociological study will be used to improve the deployed 

cybersecurity competence training developed by UNIGRAZ and to improve the functioning of 

the deployed Moodle-based training platform developed by RISE.  

 

According to an agreement made in the Grant Agreement for the SOTER project, the research 

dataset is going to be published on an open-access data repository. The following table shows 

the data points collected from the trainees in Pilot # 2, derived during the course of the 

training action: 

 

 

 

 
8 https://nextcloud.com/ 
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Processed Data Points Examples of Data Points Purpose of processing 

Data for functionality of the platform for provision of persistent accounts for participants and secure login to the platform 

Pseudonym, saved on the training platform Number,  

e.g., Trainee001 

Provide a persistent account for each 

trainee 

Password freely chosen (has to comply with the requirements for 

secure passwords) 

Secure access 

Pseudonymized code for participating 

financial institution 

e.g., Org001 Conduct an incentive analysis for 

participating financial institutions 

Type of financial institution Bank/FinTech/Third Party Provider Determine the effectiveness of trainings 

in regard to different types of financial 

institutions 

Functional Moodle cookies  and logging  

Cookies: “EU_COOKIE_LAW_CONSENT” & 

“MoodleSession” 

Logging: Timestamp, IP address and Activity (e.g., 

viewing of sites and resources, profile updates, course 

enrollment) 

 

The Moodle platform used for the SOTER 

Cybersecurity Training Platform just uses 

cookies to record agreement with the 

privacy policy (destroyed after a month) 

and a Moodle user session cookie, which 

is destroyed upon logout. 
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For security and functionality reasons 

the platform also logs the user activities 

with the IP address. This data will not be 

used for any analytical or statistical 

purposes. All log entries will be 

automatically deleted after 35 days. 

Sociodemographic data for analysis of group specific effectiveness of the training actions 

Gender Male/Female  

Determine the effectiveness of trainings 

in regard to different social groups 
Age Under 30 years/ 

30–49 years/ 

50 years and older 

Education Primary/Secondary/Tertiary 

Occupational field Contact with clients: yes/no;  

technical matters: yes/no; working in teams: yes/no 

Health-related data for analysis of context factors for cybersecurity competence 

Workload Scale from low to high (either 4 or 7 response 

possibilities) 

 

Factors that may influence the 

effectiveness of the trainings Job satisfaction Scale from low to high (either 4 or 7 response 

possibilities) 

Attitudes for analysis of individual factors for effectiveness of trainings 
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Experience regarding training in 

cybersecurity 

Trainee has experience with trainings: yes/no; 

trainee has experience with trainings in the field of 

cybersecurity in finance: yes/no; 

rating on the past trainings in a scale from 1 to 5 

 

 

Factors that may influence the 

effectiveness of the trainings in regard to 

the individual trainee Affinity for lifelong learning  Scale from low to high (either 4 or 7 response 

possibilities) 

Affinity for technology/games Scale from low to high (either 4 or 7 response 

possibilities) 

Attitude towards privacy/European values Scales for personal importance of European values 

(transparency, privacy, anti-discrimination, respect, 

protection) 

 

Training performance assessment for assessing effectiveness of trainings 

Cybersecurity awareness index Score based on assessment questions during the 

training activity:  

Recognition of social engineering; 

Malware; 

Identity fraud;  

Insider threats;  

Physical environment sensibility; 

Assessment of accuracy/integrity of information. 

 

 

Scientifically assessing the effectiveness 

of the trainings 
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Cybersecurity behavioural index Score based on assessment questions during the 

training activity:  

Confidential data handling;  

Configuring privacy settings;  

Physical safety;  

Safe browsing;  

Network handling;  

Device safety settings;  

Safe credentials and communication; 

Incident communication, management, 

documentation, and reporting. 

 

 

 

 

Scientifically assessing the effectiveness 

of the trainings 

Table 3. Data processing within Pilot # 2
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Functional cookies are collected by the Moodle platform where the actual training activities 

take place. This includes a log of the activities of the users in order to enable and maintain 

functionality (e.g., for debugging). The logging includes actions the user has performed on the 

training platform along with a timestamp and the IP address. The logs are automatically 

deleted after 35 days. 

 

The IP addresses of the users are also saved on the Moodle platform as well as the time of 

the most recent login. This IP data is not part of the research data, nor will it be included in 

the downloaded data sets.  

2.2.3 Interfaces of the platforms used in Pilot # 2 

Below are the interfaces that appear to the participants. They are presented in the order they 

are shown to the participant.  

2.2.3.1 Training Onboarding Platform 

 
Figure 9. First page of the intermediary SOTER training onboarding website 
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Figure 10. Participation consent sheet on SOTER training onboarding website 

 

 
Figure 11. Confirmation of consent sheet on SOTER training onboarding website 
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2.2.3.2 Information and consent sheet 

The final version of the information and consent sheet that will be presented to participants 

is included in the Annex of this deliverable (see Annex B). 

 

2.2.3.3 SOTER Training Platform 

 
Figure 12. Landing page for Training Platform 
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Figure 13. Data preference page 

 

 

 
Figure 14. Training platform interface 
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2.2.4 Data Flow Map 

The following map demonstrates the data flow regarding Pilot # 2. 

 

 
 

Figure 15. Data flow map for Pilot # 2
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3 Applicable legislation 

This chapter will provide an overview of the legislation applicable to the SOTER piloting 

activities. 

3.1 European Union Law 

The activities conducted in both the technical (Pilot # 1) and the training platform (Pilot # 2) 

pilots are determined by European Union law, in the form of directly applicable regulations 

and directives addressed to Member States that are required to be transposed into national 

law.  

3.1.1 General Data Protection Regulation (GDPR), Regulation (EU) 2016/679 

The material scope of the General Data Protection Regulation covers the processing of 

personal data wholly or partly by automated means and the processing other than by 

automated means of personal data which form part of a filing system or are intended to form 

part of a filing system.9 

 

According to Article 4 (1) GDPR, personal data is defined as “any information relating to an 

identified or identifiable natural person (‘data subject’); an identifiable natural person is one 

who can be identified, directly or indirectly, in particular by reference to an identifier such as 

a name, an identification number, location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, economic, cultural or social identity of 

that natural person”.10  

 

The GDPR applies to data collection and processing activities relating to an individual (the 

data subject). However, there are certain applications of the regulation that are context 

 

 

 

 
9 Art 2 (1) Regulation (EU) 2016/679. 

10 Art 4 (1) Regulation (EU) 2016/679. 
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specific (e.g., research activities). This allows Member States to apply additional safeguards if 

necessary or, alternatively, to derogate from certain articles if they feel it appropriate. This 

provision is found within Article 89 of the GDPR. 

 

In the domain of scientific research, a provisional opinion11 has been provided by the 

European Data Protection Supervisor (EDPS). The document provides guidance on aspects 

related to data processing conducted within the context of research.  

 

While the majority of the document concerns guidance for health science, medical research, 

clinical trials, and relations between GDPR and Regulation 1725/2018 for EU institutions, 

there are some overarching opinions relevant for the SOTER project and, more specifically, 

for the processing conducted as part of the piloting activities. This is summarised below: 

• The GDPR assumes a broad conception of research, including technological 

development, fundamental and applied research, and privately funded 

research. 

• From a data protection viewpoint, the principles of necessity and 

proportionality are essential. 

• Only scientific research performed within an established ethical framework 

would qualify as activities falling within the special data protection regime.12 

o The special data protection regime in this instance is enacted through 

Article 89 GDPR. 

 

 

 

 
11 European Data Protection Supervisor (EDPS), A Preliminary Opinion on data protection and scientific research, 

available at: https://edps.europa.eu/sites/edp/files/publication/20-01-06_opinion_research_en.pdf 

12 European Data Protection Supervisor (EDPS), A Preliminary Opinion on data protection and scientific research, 

pp. 11-12, available at: https://edps.europa.eu/sites/edp/files/publication/20-01-

06_opinion_research_en.pdf 
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• Each of the principles under Article 5 of the GDPR apply to all data processing, 

including processing for research purposes.13 

The piloting activities are conducted in the context of the activities of an establishment of 

controller or processor in the European Union, and therefore fall under the territorial scope 

of application of the General Data Protection Regulation according to Article 3 GDPR.14 

3.1.1.1 Pilot # 1 

In the case of Pilot # 1, personal data is being processed by partly automated means through 

interaction with a digital onboarding platform (DOP) in the form of a mobile phone 

application. This is the case as there are no manual steps between the data collection from 

the participants who are testing the DOP, and the data collected through the mobile 

application. This means there is no manual processing of the data by humans. There are also 

no manual steps in the collection and processing of this data and the methods through which 

it is sent to the applicable servers of the technology providers.  

 

During the piloting process, the mobile application provided by EVERIS collects data and sends 

it to technology providers, to the cloud for processing, to cloud based temporary storage, or 

directly to the EADS Server for processing.  

 

When the test of the onboarding process is completed, data is sent to the FNMT server to be 

cryptographically sealed and stored for safekeeping (representing the envisioned custodial 

service). The data will be stored with FNMT for no longer than 30 days. The 30-day storage is 

due to a backup and recovery procedure at FNMT. 

 

 

 

 

 
13 European Data Protection Supervisor (EDPS), A Preliminary Opinion on data protection and scientific research, 

p.16, available at: https://edps.europa.eu/sites/edp/files/publication/20-01-06_opinion_research_en.pdf 

14 Art 3 (1) Regulation (EU) 2016/679. 
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The data controller is defined in the first sentence of Article 4 (7) GDPR as “the natural or legal 

person, agency or other body which, alone or jointly with others, determines the purposes 

and means of the processing of personal data”.15  

 

Based on Article 26 GDPR the technical partners act as joint controllers during the piloting 

activities – as they together determine the purposes and means of the processing of personal 

data.  

 

In response to this, Trunomi have indicated they are a data processor.  

 

A Joint Controllers’ Agreement has been requested of the technical partners, with Trunomi 

as an indicated data processor. 

 

Records of processing activities will have to be maintained by the technical partners, 

according to Art 30 GDPR. More information on these aspects will be included in the final 

version of the SOTER Data Management Plan, which will be delivered to the Commission in 

M29 of the project (November 2021).  

3.1.1.2 Pilot # 2 

Throughout Pilot # 2, data points related to the individual natural person are collected: age 

(physical factor), gender (genetic and social factor), job satisfaction, affinity for lifelong 

learning, affinity for technology or games, attitude towards privacy and European values 

(mental factors), as well as factors relating to the economic circumstances or the social 

identity of the natural person such as the type of enterprise they are employed in (code for 

participating financial institution, type of financial institution), education, occupational field, 

workload and experience.  

 

The cybersecurity awareness index and the cybersecurity behavioural index are also to be 

considered as personal data, under Article 4 (1) GDPR, as they relate to knowledge or skills of 

specific natural persons - assessed during the course of training actions.  

 

 

 

 
15 Art 4 (7) Regulation (EU) 2016/679. 
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RISE is hosting the cybersecurity training platform in a data centre based in Austria which is 

certified according to ISO 9001 and ISO 27001.16 

 

Processing of personal data, as defined in Article 4 (2) GDPR, takes place if this personal data 

is, for example, collected, organized, stored, retrieved, consulted, transmitted, disseminated 

or otherwise made available.17 This is the case in regard to the activities in Pilot # 2, as the 

enumerated categories of personal data are collected from the trainees during the course of 

the training actions, stored on RISE’s Moodle-platform and then made available (in 

aggregated form only) to the researchers of the University of Graz (UNIGRAZ) through a 

secure, password-protected SharePoint instance.18 

 

According to the material scope of the GDPR, personal data is processed partly by automated 

means. This is because there are no manual steps between the data collection from the 

participants who fill in the required sociodemographic information on the SOTER Training 

Platform, them continuing to the training actions, and the process of storing this information 

in the training platform database, maintained by RISE.19 This means the data is at no point 

manually processed by humans.  

 

The overall concept for the trainings is drafted by RISE and UNIGRAZ jointly. The legal basis is 

provided for by the explicit consent according to Art 6 (1) lit a, or Art 9 (2) lit a GDPR, 

respectively.  

 

 

 

 

 
16 See D4.2 Pilot deployment report, p. 51. 

17 Art 4 (2) Regulation (EU) 2016/679. 

18 Microsoft SharePoint, https://www.microsoft.com/en-gb/microsoft-365/sharepoint/collaboration 

19 Kühling/Raab, Art 2 DS-GVO ¶ 15 in Kühling/Buchner (Eds.), Datenschutz-Grundverordnung / 

Bundesdatenschutzgesetz Kommentar [Commentary of the GDPR and the German Federal Data Protection 

Act] 2nd edition (2018). 

https://www.microsoft.com/en-gb/microsoft-365/sharepoint/collaboration
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The data protection information presented to the data subjects during the training activities 

has been drafted by the responsible expert at UNIGRAZ and forwarded to RISE. A finalized 

version by is still pending as of September 28th 2021. 

 

In regard to the research dataset, RISE is responsible for collecting the data on the training 

platform hosted on their server. UNIGRAZ and RISE jointly determine the purposes and means 

of the processing of the respective personal data, thus, they qualify as joint controllers.  

 

UNIGRAZ and RISE have signed and executed a Joint Controller Agreement (JCA) on the 29th 

of September 2021. The JCA defines the subject of data processing, responsible contacts, 

duration and termination of data processing under joint responsibility, type of personal data, 

data subjects, data subject rights, data processing information obligations, reporting and 

notification obligations, mutual non-divisible obligations arising from the GDPR, contractual 

relationships, auditing rights, liabilities towards affected parties, severability clause and 

general contractual provisions. The data subject is informed about the fact that UNIGRAZ and 

RISE are processing their personal data as joint controllers and this information can be found 

in the terms of consent (see Annex B). Contact details of the research organisations’ contacts 

may also be found within that document.  

 

Records of processing activities will have to be maintained by RISE and UNIGRAZ according to 

Art 30 GDPR. More information on these will be included in the final version of the SOTER 

Data Management Plan, which will be delivered to the Commission in M28 of the project 

(November 2021).  

3.1.2 eIDAS Regulation, Regulation (EU) 910/2014 

FNMT is a qualified trust services provider of a timestamp service. The term qualified is 

expressed within eIDAS Regulation20, which sets a legislative framework for the development 

of electronic services in a context of cross-border digital markets. The main advantage of a 

 

 

 

 
20 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic 

identification and trust services for electronic transactions in the internal market and repealing Directive 

1999/93/EC, available at: http://data.europa.eu/eli/reg/2014/910/oj 
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qualified trust service provider is the fact that it has met a set of requirements and it has been 

checked and audited by a European-level supervisory body to enable its activity. 

 

FNMT are providing custodial and time-stamping services to the proposed SOTER onboarding 

solution. However, during Pilot # 1, there will be no formal trust services provided. 

 

Data will be maintained by FNMT for a maximum of 30 days for the pilot, due to their 

cybersecurity back up procedures. As they will not be providing formal trust services, the 

regulation is not viewed to apply.  

3.1.3 Anti-Money Laundering Directive, Directive (EU) 2018/843 

The customer information gathered on the Digital Onboarding Platform (DOP) developed for 

Pilot # 1 is required in order for specific requirements to be met regarding adherence to the 

existing European Anti-Money Laundering provisions, such as the most recent amendment to 

the Anti-Money Laundering Directive, Directive (EU) 2018/84321 and the respective 

implementing acts in the relevant Member State legislation.  

 

Within the research context, there are no new banking customers onboarded to the sector, 

and therefore no actual customer due diligence measures need be adhered to.  

3.1.4 Payment Services Directive, Directive (EU) 2015/2366 

As the piloting activities only cover the onboarding process, the national legislation 

implementing the Payment Services Directive, which certain payment service providers need 

to adhere to does not apply. This is primarily as the onboarding process is not covered under 

 

 

 

 
21 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 

(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 

terrorist financing, and amending Directives 2009/138/EC and 2013/36/EU (Text with EEA relevance), available 

at: http://data.europa.eu/eli/dir/2018/843/oj 

http://data.europa.eu/eli/dir/2018/843/oj
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the scope of application of the acts implementing the Payment Services Directive, taking the 

provision in Austrian law, Article 1 paragraph 2 ZaDiG, as an example.22 

3.2 Member State Law  

In this section, specific national Member State law applicable to the piloting activities of 

SOTER will be discussed. 

3.2.1 Pilot # 1 

As Pilot # 1 is being conducted in Spain, an appraisal of specific Spanish legislation is required.  

3.2.1.1 Spanish Law 

Requests were made to the Spanish pilot host (LIBERBANK) regarding applicable law in Spain 

regarding scientific research.  

 

LIBERBANK have confirmed that GDPR is the primary legislative instrument for research 

activities in this regard, that consent is the primary legal basis, that no special derogations 

exist within Spanish national legislation regarding data collection and processing conducted 

during scientific research purposes, for both sensitive and non-sensitive personal data (Article 

89 GDPR).  

 

A formal request for information on this matter was also made to the Spanish member of the 

Ethics Advisory Board. No information has been forthcoming.  

3.2.1.1.1 Legal basis for processing data within Pilot # 1 

On the basis of Article 6 (2), and (3) lit b GDPR23, relevant Member State law provides the 

legal basis for processing non-sensitive personal data for research purposes.  

 

 

 

 

 
22 Article 1 (2) ZaDiG [Federal Statute on Payment Services], Austrian Federal Law Gazette I 17/2018. 

23 Art 6 (2) and (3) lit b Regulation (EU) 2016/679. 
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The initial iterations of Pilot # 1 has been conducted within the host organisation, LIBERBANK. 

 

The legal basis for the data processing was consent. As there is special category data collected 

(biometrics), it is believed that explicit consent is required as an additional safeguard, 

according to the GDPR.24 

 

The collection of consent was the responsibility of LIBERBANK. 

 

The third iteration of the pilot process will include external participants. A copy of the consent 

form used in the piloting process has been requested and will be provided in D1.5 – Activity 

and Management Reports (IV), due in October 2021 (M28). 

3.2.2 Pilot # 2 

As Pilot # 2 is proposed to be conducted in Spain, Austria, and Ireland, an appraisal of specific 

Member State legislation is required in order to understand necessary Member State law 

obligations.  

3.2.2.1 Spanish Law 

The Spanish host institution, LIBERBANK, has confirmed that no special derogations exist (see 

section 3.2.1.1) regarding data processing during the course of scientific research, the legal 

basis for the data processing will be consent (or explicit), according to Article 6 (1) lit a GDPR, 

or Article 9 (2) lit a GDPR, respectively.  

 

Consent is gathered electronically on the SOTER Training Onboarding Platform, and it is 

technically guaranteed that consent is given before login credentials are provided to 

participants. Consent is demonstrated, as the Moodle-based training platform (training 

platform) cannot be accessed without having clicked the box which confirms that the data 

processing activities conducted in Pilot # 2 have been consented to. 

 

 

 

 
24 Art 9 (2) lit a Regulation (EU) 2016/679. 
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3.2.2.2 Austrian Law 

In this section, the applicable Austrian regulations will be examined in regard to conducting 

the human-factor-centred research activities of Pilot # 2. 

3.2.2.2.1 Austrian Data Protection Act (Datenschutzgesetz (DSG), BGBl I 165/1999, as last 

amended by BGBl I 14/2019) 

In this chapter specific national derogations in the field of scientific research that exist within 

the Austrian Data Protection Act will be detailed.  

 

The national derogations of Article 7 of the Austrian Data Protection Act apply to data 

processing conducted within Austria by two controllers acting as joint controllers who are 

both based in Austria (RISE and UNIGRAZ). 

 

3.2.2.2.1.1 Legal basis for processing personal data collected during the course of Pilot # 2 

 

 

Article 7 paragraph 1 of the Austrian Data Protection Act25 applies to the processing of 

personal data for scientific research purposes that does not aim to relate results to 

identifiable individuals. There is no aim of this within Pilot # 2, as the sociological research 

papers that will include results will only include aggregated or anonymised data (i.e., 25% of 

participants achieved a training score of 70% or above; 25% of participants agreed that they 

encountered stress within the workplace).  

 

As RISE and UNIGRAZ jointly determine the purposes and means of the data processing, they 

qualify as joint controllers according to Article 4 paragraph 7 GDPR. 

 

 

 

 

 
25 § 7 DSG, Austrian Federal Law Gazette I 165/1999 as last amended by Austrian Federal Law Gazette I 120/2017. 
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Article 7 paragraph 2 number 2 of the Austrian Data Protection Act allows for the processing 

of personal data for scientific research activities in the public interest, or on the basis of the 

data subjects’ consent - if the data processing is not covered under Article 7 paragraph 1.26  

 

Consent is collected through the SOTER Training Onboarding website. In order to proceed to 

the training actions, it is required that participants consent via electronically ticking a box. 

The participants must be over 18 years of age. 

 

Consent has to be provided:  

• freely,  

• transparently,  

• in an informed way, 

• prior to the data processing, 

• it has to be able to be revoked, 

• the data subjects have to be aware of them consenting to the data processing, 

• the conditions of processing have to be determined. 

Information has to be given concerning the identity of the joint controllers within Pilot # 2, 

their respective roles and how to the data subject rights can be exercised. 

 

The conditions of consent presented to the data subject prior to confirming that they consent 

to the data processing are available on the Training Onboarding Platform and may be 

accessed also on the SOTER Training Platform itself.  

 

 

 

 

 
26 Thiele/Wagner, § 7 DSG ¶ 7 in Thiele/Wagner (Eds.), Kommentar zum DSG [Commentary of the Austrian Data 

Protection Act], 1st edition (2020). 
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3.2.2.2.1.2 Legal basis for processing personal data related to the collection of consent from 

data subjects taking part in Pilot # 2  

 

When collecting consent from the participating trainees, cookies are collected by the Moodle 

platform, the processing of which requires consent from the data subjects visiting the 

website. Information regarding this has been included in Table 2.  

 

The fact that consent has been given qualifies as personal data; the legal basis for processing 

this personal data is Art 6 (1) lit c GDPR27 (the processing of this data is necessary for 

compliance with a legal obligation to which the controllers are subject), as the controllers 

(UNIGRAZ and RISE) are obligated by Article 24 (1) GDPR to ensure and be able to 

demonstrate that processing of personal data is performed in accordance with the General 

Data Protection Regulation.28  

 

The information about the fact that consent has been given is stored separately from the data 

collected during the course of the actual training activities. The participants do not have the 

technical possibility to take part in the research activity without consenting to the processing 

of their personal data by ticking the “consent” box. 

3.2.2.2.2 Austrian Federal Act on Research Organization (Forschungsorganisationsgesetz 

(FOG), Austrian Federal Law Gazette 341/1981, as last amended by Austrian Federal 

Law Gazette I 31/2018) 

In Austrian legal literature, the relationship between the Austrian Data Protection Act and the 

Austrian Federal Act on Research Organization is controversial.29  

 

 

 

 

 
27 Art 6 (1) lit c Regulation (EU) 2016/679. 

28 Art 24 (1) Regulation (EU) 2016/679; Thiele/Wagner, § 24 DSG ¶¶ 185–202 (Thiele/Wagner eds., Kommentar 

zum DSG [Commentary on the Austrian Data Protection Act], 1st ed. 2020). 

29 Enzinger, Die Verarbeitung personenbezogener Daten zu wissenschaftlichen Forschungszwecken [The 

processing of personal data for scientific research purposes], JMG [Journal for Medical Sciences and Health 

Law] 2019, 258 (258). 
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Although the Austrian Federal Act on Research Organization specifically applies to certain 

kinds of research, the Austrian Data Protection Board continues to apply the Austrian Data 

Protection Act to cases.  

 

Additionally legal scholars argue that research organisations can chose on which statute to 

base their data processing activities.30  

 

Following this argument, the data processing in the course of the piloting activities within 

SOTER which are within the scope of application of Austrian law will be based on Art 7 of the 

Austrian Data Protection Act (see Section 3.2.2.1). 

3.2.2.2.3 Austrian Federal Act on Copyright and other related rights (Urheberrechtsgesetz, 

Austrian Federal Law Gazette 111/1936, as last amended by Austrian Federal Law 

Gazette I 63/2018) 

 

According to Article 1 paragraph 1 of the Austrian Federal Copyright Act, works of literature, 

musical art, visual art, and cinematic art are protected by the provisions on copyright.31 The 

Copyright Act therefore applies – inter alia – to videos.32 

 

For the development of the training content, it is required that the applicable copyright act 

be adhered to.  

 

Materials protected by copyright will only be used if there exists a specific right to use them 

to the benefit of RISE and UNIGRAZ, or if the commercial or non-commercial use for scientific 

research purposes is lawful under appropriate licenses.  

 

 

 

 
30 Gabauer, Die Verarbeitung personenbezogener Daten zu wissenschaftlichen Forschungszwecken [The 

processing of personal data for scientific research purposes] 120 (2019). 

31 § 1 UrhG, Austrian Federal Law Gazette 111/1936. 

32 Ciresa, § 1 UrhG ¶ 66 in Ciresa (Ed.), Österreichisches Urheberrecht: Kommentar [Commentary of the Austrian 

Federal Act on Copyright and other related rights], 22nd edition (2020), 360.lexisnexis.at, accessed 2021‑09-

08. 
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The respective conditions of the licenses have to be adhered to. The partners are advised to 

insert a register of all copyright-relevant contents used in Pilot # 2 within D6.7 - Report on 

training actions (III), led by RISE.  

3.2.2.3 Irish Law 

Training activities of the SOTER project are being conducted by RISE and UNIGRAZ in Ireland. 

With this in mind, specific Irish legislation is considered below. 

3.2.2.3.1 Irish Data Protection Act 2018 

In accordance with Article 89 of the GDPR, Section 42 (1) of the Irish Data Protection Act 

201833 states that lawfulness of the processing of personal data requires suitable and specific 

measures to be taken to safeguard the fundamental rights and freedoms of data subjects.  

 

According to Section 42 (2) of the Irish Data Protection Act 2018, the principle of data 

minimisation shall be respected. Data minimisation, according to the GDPR, states that 

processing should be: 

“adequate, relevant and limited to what is necessary in relation to the purposes for which 

they are processed (‘data minimisation’);”34 

Suitable and specific measures for processing are further elaborated on in Section 36 of the 

Irish Data Protection Act 2018: 

• Collecting consent of the data subject for the processing of his or her personal 

data for one more specified purposes; 

 

 

 

 
33 Irish Data Protection Act 2018, available at: http://www.irishstatutebook.ie/eli/2018/act/7/enacted/en/html 

34 Art 5 (1) lit c Regulation (EU) 2016/679 
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• Limitations on access to the personal data undergoing processing within a 

workplace in order to prevent unauthorized consultation, alteration, 

disclosure or erasure of personal data; 

• Strict time limits for the erasure of personal data and mechanisms to ensure 

that such limits are observed; 

• Specific targeted training for those involved in processing operations; 

• Having regard to the state of the art, the context, nature, scope and purposes 

of data processing and the likelihood of risk to, and the severity of any risk to, 

the rights and freedoms of data subjects – inter alia –  

o Logging mechanisms to permit verification of whether and by whom 

the personal data have been consulted, altered disclosed or erased, 

o Pseudonymization of the personal data, and 

o Encryption of the personal data.35 

3.2.2.3.1.1 Legal basis for the processing of personal data within Ireland 

 

The legal basis for processing the personal data during the research activities of Pilot # 2 is 

consent (or explicit consent in the case of special categories of data), gathered from the 

trainees that participate in the research activities, according to Art 6 (1) lit a GDPR, or Art 9 

(2) lit a GDPR.  

 

Section 54 of the Irish Data Protection Act requires that the processing of special categories, 

such as data concerning health, is lawful where processing is necessary and proportionate for 

– inter alia – scientific research purposes.  

 

 

 

 

 
35 Section 36, Irish Data Protection Act 2018. 
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The SOTER consortium – with guidance from UNIGRAZ and TRI IE - believe that the stress 

levels or workload assessment derived as part of Pilot # 2 might in the broadest sense be 

deemed “data concerning health” under Article 4 (15) GDPR.36 This is supplemented by 

opinion derived from the European Data Protection Board, in their recent Guidelines 03/2020 

on the processing of data concerning health for the purpose of scientific research in the 

context of the COVID-19 outbreak, in which they state: “Information from a “self-check” 

survey, where data subjects answer questions related to their health (such as stating 

symptoms)”37 may be deemed health data. 

 

However, the regulations passed pursuant to Section 36 of the Irish Data Protection Act 

(Section 3.2.2.3.1) relate to Health Research legislated by S.I No. 314 of 2018.38 

 

This legislation (S.I No.314 of 2018) notes that health research means activities for the 

purpose of: 

I. research with the goal of understanding normal and abnormal 

functioning, at molecular, cellular, organ system and whole-body levels; 

II. research that is specifically concerned with innovative strategies, devices, 

products or services for the diagnosis, treatment or prevention of human 

disease or injury; 

 

 

 

 
36 

https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202003_healthdatascientificresearch

covid19_en.pdf, p. 5; Art 4 (15) Regulation (EU) 2016/679. 

37 Guidelines 03/2020 on the processing of data concerning health for the purpose of scientific research in the 

context of the COVID-19 outbreak, pg. 5, (8.3), available at: 

https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202003_healthdatascientificresearch

covid19_en.pdfpage 5 point 8.3 states 

38 Irish Statute Book, http://www.irishstatutebook.ie/eli/isbc/2018_7.html 

https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202003_healthdatascientificresearchcovid19_en.pdf
https://edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202003_healthdatascientificresearchcovid19_en.pdf
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III. research with the goal of improving the diagnosis and treatment 

(including the rehabilitation and palliation) of human disease and injury 

and of improving the health and quality of life of individuals; 

IV. research with the goal of improving the efficiency and effectiveness of 

health professionals and the health care system; 

V. research with the goal of improving the health of the population as a 

whole or any part of the population through a better understanding of the 

ways in which social, cultural, environmental occupational and economic 

factors determine health status. 

Given the above, research activities carried out by the SOTER project may not be considered 

to fall within the meaning of health research - and therefore the regulations passed pursuant 

to Section 36.2 are not appliable.  

 

In summary, consent may be relied on for the legal basis of processing data within Ireland for 

the activities in Pilot # 2.
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4 Formal Contractual Agreements 

GDPR is deemed the predominant legislative framework for the research activities of the 

SOTER pilots. Pursuant to Article 26, a suitable legal instrument is required to ensure data 

processing is conducted in compliance with GDPR 

 

A formal legal arrangement, in the form of a Joint Controller Agreement (JCA), has been 

sought from all technical partners for Pilot # 1. It has yet to be executed by partners.  

 

Respectively, a Joint Controller Agreement (JCA) has been sought for Pilot # 2, between RISE 

and UNIGRAZ. This has been executed by both partners on 29th of September 2021. 

 

If new information becomes available an update will be provided in the final Interim Report, 

due in M32 of the project lifecycle (February 2022). 
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5 Monitoring of Pilots 

This chapter provides information on the pilot monitoring process. 

5.1 Constraints on process 

A number of systemic and operational constraints have affected the monitoring of the pilots 

and will be explained below. 

5.1.1 Covid-19 pandemic 

The primary constraint on the monitoring of the pilots has been the evolving pandemic 

scenario.  

 

The pandemic has meant restricted travel and enforced changes to the work environment. 

This has meant it has been difficult to: 

• Conduct Pilot # 1 in the offices of the host institution. 

• Monitor Pilot # 1 within the normal working environment.  

• Monitor Pilot # 1 locally for adequate and informed gathering of consent. 

• Monitor Pilot # 1 for human interaction ethics considerations. 

Pilot # 1 has been self-monitored by LIBERBANK, with the first and second iteration of the 

piloting activities conducted at home with the participants own mobile devices. The third 

iteration will include external participants.  

 

Pilot # 2 will be conducted before the end of 2021. As the piloting is conducted online, the 

Covid-19 pandemic will not prevent the implementation of the training actions.  

 

TRI IE will continue to monitor the piloting activities and remain in dialogue with both 

UNIGRAZ and RISE. 
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5.1.2 Mergers and acquisitions 

There have been organisational changes during the project lifecycle that have constrained 

formal legal instrument procedures, including the signing of the project’s Consortium 

Agreement.  

 

This has directly impinged on the signing of the previously mentioned Joint Controller 

Agreement.  

• InAuth (and its formal subsummation into a US registered entity, Accertify) 

o A previously received Letter of Exemption regarding this matter may 

be found in Annex C. 

• LiberBank (and its ongoing merger with UNICAJA BANCO S.A). 

5.2 Report on consent gathering 

The relevant parts of the legal agreements, detailed within Chapter 4, should be 

communicated to data subjects before any data processing during the pilots begin.  

 

For Pilot # 1, a copy of the consent form used by LIBERBANK for the first and second iterations 

of the piloting activities has been requested.  

 

For Pilot # 2 signed organisational participation will be collected and stored by RISE for audit 

purposes only. Consent of training participants is proven on the training onboarding platform. 

Access to the SOTER training platform is not possible without granting consent on the Training 

Onboarding Platform. A copy of the proposed consent form is found within Annex B. 

5.3 Records of processing activities 

It is the obligation of data controller involved in the processing to report on the conducted 

data processing activities.  

 

The DPOs of each organisation have been named within D9.8 – POPD Requirement No.8. The 

DPOs have the responsibility to maintain a record of the processing activities, pursuant to 

Article 30, GDPR. This deliverable should not be viewed as fulfilling this requirement.  
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6 Recommendations to the consortium 

While this deliverable has provided a report on the piloting activities of the project, a number 

of recommendations for the future deployment of both the DOP and the training platform 

are noted below. 

6.1 SOTER beyond the piloting activities 

The SOTER piloting activities, and included data processing activities, have been conducted 

by the project beneficiaries in order to execute obligations within European Union’s Horizon 

2020 research and innovation programme, under grant agreement No. 833923.  

 

One of the project’s primary goals is to explore exploitation and innovation goals beyond the 

lifetime of the project, as described within WP8 – Exploitation and Innovation Management.  

 

With this in mind, specific considerations from a legal perspective are provided below.  

6.2 Formal legal instruments 

In order to comply with Article 26 GDPR, formal legal requirements should be executed that 

adequately cover the data processing activities of both the DOP and the SOTER training 

platform if, and when, deployed in a real-world scenario.  

 

Adequate consideration should be given to aspects such as: 

• Determining which data points constitute special category (‘sensitive’) data. 

• Defining data stewardship and governance roles if the blockchain module is 

to be implemented. 

• Defining the procedures and policies for technical module providers to enter 

the onboarding eco-system, as imagined to be deployed into a PSD2 banking 

environment.  



833923 – SOTER 

D4.6.- Report on pilots’ legal compliance 

  

 

 

 

 

This project has received funding from the European Union’s Horizon 2020 

research and innovation programme under grant agreement No 833923. The 

contents of this publication are the sole responsibility of the authors and can in 

no way be taken to reflect the views of the European Commission. 

 

 

 

66 

6.3 Building on a Privacy Impact Assessment+ process 

The Privacy Impact Assessment (PIA+) process conducted as part of the project activities 

(T2.2) should be viewed as an integral element of the required Data Protection Impact 

Assessment (DPIA), pursuant to Article 35, if the technology is to be deployed to the market.   

 

To support this process, SOTER has delivered a public privacy impact report, entitled D2.3 – 

PIA+ Report (I).39 

 

The final iteration of this public report, entitled D2.4 – PIA+ Report (II) will be delivered to the 

Commission M31 (January 2022).  

6.4 Explicit consent for processing of special category data 

It should be clearly stated that biometric data is processed by the digital onboarding platform. 

The processing of special category data (‘sensitive data’) requires explicit consent from data 

subjects.  

 

Specific design decisions such as the appending a pseudonymised record of a biometric 

template to an immutable blockchain structure requires careful legal consideration, 

especially if key data protection principles such as minimisation and proportionality are to 

apply.  

 

In the case of Pilot # 1, the blockchain module was not implemented. However, the blockchain 

module is a key component of the proposed SOTER digital onboarding platform for the 

finance sector.  

 

 

 

 

 
39 SOTER, D2.3 - PIA+ Report (Public Version), available at: https://soterproject.eu/wp-

content/uploads/2020/12/SOTER_-D2.3_PIA_Report_I.pdf 
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7 Conclusion 

This deliverable reports on the activities within T4.5 – Monitoring pilots for legal compliance. 

Its purpose was to monitor the pilots, and report on the legal compliance of the process. A 

summary of this is provided below.  

7.1 Compliance of Pilot # 1 

The first and second iterations of Pilot # 1 have begun, with participants drawn from the 

Digital Innovation, Digital Process, and Digital Operations teams of the host institution, 

LIBERBANK. The third iteration is proposed to be conducted in late September 2021 and will 

include external participants. 

 

As of the deliverable date, a draft of the legal agreement has been provided to all relevant 

consortium members.  

 

This is in the process of being reviewed by the legal team of the respective partners and an 

update will be provided in the interim report, titled D1.5 – Activity and Management Reports 

(IV), due in October 2021 (M28). 

 

As of the deliverable date, LIBERBANK have overseen the consent gathering process of Pilot 

# 1. A copy of the consent form has been requested.  

7.2 Compliance of Pilot # 2 

As of yet, no piloting activities have been conducted. They are due to be conducted by the 

end of 2021. For Pilot # 2 UNIGRAZ and RISE have signed and executed a Joint Controller 

Agreement (JCA) on the 29th of September 2021. The relevant information regarding the JCA 

is available in the consent sheet for Pilot #2 (see Annex B). As of the deliverable date, efforts 

are being made to ensure the pilots remain legally compliant at both European and national 

level. 

The document has been prepared with respect to information available as of the deliverable 

date – 30th September 2021. If any new information becomes available, the document will be 

updated. 
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Annex A 

Agreement for participation in the SOTER Cybersecurity Competence Training Actions 

(Pilot 2) 

 

 
Cy b er secu r ity  O p t im iz at io n  an d  T r ain in g  f o r  

E n h an ced  Re s i l i en ce  in  f in an ce  

 

 

For the attention of  

Martin Griesbacher 

SOTER Cybersecurity Training Coordinator 

 

Reference: [Name] Agreement for participation in the SOTER Cybersecurity Competence Training 

Actions  

 

Dear Martin Griesbacher, 

 

I understand that the project “Cybersecurity Optimization and Training for Enhanced Resilience in 

finance” develops and assesses Cybersecurity Competence Trainings (CSCT) to tackle a broad 

spectrum of human factors-related threats tailored to the needs of the financial sector (funded by the 

European Commission, Horizon 2020, GA ID 833923).  

 

This is to confirm that [name of the organization] will support the SOTER Cybersecurity Competence 

Training Actions. We will send a participation link for the SOTER trainings to [Number of Employees] 

employees of our organization. With this link we will inform our employees, that the participation is 

voluntary, that there will be no negative consequences for not participating and that the employees 

are allowed to participate in the trainings during their work time. 

 

I understand that I will be informed about the overall outcomes of the SOTER Cybersecurity 

Competence Training research and that my organization will get anonymous aggregated information 

on the outcomes of the trainings of our employees, if at least 50 employees participate in the trainings, 

to protect the personal identity of the participants. I also confirm that my organization will not support 

any attempt to identify the concrete persons participating in the training actions. 

 

Sincerely, 

Name: 
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Title: 

Contact details: 

 

     

Place, Date  Signature: 
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Annex B 

Information and consent page on the intermediary SOTER training onboarding website 
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Annex C 

Letter of Exemption received for Accertify Inc. 

 

 

 

ADDRESS: SALES INQUIRIES: GENERAL INQUIRIES: 

2 Pierce Place, Suite 900 

Itasca, IL 60143 

844.482.0906 

info@accertify.com 

630.735.4400 

marketing@accertify.com 

 

December 10, 2020 

Subject: Letter of Exception for Letter of Intent for SOTER Research Ethics Protocol 

This is to confirm that American Express Group Services Limited (“AEGSL”) cannot commit to the 

principles outlines in the SOTER Research Ethics Protocol (deliverable D1.11) (the “Protocol”).  While 

AEGSL agrees in principle to the concepts contained in the Protocol, AEGSL will be using an affiliate 

company as a service provider, Accertify, Inc. (“Accertify”), to satisfy its obligations under the SOTER 

project.   

Although ineligible to sign the Letter of Intent for SOTER Research Ethics Protocol, Accertify will 

adhere to the guidelines set forth for the research activities by the Ethics Manager and the EAB, and 

is accustomed to compliance with the laws and regulations of European Commission regarding data 

and security as a result of its service to multiple clients in the European Economic Area. As a result, 

AEGSL hereby requests an exception to signing of the Protocol. 

Sincerely, 

 

 

Mark Michelon 

President 

Accertify, Inc.  
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