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Executive summary 

SOTER is a European Commission H2020 funded project, entitled “cyberSecurity Optimization 

and Training for Enhanced Resilience in finance” (SOTER). This deliverable is part of WP5 

entitled ‘Cybersecurity standard whitepaper for present and future threats in finance’. 

 

In summary, this paper presents an overview of emerging threats in the financial sector, as 

well as an overview of incident management. The paper also presents the common European 

security reporting methodology, developed by the SOTER project. From there, it presents a 

series of recommendations regarding the harmonisation of both incident response and 

incident reporting, with a specific focus on the non-technical components.  

 

The proposed incident management model, is derived from existing cybersecurity standards, 

such as the International Organisation for Standardisation (ISO/IEC) ISO/IEC 27035-1:2016. 

 

To support the development of a proposed incident management model that can address 

emerging threats, SOTER's work on cybersecurity competency training is presented. The aim 

of presenting this training model is to integrate employee competences into incident 

prevention strategies within the financial sector, and to consider employee competence as 

part of the complete cybersecurity resilience strategy.  

 

CESRM - Common European Security Reporting Methodology is presented as a harmonised 

reporting methodology for incident reporting, with the aim of addressing security incidents 

by adhering to the European one in a harmonised manner. It presents a reporting scheme 

that adheres to all compliance requirements within the financial sector, and also allows for 

the understanding and analysis of the human element (if present) of any cybersecurity 

incident. CESRM is currently compatible with the incident reporting obligations of the 

following legislative instruments: 
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 NIS Directive1 

 GDPR2 

 PSD23 

 eIDAS4 

  

                                                 

 

 
1 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of 

security of network and information systems across the Union, available at: EUR-Lex - 32016L1148 - EN - EUR-Lex (europa.eu) 
2 European Parliament and the Council, Regulation (EU) 2016/679 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 

Regulation), available at: EUR-Lex - 32016R0679 - EN - EUR-Lex (europa.eu) 
3 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services 

for electronic transactions in the internal market and repealing Directive 1999/93/EC, available at: EUR-Lex - 32014R0910 - EN - EUR-Lex 

(europa.eu)  
4 Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in the internal 

market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 

2007/64/EC (Text with EEA relevance), available at: EUR-Lex - 02015L2366-20151223 - EN - EUR-Lex (europa.eu) 

 

 

https://eur-lex.europa.eu/eli/dir/2016/1148/oj
https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/eli/reg/2014/910/oj
https://eur-lex.europa.eu/eli/reg/2014/910/oj
https://eur-lex.europa.eu/eli/dir/2015/2366/2015-12-23


833923 – SOTER 
D5.2- White Paper on Cybersecurity standards 
 

 

6 
 
 

 

List of Tables 

Table 1. List of Acronyms/Abbreviations ................................................................................... 7 

Table 2. SOTER human factor cybersecurity threat taxonomy, Physical Layer. ...................... 19 

Table 3. SOTER human factor cybersecurity threat taxonomy, Social Layer. ......................... 22 

Table 4. SOTER human factor cybersecurity threat taxonomy, Legal Layer. .......................... 23 

Table 5. SOTER human factor cybersecurity threat taxonomy, Ethical Layer. ........................ 24 

Table 6. SOTER human factor cybersecurity threat taxonomy, assets. ................................... 26 

Table 7. Incident documentation competence and respective elements/micro-modules. 
(Source: SOTER Competence Catalogue) ................................................................................. 34 

Table 8. Incident reporting competence and respective elements/micro-modules. (Source: 
SOTER Competence Catalogue) ............................................................................................... 35 

Table 9. Incident communication competence and respective elements/micro-modules. 
(Source: SOTER Competence Catalogue) ................................................................................. 36 

Table 10. Collaborative incident management competence and respective elements/micro-
modules. (Source: SOTER Competence Catalogue) ................................................................. 37 

Table 11. CSIRTs and CERTs organised by country .................................................................. 45 

Table 12. Constituency of CSIRTs and CERTs ........................................................................... 46 

Table 13. Incident reporting requirements ............................................................................. 48 

 

List of Figures 

Figure 1. Top Threats - 2021 .................................................................................................... 14 

Figure 2. ENISA Cloud computing security concerns ranked ................................................... 16 

Figure 3. Incident response process according to NIST SP 800-61. ......................................... 30 

Figure 4. Blueprint incidents respond methodology ............................................................... 33 

Figure 5. Reporting process ..................................................................................................... 51 

Figure 6. Initial Report ............................................................................................................. 52 

Figure 7. Intermediate Report ................................................................................................. 53 

Figure 8. Final Report ............................................................................................................... 54 

Figure 9. Interdisciplinary cybersecurity approach ................................................................. 57 

Figure 10. Human factor risk assessment framework ............................................................. 58 

Figure 11. Reporting Template Improvements I ...................................................................... 69 

Figure 12. Reporting Template Improvements II ..................................................................... 69 

 

List of Acronyms/Abbreviations 

Abbreviation Explanation 
CA Competent Authorities 

CESRM Common European Security Reporting Methodology 

CERT Computer Emergency Respond Team 

CIS Communication and Information System 



833923 – SOTER 
D5.2- White Paper on Cybersecurity standards 
 

 

7 
 
 

 

CSIRT Computer Security Incident Response Team 

CSP Cloud Service Provider 

CTI Cyber-Threat Information 

CVE Common Vulnerability Enumeration 

CWE Common Weakness Enumeration 

DDoS Distributed/Denial of Service  

DOP Digital Onboarding Platform 

EBA European Banking Authority 

ECB European Central Bank 

eID Electronic Identification 

eTS Electronic Trusted Services 

EU European Union 

FI Financial Institution 

GDPR General Data Protection Regulation 

ICP Internet Communications Protocol 

ISO International Standardisation Organization 

ISP Information Service Provider 

IT Information Technology 

NFA National Financial Supervisory Authority 

NTTD ES NTT Data Spain 

PSD2 Payment Services Directive 

RDoS Ransom Denial of Service 

SEM Security Event Management 

SIEM Security Information and Event Management  

SIM Security Information Management 

SOTER cyberSecurity Optimization and Training for Enhanced Resilience in finance 

TPP Third Party Provider 

TRI Trilateral Research Limited 

TTPs Tactics, Techniques and Procedures  

WP Work Package 
 

Table 1. List of Acronyms/Abbreviations 

 

 

 

  



833923 – SOTER 
D5.2- White Paper on Cybersecurity standards 
 

 

8 
 
 

 

1. Introduction 

This deliverable presents an overview of emerging threats in the finance sector, as well as an 

overview of incident management. The deliverable also presents the Common European 

Security Reporting Methodology, as developed by the SOTER project. Following on from this, 

it presents a series of recommendations concerning the harmonisation of both indent 

response and incidence reporting with a specific focus on non-technical components.  

1.1 Purpose of the deliverable 

This document represents the White Paper on Cybersecurity standards (D5.2) [M28], which 

focuses on the following domains: 

 

 CESRM - Common European Security Reporting Methodology. The CESRM provides an 

efficient and mature methodology to report security incidents while complying with 

European regulation. The CESRM will contribute to the standardization and definition 

of common language to report cyber-attacks that is compliant with the relevant 

standards and regulations in the European environment. 

 This document also describes the incident response process, which covers four 

operational schemes according to the incident state: preparation, detection, 

recovery and continuous improvement. 

 In this context, the following deliverable contains standardisation work in 

cybersecurity focusing on the human aspects, (in continuation of the work completed 

in D5.1 - Standardized system to security incidences handling and monitoring), which 

proposed standardized measures for identifying human factors related training and 

awareness needs in the sector (see SOTER cybersecurity competence catalogue and 

indexes). 

 Also, this deliverable contains standardisation work in cybersecurity focusing on the 

technical aspects, (in continuation of the work in D5.1 - Standardized system to 

security incidences handling and monitoring), which will propose measures for 

identifying and facing cybersecurity incidents. 

 The standards improvements proposal, which will help finance organizations to 

understand current and future cybersecurity threats, how to mitigate them and how 

to respond if attacked, is complemented by the identification of emerging threats and 

the definition of a dedicated human factors threat taxonomy. 
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1.2 Scope of this deliverable 

The Grant Agreement for SOTER states: “SOTER will provide to financial sector a whitepaper 

and standards proposal that will help finance organizations to understand cybersecurity 

threats, how to mitigate them and how to respond if attacked.” 

 

Under this agreement, the deliverable presented provides an easy-to-understand threat 

landscape based on human factors, new technologies and future trends. It also provides a 

guideline for security incident managing and reporting in EU. It builds up from the work 

conducted in D5.1. It includes the CESRM methodology that promotes standardisation work 

offering a common ground for stakeholders to operate within this field. 

 

The main object of this deliverable is the development of the CESRM and to provide 

recommendations and best practices to comply with all European regulation to: 

 

 Address incidents in a mature way 

 Identify incidents as soon as possible 

 Report incidents adhering with European law 

 

The knowledge in this document will be founded mainly in: Actual standards, standards 

currently under development, EC documentation, academic, policy and grey literature, 

deliverables from European projects in this field, information from active WGs within the area 

and information provided by external experts. Information from other packages and 

knowledge of the consortium experts will be of course included.  

1.3 Structure of this deliverable 

There are four main sections, along with an introduction and conclusion. Section 2 provides 

an overview of the efforts made within the SOTER project to develop a human factor threat 

taxonomy to complement existing threat and risk identification in the finance sector.  

 

Section 2 presents a review of the various threats and risks, both technology-related and 

human-related, to which the financial sector is exposed. It introduces a dedicated human 

factor risk assessment framework. 

 

Section 3 provides a high-level overview of incident management in the finance sector, with 

specific focus on best practice, as identified in several international cybersecurity standards. 

 

Section 4 presents the Common European Security Reporting Methodology (CESRM), 

developed within the SOTER project. This reporting methodology attempts to provide a 
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harmonised European method for reporting incidents – with additional focus on finance 

sector reporting requirements from several legislative obligations, as well as additional 

information specifically tailored to the human factor elements of cybersecurity resilience.  

 

Section 5 provides a series of recommendations regarding the ongoing development of good 

cybersecurity practice, especially as they relate to cybersecurity incidents. Additional 

information is presented that relate specifically to the SOTER technologies and information 

presented to the consortium at a SOTER workshop, held as part of Task 5.4 Stakeholder 

Workshop – future cyber security risks and standardisation response.  

 

Section 6 presents the final conclusions derived from this deliverable, stating that it is 

necessary to approach cybersecurity from a holistic perspective in order to ensure the best 

results in terms of incident prevention, cybersecurity awareness and training, and incident 

reporting. 

 

1.4 Key terminology 

This section describes all the key terminology, with the aim of defining a common language 

in the cybersecurity environment related to the incident management5. 

 

 Cyber Advisory: Service that provides clear understanding of an organisation or 

information system’s exposure to cyber-attacks and its possible impact. 

 Cyber Incident: Detrimental occurrence that endanger one or more cybersecurity 

dimensions (confidentiality, integrity, availability) of an information system or the 

information that it processes or stores. 

 Cyber Incident Response Plan: Set of documented instructions on how to detect, 

respond to and mitigate the consequences of a cyber-attack against an information 

system of an organisation. 

 Cyber Resilience: Capacity of an information system to continue to function under a 

cyber-attack or other untoward condition and to recover from it. 

 Cyber Risk: Effect that a security threat can have on a CIS (communication and 

information system), the potential for loss, damage or destruction of assets of an 

organisation caused by a cyber threat.  

                                                 

 

 
5 incident - Glossary | CSRC (nist.gov) 

https://csrc.nist.gov/glossary/term/incident
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 Cyber Security: Condition resulting from the establishment and maintenance of 

protective measures to ensure the confidentiality, integrity and availability of an 

organisation or information system's assets. 

 Cyber Threat: Process that magnifies and materialize the likelihood of a cyber risk such 

as an exploit of a vulnerability. 

 Integrity: Property of data that indicate it has not been altered or destroyed in an 

unauthorised manner, ensuring information non-repudiation and authenticity.  

 Threat Actor: Individual or group constituting a threat. 

 Tactics, Techniques and Procedures (TTPs): The behaviour of an actor. A tactic is the 

abstract description of this behaviour, while techniques give a more detailed 

description of it in the context of a tactic, and procedures are a specific and highly 

detailed description in the context of a technique. 

 Threat Vector: Threat vector is a path or means by which a cyber-criminal gains access 

through one or more of the six main routes (network, users, email, web applications, 

remote access portals, mobile devices) into a computer system by exploiting a route 

vulnerability. 

 Vulnerability: Weakness in the infrastructure, networks or applications of an 

organisation that potentially exposes its threats allowing them to be exploited. 
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2. Understanding emerging threats in the financial sector 

2.1 Technological threats 

To properly develop and implement prevention plans and measures to protect against 

cybersecurity incidents, as well as to respond effectively should such an incident occur, it is 

vital to know in advance the threats to which the organisation is exposed. 

 

There are several main threats that all types of organisations face, and which need to be 

considered first when dealing with incident prevention plans and incident protection 

measures.  These threats, which according to ENISA data have emerged and materialised 

during 2020 and 20216, can be classified in eight groups: 

 

 Ransomware: Ransomware is a type of malicious attack where attackers encrypt an 

organisation’s data and demand payment to restore access. Ransomware attacks have 

continued to increase both in number and in the losses caused. Some incidents have 

been highly publicised, due to their virulence and consequences. This has prompted a 

reaction from the EU and many other countries around the world to develop policies 

and plans to prevent further ransomware attacks. 

 Malware: Malware is software or firmware intended to perform an unauthorised 

process that will have an adverse impact on the confidentiality, integrity, or availability 

of a system. The threat of malware is still considered a major threat, regularly at the 

top of the rankings year after year, although in recent years its number and impact 

has decreased due to the preponderance of other types of threats, as well as greater 

awareness and knowledge of this type of threat. 

 Cryptojacking: Cryptojacking is a type of cybercrime where a criminal secretly uses a 

victim’s computing power to generate cryptocurrency. The adoption of 

cryptocurrencies by an ever wider public has also increased the number of targeted 

cyberattacks.  

 E-mail related threats: Email-related attacks are a set of threats that mainly focus on 

attacking the weakest point in the chain: the human factor. This is achieved by using 

a variety of rapidly evolving social engineering techniques, using human habits and 

psychology as a way into IT systems. Although numerous awareness and education 

actions have been carried out to prevent such attacks, the threat persists to a 

remarkable degree. 

                                                 

 

 
6 ENISA Threat Landscape 2021 — ENISA (europa.eu) 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021
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 Threats against data: Data leakage is the disclosure of sensitive, confidential or 

protected data to an untrusted environment. Data leaks can occur as a result of a 

cyber-attack, a malicious insider, or unintentional loss or human error. This threat 

remains at the top of the rankings every year because data is the primary target of 

attackers for numerous reasons such as extortion, defamation, disinformation, etc. 

 Threats against availability and integrity: The availability and integrity of data and 

systems are the target of threats and attacks, including web attacks and 

Distributed/Denial of Service (D/DoS) attacks. Today, DDoS attacks pose one of the 

most serious threats to IT systems as they ferociously attack availability, draining 

system resources and causing immense costs and data loss. This threat consistently 

ranks high in ENISA's threat landscape, both in terms of its manifestation in actual 

incidents and its potential for high impact. 

 Disinformation – misinformation: The widespread adoption of social media and 

communication via the internet, as well as the increased time people spend online as 

a result of the COVID-19 pandemic, provide the perfect breeding ground for 

disinformation and misinformation campaigns. The severity of this threat is also high, 

due to the large number of attacks and costs that lead to a reduction in the overall 

perception of trust, one of the main drivers of cybersecurity.  

 Non-malicious threats: This category includes threats whose malicious intent is not 

obvious, i.e. malicious wilful activities carried out by adversaries who have some 

incentive to attack a specific target are not part of this category. They are mostly based 

on human error and system misconfigurations, but can also refer to physical 

catastrophes targeting IT infrastructures. Due to their nature, these threats are a 

constant presence in the annual threat landscape and are a major concern for risk 

assessments. 
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Figure 1. Top Threats - 2021 

 

Being in the financial sector, as well as the use of disruptive technologies such as Cloud and 

Blockchain, is a tempting and attractive target for cybercriminals. Because of this, 

organisations must make an effort to be aware of and learn about the threats they face, 

keeping up to date with the different trends, both in the cybersecurity market and the most 

frequent types of cyber-attacks in relation to their sector and the technologies used, in 

particular. 

 

According to ENISA, the Finance/Banking sector is the second most targeted sector in 2021 

among those covered by the NIS Directive7, after the Healthcare/Medical sector. Between 

April 2020 and August 2021, the financial sector has detected 97 incidents. In ENISA's words, 

"the financial sector faces a consistent number of incidents throughout the year". 

 

During 2020, the most common attack in the financial sector was data breach. Data breach is 

the exposure of confidential or sensitive data and is therefore a threat that particularly affects 

the confidentiality of data. In the financial sector, 44% of the breaches are caused by internal 

actors, whose actions are, most of time, due to errors. For example, the Reserve Bank of New 

Zealand suffered a data breach after actors illegally accessed its information through one of 

the bank's third-party file sharing services in 2021. Ransomware is malicious software that 

holds the victim's service hostage until a ransom is paid, this one is the most common type of 

data breach in financial sector. It is estimated that 90% of all financial institutions will have 

experienced ransomware by 2020. One such case is that of Finastra which were the victim of 

a ransomware attack. Finastra is a financial technology company that provides services to all 

the top 50 banks globally. The attack resulted in disruption of Finastra services. Another 

example that occurred in 2021 is the one that took place at CNA Financial. CNA Financial 

suffered a ransomware attack which disrupted the company’s employee and customer 

services for three days8.  

 

In terms of threats to availability and integrity, Ransom Denial of Service (RDoS) is the new 

trend in DDoS attacks. One of the sectors most targeted by this type of cyber-attack is the 

financial sector. Extortion attacks have also experienced a boost in terms of numbers and 

dimensions, reaching capacities of 500Gbps by 2020. Another important change to note is 

that DDoS is increasingly implemented using cybercrime as a service: a criminal pays for a 

                                                 

 

 
7 EUR-Lex - 32016L1148 - EN - EUR-Lex (europa.eu) 
8 CNA Financial Pays $40 Million Over March Ransomware Attack, the Highest Known Ransom Payout | Toolbox 

It-security 

https://eur-lex.europa.eu/eli/dir/2016/1148/oj
https://www.toolbox.com/it-security/threat-reports/news/cna-financial-pays-40-million-over-march-ransomware-attack-the-highest-known-ransom-payout/
https://www.toolbox.com/it-security/threat-reports/news/cna-financial-pays-40-million-over-march-ransomware-attack-the-highest-known-ransom-payout/
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DDoS attack as a service and the paid service launches the DDoS attack. These services reduce 

the effort required to manage complex, high-volume attacks, making DDoS adaptive, 

lightweight and heterogeneous. DDoS attacks are increasingly targeting smaller businesses 

and require fewer financial and technical resources. Potentially disruptive attacks can target 

third party providers (e.g. financial services and others covered by the NIS Directive), with 

cascading effects on the supply chain. In terms of sector spread, Akamai monitored data from 

2017 to the end of 2020 and observed an increase in the number of DDoS9 attacks above the 

50 Gbps threshold. In addition, an overall increase in attacks was observed in 7 of the 11 

sectors analysed, with a sharp increase, among others, in Financial Services (190%). 

 

Blockchain is an emerging technology which has helped to improve cybersecurity in financial 

sector, but there are still threats associated with this technology. This happens due to the fact 

that this technology has very new and untested solutions. Therefore, it is important to use 

tested trust solutions such as Alastria. Many of the threats associated with blockchain are 

related to fraud. Specifically, 51% attack is the most common attack in blockchain. One of the 

best-known attacks of this type is the one that occurred to Bitcoin Gold. In May of 2018, the 

malicious actor controlled a vast amount of Bitcoin Gold's hash power, such that even with 

Bitcoin Gold repeatedly attempting to raise the exchange thresholds, the attackers were able 

to double-spend for several days, eventually stealing more than $18 million worth of Bitcoin 

Gold. Bitcoin Gold was hit again in 2020.10 

 

Financial services faced the greatest challenge against cloud threat. According to ENISA's 

threat landscape, non-malicious security incidents in the cloud have increased in the last year. 

Misconfigurations in the cloud increased significantly, for example problems with data 

storage and encryption, as well as the lack of sophisticated protections and publicly available 

storage. The 62% of threats in 2021 in cloud was the excessive usage from anomalous 

location. Excessive usage from anomalous location occurs when a hacker/insider login from a 

location that is anomalous to the organization. Then the insider initiates high-volume data 

access11. Ransomware attacks are also a threat to be taken into consideration for cloud. 

 

ENISA proposes the following figure, where rank the most relevant security concerns of 

Financial Institutions (FIs), the National Financial Supervisory Authorities (NFSAs) and Cloud 

Service Providers (CSPs).12 

                                                 

 

 
9 Tom Emmons, Retrospective 2020 - Akamai Blog | Retrospective 2020: DDoS Risk Higher Than Ever  
10 51% Attack Definition (investopedia.com) 
11 McAfee ATR Threats Report | October 2021 
12 Secure Use of Cloud Computing in the Finance Sector — ENISA (europa.eu) 

https://www.akamai.com/blog/security/part-i-retrospective-2020-ddos-was-back-bigger-and-badder-than-ever-before
https://www.investopedia.com/terms/1/51-attack.asp
https://www.mcafee.com/enterprise/en-us/lp/threats-reports/oct-2021.html
https://www.enisa.europa.eu/publications/cloud-in-finance
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Figure 2. ENISA Cloud computing security concerns ranked 

2.2 Human factor-related threats 

SOTER conducted a series of research and innovation activities focussing on human factors in 

cybersecurity. These were part of work package 2 (basic human factors cybersecurity in D2.1 

and a human factor frisk assessment framework in D2.2), work package 5 (identifying threats 

and regulations in the human factors domain in D5.1) and work package 6 (developing a 

cybersecurity competence training framework). Currently, human factor-related threats and 

mitigation avenues are most often not addressed as a dedicated domain for cybersecurity. 

While there are some main topics, which can be distinctively attributed to human factors, the 

collection of information is often limited, incomplete or has ambiguous target groups. For 

example, MITRE CAPEC13 lists “social engineering” as a domain of attack, but it does not 

include any additional human factor-related specifics in other domains (e.g., bypassing of 

physical security through disguised malevolent intruders). It also does not address additional 

purely human factor-based threat domains like attacks on the legal and ethical vulnerability 

layer of an organisation (e.g., disinformation campaigns which directly damage reputational 

assets). Also, while “training and awareness” typically address cybersecurity relevant 

activities for general employees14 the often also refer to the training of information security 

personnel. The main issue here is, that general employees as target group need to know 

                                                 

 

 
13 See https://capec.mitre.org 
14 In SOTER we refer to employees, which are not part of the information security team as general employees. 

https://capec.mitre.org/
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especially about those types of information, where their behaviour has an impact on the 

integrity of an organisation. Purely technology-based attack vectors (e.g., the exploitation of 

software backdoors) are only superficially relevant for them. So, they need to receive quite 

distinctive information and measures to enable them to support cybersecurity processes. 

 

The contents of this section will support a common understanding of human factor-related 

cybersecurity threats, which are relevant for general employees (incl. non-IT-security 

management). This continues and finalizes the ongoing research on threats reported in D5.1 

and D2.2. The following main sources where used: 

 MITRE CAPEC 

 MITRE ATT&CK15 

 ENISA threat taxonomy (2016)16 

 ENISA threat vector taxonomy (2018)17 

 ENISA top threats (2020)18 

 Open threat taxonomy (V1.1)19 

 Final main source is the research activities within the SOTER project. Work package 2 

addressed the human factor-related threat landscape, work package 5 relevant best 

practices and standards, and work package 6 also brought new perspectives on human 

factor-related threats while developing the cybersecurity competence training 

methodology. 

 

2.2.1 Human Factors Cyber Threat Taxonomy 

The following tables show the latest version of the relevant threats collected in the SOTER 

project. The tables represent the first dedicated Human Factors Cyber Threat Taxonomy, 

addressing threats which are relevant for training of employees outside of the information 

security domain. There is no hierarchical structure in the following threat tables. We list 

general and more specific threats. On the one hand, employees need to know the general 

threats (e.g., manipulate human behaviour, reconnaissance) and on the other hand they need 

to know some specific important threats. 

 

                                                 

 

 
15 See https://attack.mitre.org/  
16See https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-

landscape/threat-taxonomy/view  
17 https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018  
18 https://www.enisa.europa.eu/news/enisa-news/enisa-threat-landscape-2020  
19 See https://auditscripts.wpengine.com/resources/open_threat_taxonomy_v1.1a.pdf  

https://attack.mitre.org/
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/threat-taxonomy/view
https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/enisa-threat-landscape/threat-taxonomy/view
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018
https://www.enisa.europa.eu/news/enisa-news/enisa-threat-landscape-2020
https://auditscripts.wpengine.com/resources/open_threat_taxonomy_v1.1a.pdf
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In regard of the order of threats in the table we were guided by life-cycle aspects (e.g., 

reconnaissance before social engineering attack) and also tried to list more general threat 

types before their specific variants (e.g., manipulate human behaviour before phishing). 

 

For the threat taxonomy we created four different tables. Threats are assigned to the table 

based on the organisational vulnerability layer which they try to exploit. The interdisciplinary 

cybersecurity approach developed in the SOTER project identified four main non-

technological vulnerability layers: the physical, the social, the legal and the ethical layer (the 

technological layer of soft- and hardware has to be protected by skilled information security 

personnel). All threats are given a unique ID based on their dedicated layer (p for physical, s 

for social, l for legal, e for ethical). The threat taxonomy will be maintained by the HFACTS 

working group after the end of the SOTER project. 

 

The tables and the definitions therein are based on the threat taxonomies mentioned above, 

as well as on SOTER’s own work. We provide sources in the definition column of the table 

according to their ID in the respective taxonomy, whenever feasible. The IDs starting with 

“C…” refer to the MITRE CAPEC taxonomy, while IDs starting with “T…” refer to the MITRE 

ATT&K taxonomy. Note that IDs starting with “TA…” also refer to MITRE ATT&K taxonomy, 

however, within MITRE’s internal logic they are considered tactics instead of techniques. 

Additionally, sources labelled ENISA refer to their respective threat landscape report 

(available for individual threats). Any sources in academic literature are provided in footnotes. 
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ID  Threat  Definition  

P01  Reconnaissance/Information 
gathering (in person)  

Reconnaissance consists of techniques that 
involve adversaries actively or passively 
gathering information that can be used to 
support targeting. Such information may 
include details of the victim organization, 
infrastructure (physical security), or 
staff/personnel. (Source: MITRE TA0043; 
SOTER) 

P02  Identity Spoofing (in person)  Generally, an attacker assumes the identity of 
some other entity with the idea to deceive 
other individuals. In the physical realm, an 
attacker may spoof a signature or other 
credentials in person. (Source: C151, C473; 
SOTER) 

P03  Manipulate Human Behaviour 
(in person)  

An adversary exploits inherent human 
psychological predisposition to influence a 
targeted individual or group to solicit 
information or manipulate the target into 
performing an action that serves the 
adversary's interests, e.g., grant unauthorised 
access. (Source: C416) 

P04  Physical Theft (objects and 
information)  

An adversary gains physical access to a system 
or device through theft of the item. (Source: 
C507, C406, C408)   

P05  Obstruction (Physical Security)  An attacker obstructs the interactions between 
system components, e.g., by jamming a router. 
By interrupting or disabling these interactions, 
an adversary can often force the system into a 
degraded state or even to fail. (Source: C607, 
C514)  

P06  Bypassing Physical Security  An attacker bypasses security systems such as 
traditional locks, Electronic-based card entry 
systems, coupled with physical alarms. (Source: 
C390)   

P07  Shoulder Surfing  Attacker observes victim in physical proximity 
(e.g., when eavesdropping). (Source: C508)  

P08  Dumpster Diving  An adversary searches through trash bins or 
dumpsters for useful information such as 
medical records or financial statements. 
(Source: C406) 

Table 2. SOTER human factor cybersecurity threat taxonomy, Physical Layer. 
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ID Threat Definition 

S01  Reconnaissance/Information 
gathering (Gather Victim Identity 
Information; Gather Victim Org 
Information; Search Open 
Websites/Domains; Search 
Victim-Owned Websites), OSINT  

Reconnaissance consists of techniques that 
involve adversaries actively or passively 
gathering information that can be used to 
support targeting. This may include looking 
through publicly available information as well 
as using said information to specifically target 
victims to provide even more information 
relevant to the later stages of the attack’s life 
cycle. (Source: TA0043; T1589; T1591; T1593; 
T1594; SOTER) 

S02  Manipulate Human Behaviour  An adversary attempts to influence a targeted 
individual or group to solicit information or 
manipulate the target into performing an 
action that serves the adversary's interests. 
This is achieved by employing various social 
engineering techniques, including influence 
via incentives and via psychological principles. 
(Source: C416)  

S03  Phishing  Social engineering generally focuses on the 
manipulation and exploitation of people, with 
the goal of tricking the victim into performing 
certain actions or divulging information. The 
perhaps best-known social engineering 
technique is phishing, wherein an attacker 
masquerades as a legitimate entity. (Source: 
T1566, C98)  

S04  Information Elicitation & 
Pretexting; Phishing for 
Information  

An adversary engages an individual using any 
combination of social engineering methods for 
the purpose of extracting information. For 
instance, attackers may send phishing 
messages to elicit sensitive information that 
can be used during targeting. Commonly, the 
attacker creates an invented scenario to 
convey a false sense of urgency to the victim. 
(Source: C410, C407, T1598)  

S05  Identity Spoofing (incl. Signature 
Spoof), Establish Accounts  

Generally, an attacker assumes the identity of 
some other entity with the idea to deceive 
other individuals. For instance, an attacker 
may generate a message that causes the 
recipient to believe that the message was 
generated and signed by an authoritative or 
reputable source, misleading a victim into 
performing malicious actions. A supporting 
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ID Threat Definition 

technique in the domain of resource 
development is to establish spoofed accounts 
for use in social engineering. (Source: C151, 
C473, T1585)  

S06  Resource Location Spoofing  An adversary deceives an application or user 
and convinces them to request a resource 
from an unintended location. By spoofing the 
location, the adversary can cause an alternate 
resource to be used, often one that the 
adversary controls and can be used to help 
them achieve their malicious goals. (Source: 
C154)  

S07  Action Spoofing  An adversary may disguise one action for 
another and therefore trick a user into 
initiating one type of action when they intend 
to initiate a different action. For example, a 
user might be led to believe that clicking a 
button will submit a query, but in fact it 
downloads software. This attack may be 
performed both by social and technical means. 
(Source: C173)  

S08  User Execution (Malicious Link, 
Malicious File, Malicious Image), 
Stage Capabilities, Software 
Integrity Attack  

Within the social context, an attacker may 
deceive a user into performing actions that 
undermine the integrity of software code, 
device data structures or firmware. The 
common example is that a user opens a file or 
archive (such as .lnk) which then installs 
malware. (Source: T1204, T1608, C184)  

S09  Privilege Escalation, Compromise 
Accounts & Infrastructures  

Typically, after a successful social engineering 
attack, adversaries will capitalize on the access 
gained to further advance into the target 
organisation. This is part of the privilege 
escalation stage of cyber-attacks. For this, 
adversaries may compromise existing 
accounts, cloud or hosting services 
(infrastructure) and use these for example in 
internal spearphishing attacks. (Source: T0004, 
T1586, T1584)  
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ID Threat Definition 

S10  Malicious Insiders  A malicious insider within an organisation uses 
his access privileges to steal information for 
personal gain. This may be done in 
collaboration with actors from outside the 
organisation, often including monetary 
incentives. (ENISA: Insider threat, C426)   

S11  Human resource threats (loss or 
disruption of personnel resources; 
inadequate excessive work-
related stress; alarming job 
dissatisfaction)  

Closely related to cybersecurity culture, 
human resource threats range from 
inadequate cybersecurity skills to excessive 
workload preventing employees from 
adhering to cybersecurity procedures. 
(Source: Open threat taxonomy: Personnel 
threats; SOTER)  

S12  Employee and IT security 
mismatch  

Seamless communication between regular 
employees and IT security personnel is crucial. 
Lack of communication or trust may lead to 
successful attacks that could have been 
prevented. (Source: SOTER) 

S13  Insufficient/Outdated 
cybersecurity competence  

When trainings are insufficient or not updated 
regularly employees cannot react 
appropriately to cyber-attacks (e.g., if they are 
not aware of the most recent types of social 
engineering-based attacks). (Source: SOTER)  

S14  Miscalibrated trust or overtrust in 
organisational IT security  

When employees have the feeling that 
security is already 100 % covered by the 
information security team or software, they 
overlook their responsibilities and are more 
prone to making human errors (false sense of 
security). A well-calibrated level of trust is 
necessary for the proper interaction of an 
organisation’s IT infrastructure. (Source: 
SOTER20) 

Table 3. SOTER human factor cybersecurity threat taxonomy, Social Layer. 

 

  

                                                 

 

 
20 Additional source: Lee, B.-K., & Lee, W.-N. (2004). The effect of information overload on consumer choice 

quality in an on-line environment. In Psychology and Marketing (Vol. 21, Issue 3, pp. 159–183). Wiley. 

https://doi.org/10.1002/mar.20000 

https://doi.org/10.1002/mar.20000
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ID Threat Definition 

L01  Legal charges  Organisations can be subject of legal charges 
independently of their level of compliance (e.g., 
complaint procedures with data protection 
authorities). (Source: SOTER)  

L02  Incorrectly implemented legal 
and guideline requirements  

Failure to comply with (sector-specific) 
regulation such as GDPR, PSD 2, AML 5, NIS 
directive or eIDAS. Also inadequately 
implemented processes to handle for example 
GDPR requests, leading to damage to various 
organisational assets. (Source: SOTER)  

L03  Fraud and money laundering 
related legal events  

Failure to detect, report or thwart fraudulous 
behavior, causing damage to legal and 
reputational assets. (Source: SOTER)  

L04  GDPR-related customer issues  Information leaks or disinformation can cause 
customers to release a wave of complaints or 
information requests which need a lot of 
organisational resources to tackle (without any 
evidence or other indications or organisational 
misbehaviour; e.g., based on Art 15 GDPR). 
(Source: SOTER) 

Table 4. SOTER human factor cybersecurity threat taxonomy, Legal Layer. 

 

ID Threat Definition 

E01  Misinformation, 
disinformation  

Disinformation generally focuses on the threat 
it poses for democratic processes. However, 
disinformation or unauthorised real 
information leaks can change the public 
perception of an organisation, which again can 
cause other forms of asset loss (e.g., due to loss 
of customers or important business 
relationships). (Source: ENISA)   

E02  Unauthorized publication 
of internal information / 
information leakage  

The leak of internal information is not always 
subject to legal concerns. Some information 
might be "just" confidential and their 
leak/publication does not initiate a legal case 
against the organisation. But the publication 
might damage the reputation of the 
organisation. (Source: SOTER)  
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ID Threat Definition 

E03  Fake online reviews and 
review bombing  

Review bombing is a phenomenon consisting of 
a massive attack by groups of  
 Internet users on a website that displays users’ 
review on products. The authenticity of the 
reviews does not matter and the reputational 
damage to an organisation can be immense.21  

E04  Public opinion shifts  If the opinion of a publicly known activity of the 
organisation in the past or present changes. 
Examples are an increase in environmental 
sensitivity, disapproval of nuclear energy, 
disapproval of certain business relationships to 
people, companies or countries.22  

E05  "shitstorm"  Referring to a generally chaotic and hardly 
manageable situation, a shitstorm typically 
takes place online and may cause significant 
reputational damage to an organisation. It may 
be caused by mismanagement (e.g., in 
customer service) or deliberately.23 

Table 5. SOTER human factor cybersecurity threat taxonomy, Ethical Layer. 

 

2.2.2 Process considerations of human factor-based threats 

Any development of cyber threat taxonomies needs to consider the general logic under which 

threat domains are organized. MITRE shows with their CAPEC and ATT&CK taxonomies the 

main two general types. CAPEC organizes threats in regard to domains of attack (e.g., social 

engineering) and mechanisms of attack (e.g., engage in deceptive interactions). ATT&CK on 

the other hand uses a taxonomy based on a kill chain or life cycle-based logic. These are the 

process elements of ATT&CK: 

                                                 

 

 
21 Tomaselli, V., Cantone, G. G., & Mazzeo, V. (2021). The polarising effect of Review Bomb (Version 1). arXiv. 

https://doi.org/10.48550/ARXIV.2104.01140 
22 Gonthier, F., & Raillard, S.-L. (2015). Who shifts when public opinion shifts? The evolution of demand for state 

intervention in the European Union since the 1990s. Revue Française de Science Politique (English Edition), 

65(1), 47–69. http://www.jstor.org/stable/revfranscipoleng.65.1.47 
23 Kuhlhüser, S. (2016). Shitstorm gleich Shitstorm?-Eine empirische Untersuchung des Netzphänomens 

exemplarisch dargestellt am Amazon-Shitstorm 2013. In Shitstorms und andere Nettigkeiten (pp. 51-84). Nomos 

Verlagsgesellschaft mbH & Co. KG. 

https://doi.org/10.48550/ARXIV.2104.01140
http://www.jstor.org/stable/revfranscipoleng.65.1.47
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1. Reconnaissance 

2. Resource Development 

3. Initial Access 

4. Execution 

5. Persistence 

6. Privilege Escalation 

7. Defense Evasion  

8. Discovery 

9. Lateral Movement 

10. Collection 

11. Credential Access 

12. Command and Control  

13. Exfiltration  

14. Impact 

SOTER combines the two logics by focussing on one domain of attack (the human factor) and 

also using a kill chain-based approach to sorting threats. The rationale behind this is that we 

consider kill chain-considerations especially accurate for human factor-based threats or 

incidents. While technology-based attacks can be principally initiated at any typical stage in 

the typical life cycle of an incident (e.g., through the use of zero-day vulnerabilities), human 

factor-related incidents rely on the successful step-by-step advance and detection and 

counter-measures at any stage will disrupt the attack and prevent asset damage. It is also 

possible to sort relevant cybersecurity competences of general employees to the attack 

stages (cybersecurity competences are documented in D6.2 of the SOTER project). To 

mitigate stages (1) and (2) Digital Information Competence and Digital Safety Competence is 

needed. A responsible handling of personal data and organisational information as well as 

knowledge and skills in handling secure communication can significantly reduce the 

vulnerability of an organisation. For example, if an attacker is not able to access internal 

information, it is difficult to design an effective social engineering-based attack. Stages (4) to 

(13) on the other hand need Threat/Anomaly Recognition and Incident Handling 

competences. A social engineering-based attack usually includes a spoofed identity, 

suspicious features in online communication, potential attached malware or a linked spoofed 

website. If an employee just recognizes one of these elements (recognizing the spoofed 

identity, the social engineering attempt or the malicious file/website), an incident can be 

completely prevented. 
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A last specific aspect can be highlighted when looking on the threats from an insider threat 

perspective. Malicious insiders can directly access and damage digital assets of an 

organisation (so they do not go through the normally obligatory attack stages in the domain 

of human factor threats), as they may already have the relevant credentials/access rights. If 

not, they still need to use social engineering techniques and some form of internal 

spearphishing to gain access to the relevant or higher-level access rights. While training 

mostly cannot be deployed to avert malicious intent of insiders, other employees can learn 

about the malicious insider threat and potentially detect and prevent relevant behaviour 

within the organisation. 

 

Finally, the human factors threat taxonomy does also consider a wide range of impacts. 

Impacts are not just considering digital assets (which relate to the established analysis of 

confidentiality, integrity and availability of data and services), but also include losses of 

financial, knowledge, and reputational assets as well as damages to the integrity of involved 

individuals (see image below). 

 

 
Table 6. SOTER human factor cybersecurity threat taxonomy, assets. 
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3. Incident management 

An information security incident is an occurrence that actually or potentially jeopardizes the 

confidentiality, integrity, or availability of an IT system or the data and services that the 

system manages and provide. It constitutes a violation or imminent threat of violation of 

security policies, security procedures, or acceptable use policies. 

 

In the current European situation, and, in the financial sector, several regulations aim to 

protect the rights and freedoms of final users by defining the legitimate use of the data 

related to them.  

 

In case of an information security incident, the attacker attempts to steal, modify or 

illegitimately use the user’s data. That is why these regulations aims to cover the incident 

management process. 

3.1 Definition 

The incident management process describes the sequence of steps that begin when there is 

an incident. Any incident management procedure should consist of: 

 

 Preparation 

 Detection 

 Recovery 

 Reporting 

 Continuous improvement 

3.1.1 Main regulations and methodologies 

The most relevant European regulations for the financial sector that have been taken into 

account are: 

 

 NIS Directive: The objective of the Network and Information Systems Security 

Directive (NIS Directive) is to achieve a high level of network and information systems 

security across the EU's critical infrastructure. To this end, it introduces incident 

notification rules for operators of critical services. One of the most important articles 

of the NIS Directive in incident handling is Article 14, which sets out security and 

incident reporting requirements. This Article establishes that Member States must 

ensure that operators of critical services notify the competent national authority and 

the national computer security incident response team in the event of an incident 

significantly affecting the continuity of a critical service. 
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 EU Data Protection Regulation: The EU Data Protection Regulation strengthens the 

fundamental rights of citizens in the digital age and facilitates business by simplifying 

rules for companies in the digital single market. We refer to the GDPR, as it develops 

in articles 33 and 34, how the Notification and Communication of a personal data 

breach to the supervisory authority should be carried out, establishing the process for 

managing a security incident of sensitive information. GDPR provides a protocol for a 

data breach. You must notify the relevant GDPR supervisory authority within 72 hours 

of becoming aware of the incident. This report should include the types and amount 

of data involved and the number of individuals associated with that data. 

 PSD2: The PSD2 (Payment Services Directive) is the European directive that regulates 

payment services carried out in European banks, with the aim of promoting security 

and transparency in payment services between customers and financial institutions. 

It also allows third party providers (TPPs) to develop platforms or provide services to 

European customers. PSD2 is regulated by the EBA. 

On serious incident reporting, PSD2 applies in relation to the classification and 

reporting of serious operational or security incidents in accordance with Article 96 and 

is addressed to payment service providers (PSPs) and competent authorities (CAs) 

under PSD2. 

 eIDAS: eIDAS is an EU regulation on a set of rules for electronic identification and trust 

services for electronic transactions in the European single market. This regulation 

covers eID (electronic identification) and eTS (electronic trust services), understanding 

these processes as the core for electronic transactions and trust services in a digital 

marketplace. This deploys an additional layer of security for any electronic document, 

telematic processes, certificates, authentication services and any electronic scheme, 

involving trust service providers. 

As for security incident management, it is supervised by ENISA. Since 2016, ENISA 

supports EU trust services oversight bodies in the notification of cybersecurity 

breaches under Article 19 of the eIDAS Regulation. ENISA develops procedures, 

templates, tools and analysis and publishes an annual report. 

3.1.2 Best practices 

Best practices with regard to incident management that should be considered are as follows: 

 

 ISO 27035:2016 

This standard covers the processes for managing information security events, 

incidents and vulnerabilities. 
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The standard expands on the information security incident management section of 

ISO/IEC 27002. It cross-references that section and explain its relationship to the 

ISO27k eForensics standards, with 5 key stages: 

 

1. Define a plan and prepare to deal with incidents e.g., prepare an incident 

management policy, and establish a competent team to deal with incidents. 

2. Identify and report information security incidents. 

3. Analyse incidents and make decisions about how they are to be addressed e.g., 

patch things up and get back to business quickly, or collect forensic evidence 

even if it delays resolving the issues. 

4. Respond to incidents i.e., contain them, investigate them and resolve them. 

5. Learn the lessons - more than simply identifying the things that might have 

been done better, this stage involves actually making changes that improve 

the processes. 

 

The standard provides template reporting forms for information security events, 

incidents, and vulnerabilities. 

 

 NIST SP 800-61 Incident Management 

According to NIST SP 800-61, the following functions are required to be performed 

simultaneously and continuously addressing dynamic cybersecurity risk: 

 

1. Preparation: The first step in dealing with security incidents is to establish 

incident response capabilities and to prevent incidents by securing systems. 

The organisation should define some mechanisms to prepare for security 

incidents and should deploy some preventive measures. 

2. Detection and analysis: The next step is the detection and analysis of potential 

security incidents. Attack vectors have to be identified by establishing 

procedures and software such as IDPSs or SIEMs. An effective incident analysis 

has to be carried out for resolving it quickly and accurately. The incident has 

to be documented, prioritized and reported to the relevant authorities. 

3. Containment, eradication and recovery: First of all, the incident needs to be 

contained to prevent it from spreading. It is also necessary to gather some 

evidence of the incident and identify the attacker. Then it is time to eradicate 

the incident and restore the systems to normal functionality. 

4. Post-incident activity: It is important to use the experience for improving the 

response procedure and systems 
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Figure 3. Incident response process according to NIST SP 800-61.24 

 Digital Single Market Strategy 

Another relevant security set of best practices is the Digital Single Market Strategy for 

Europe (DSM)25. This is one of the most relevant strategic goals of European Union. 

The Digital Single Market strategy was adopted on 6 May 2015 and is one of the 

European Commission’s 10 political priorities. It is made up of three policy pillars: 

 

1. Improving access to digital goods and services 

The Digital Single Market strategy seeks to ensure better access for consumers 

and business to online goods and services across Europe, for example by 

removing barriers to cross-border e-commerce and access to online content 

while increasing consumer protection. 

2. An environment where digital networks and services can prosper 

The Digital Single Market aims to create the right environment for digital 

networks and services by providing high-speed, secure and trustworthy 

infrastructures and services supported by the right regulatory conditions. Key 

concerns include cybersecurity, data protection/e-privacy, and the fairness 

and transparency of online platforms. 

3. Digital as a driver for growth 

The Digital Single Market Strategy aims at maximising the growth potential of 

the European Digital Economy, so that every European can fully enjoy its 

benefits – notably by enhancing digital skills, which are essential for an 

inclusive digital society. 

 

 

 

 

                                                 

 

 
24 NIST SP 800-61, p.21 
25 What is the digital single market about? (europa.eu) 

https://ec.europa.eu/eurostat/cache/infographs/ict/bloc-4.html
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 ENISA Incident Management Guide 

ENISA also provides a good practices and practical information guideline for the 

management of network and information security incidents. The focus of the guide is 

the incident handling process, which involves: 

 

1. Detection and registration of incidents 

2. Triage (classifying, prioritising, and assigning incidents) 

3. Incident resolution 

4. Closing and post-analysis 

 

This guide also includes a formal framework for CERTs, covering the roles, workflows, 

basic policies, cooperation, outsourcing, and reporting to management. 

 

 Payment Card Industry Data Security Standard 

Payment Card Industry Data Security Standard (PCI DSS) is a standard for means of 

payment issued by credit card issuing companies with a view to protecting the credit 

card data of clients executing transactions from any origin. PCI DSS is organized into 

six different ambits, including security incident handling in ambit called “Maintain an 

Information Security Policy” 

 

The incident response phases proposed in PCI DSS are: 

 

1. Preparation: The response plan should be documented, thoroughly explaining 

everyone’s responsibilities. Then the plan must be tested to assure that 

employees will perform as they were trained. 

2. Incident Discovery: An incident is discovered. It can be discovered 

automatically by being alerted by software to suspicious activity or manually 

by a warning from a person. 

3. Event Assessment: First report on the incident explaining by whom, when and 

what it has been reported. 

4. Breach Assessment: Reports on the incident investigation including scope and 

resolution. 

5. Reporting: Report the conclusions of the incident to the competent 

authorities. 

6. Lessons Learned: Document what happened in order to learn lessons for 

future incidents. 
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 EU Cybersecurity Act 

The EU Cybersecurity Act26 defines a continual and reinforced authority for ENISA, 

as the European Cybersecurity Agency, and also specifies a structure for the 

European Union that will be used for the development of the cybersecurity 

certification for Information and Communications Technology (ITC) products, 

including IoT devices, processes and services that will be recognized in all EU 

Member States. 

In a nutshell, the Cybersecurity Act: 

 Strengthens the ENISA by granting to the agency a permanent mandate, 

reinforcing its financial and human resources and overall enhancing its role 

in supporting EU to achieve a common and high level cybersecurity. 

 Establishes the first EU-wide cybersecurity certification framework to 

ensure a common cybersecurity certification approach in the European 

internal market and ultimately improve cybersecurity in a broad range of 

digital products (e.g. Internet of Things) and services. 

 EU Blueprint 

The EU Blueprint is used for the Coordinated Response to Large-Scale Cyber Incidents.  

It offers cross-border response procedures, the taxonomy of cyber incidents as well 

as rapid and effective cooperation and preparedness. 

 

The proposed methodology is made up of 4 phases that are repeated in a loop:27 

 

1. Prevention: Regular monitoring and alerting of potential crisis. 

2. Preparedness: Analysis and advice based on available monitoring and alerts 

3. Response: Incident reporting and impact monitoring 

4. Recovery: Phasing out of the incident. A post-technical investigation of the 

incident will be carried out. 

                                                 

 

 
26 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency for 

Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU) No 526/2013 

(Cybersecurity Act) (Text with EEA relevance) 
27 Blueprint - European coordinated response to large-scale: "Artificial Intelligence – An opportunity for the EU" 

https://www.enisa.europa.eu/events/artificial-intelligence-an-opportunity-for-the-eu-cyber-crisis-management/workshop-presentations/20190603-ec-blueprint.pdf
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Figure 4. Blueprint incidents respond methodology 

 

3.2 Preparation 

It is important to keep the number of incidents low to protect the organisation's business 

processes. If security controls are not sufficient, a higher volume of incidents may occur. This 

can result in slow responses, leading to greater negative business impact. 

 

The following sections explain several good practices and a list of the most common incidents 

to address the identified risk in order to improve prevention, as a step prior to detection. 

3.2.1 Good practices 

Some of the best practices for securing networks, systems and applications are: 

 

 Risk Assessments: Periodic risk assessments identify risks posed by combinations of 

threats and vulnerabilities. Identified risks can be mitigated, transferred or accepted 

to a reasonable level of risk. 

 Host Security: Hosts must be configured to grant users only the privileges necessary 

to perform their tasks. Hosts must log important security-related events. The security 

of hosts and their configurations should be continuously monitored. 

 Network Security: The network perimeter must be configured to deny all activity that 

is not explicitly permitted. 

 Malware Prevention: Software to detect and stop malware must be deployed at all 

levels, including host level, application server level and application client level. 

 User Awareness and Training: Users should be aware of procedures regarding the 

proper use of systems and lessons learned from previous incidents. IT staff should be 
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trained to be able to maintain their systems in accordance with the organisation's 

security standards. 

 Security in supply chain: Information systems need to be protected throughout the 

system development life cycle. Protection of organizational information systems is 

accomplished through threat awareness, by the identification, management, and 

reduction of vulnerabilities at each phase of the life cycle and the use of 

complementary, mutually reinforcing strategies to respond to risk. 

 

3.2.2 Cybersecurity Competence Training 

One of the key objectives of SOTER was to provide trainings for cybersecurity competence of 

general employees (non-ICT) to increase organisational cyber-resilience (and with that 

preperation for organisation-wide handling of incidents). Accordingly, a comprehensive 

cybersecurity competence catalogue was developed. Amongst others, the competence 

catalogue features four competences specifically addressing cybersecurity incident handling 

of general employees. In the following, we briefly describe said four competences and provide 

detailed tables, listing the competences and their respective micro-modules. The latter 

represent SOTER’s granular approach to cybersecurity competence training and are each 

comprised of elements of knowledge, skills and attitudes (denoted with k, s, and a), which in 

sum define the competence.28   

 

D1 – Incident Documentation  
k1 Knows about the company’s incident documentation protocol  
k2 Knows that covering up individual mistakes can lead to serious harm for the 

organisation, and hence also to themselves   
k3 Understands that it is crucial to provide detailed information about CS 

incidents, which can be used in company training actions 

 s1 Provides a detailed, truthful account of the CS incident from their point of 

view 

 a1 Is willing to give a detailed account of an incident, even if it was caused by an 

own mistake and reflect on it 
Table 7. Incident documentation competence and respective elements/micro-modules. (Source: SOTER Competence 

Catalogue) 

                                                 

 

 
28 For more information on the theoretical background of our concept of “competence”, refer to D6.2, D6.6 and 

other SOTER deliverables in WP6. 
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The first of the bunch is Incident Documentation. This encompasses general elements such as 

knowing about the company’s respective protocol and the ability to provide detailed, 

comprehensive documentation without fear of one’s own culpability. This competence is, for 

instance, crucial in the event of Fraud and money laundering related legal events (L03 in the 

SOTER threat taxonomy). 

 

D2 – Incident Reporting  
k1 Knows about the company’s incident reporting protocol   
k2 Knows the appropriate authorities to contact in case of an incident   
k3 Understands that it is crucial to provide detailed information about CS 

incidents to authorities and others to prevent further incidents in a wider 

context 

 s1 Can provide a comprehensive, formal report about a CS incident in line with 

relevant regulation 

 a1 Is conscientious about filing incident reports according to protocol 
Table 8. Incident reporting competence and respective elements/micro-modules. (Source: SOTER Competence Catalogue) 

While most companies will have their IS department handle incident reporting to relevant 

authorities, it is nonetheless important for general employees to know the basics about the 

company’s respective reporting protocol. Within the legal vulnerability layer, threats such as 

Incorrectly implemented legal and guideline requirements (L02) or GDPR-related customer 

issues (L04) may require this competence to be mitigated. 
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D3 – Incident Communication  
k1 Knows who to ask or talk to in case of an incident  
k2 Knows when to escalate an incident to a superior  
k3 Knows that it is the ICT security department’s job to help her/him 

 k4 Knows about the appropriate channels to contact IS 

professionals/department 

 k5 Knows that mere suspicions also warrant contacting the ICT security 

department 

 s1 Is able to communicate with IT/IS professionals about incidents 

comprehensibly 

 s2 Is able to contact IS department for analysis of suspicious external devices 

 s3 Is able to alert company security if unauthorized access to company’s 

premises is detected 

 a1 Trusts in company’s ICT Security department or contractor 

 a2 Is willing to ask for help in the face of an incident that exceeds own knowledge 

and skills 
Table 9. Incident communication competence and respective elements/micro-modules. (Source: SOTER Competence 

Catalogue) 

As may be apparent from the larger number of elements present, Incident Communication is 

one of the most crucial competences in the domain of Incident Handling. This is in part due 

to SOTER’s emphasis on the human factor, as the threat taxonomy features a number of 

threats situated in the social layer that are concerned with the interplay of ICT security 

personnel and general employees. Crucially, the willingness (attitude) to place one’s trust in 

the company’s IS department may be seen as akin to a prerequisite for the performance of 

the knowledge and skill elements within this competence and the domain of Incident 

Handling in general. Thus, Incident Communication is an important competence for mitigating 

threats in the social layer such as Employee and IT security mismatch (S12) and Miscalibrated 

trust or overtrust in organisational IT security (S14).  
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D4 – Collaborative Incident Management  
k1 Knows that CS compliance within a team is dependent on every team member  
k2 Knows that multi-team structures offer numerous entry points for attackers   
k3 Understands that human behaviour is prone to error 

 s1 Is able to identify that a colleague might have been subjected to social 

engineering  

 s2 Is able to communicate about incidents within the team 

 s3 Proactively ensures that CS guidelines are complied with within the working 

team and when working with members of other teams 

 s4 Acknowledges that accidents happen, and thus will address CS issues with 

colleagues without patronizing 

 a1 Is feeling socially supportive towards team members 
Table 10. Collaborative incident management competence and respective elements/micro-modules. (Source: SOTER 

Competence Catalogue) 

Lastly, Collaborative Incident Management is closely tied to Incident Communication. 

Accordingly, it focuses on human interaction within organisations when handling an incident, 

including both collaboration within teams or multi-teams, and between different 

departments (typically the IS department). While Incident Communication is more concerned 

with the communication with the IS department, the Collaborative Incident Management 

competence focuses on the interaction with colleagues. Crucially, this requires a general, 

constructive attitude about human behaviour and the resulting, inevitable mistakes. In 

tandem with Incident Communication, this competence enables employees to mitigate 

threats such as Employee and IT security mismatch (S12), Miscalibrated trust or overtrust in 

organisational IT security (S14) and Fraud and money laundering related legal events (L03). 

 

3.3 Detection 

When a security incident occurs, it is not always reported immediately. This may be due to a 

lack of detection mechanisms or a lack of knowledge of the incident reporting mechanisms of 

the persons who detect the incident.  

 

Signs to identify an incident fall into two categories: precursors and indicators. A precursor is 

a sign that an incident may occur in the future. An indicator is a sign that an incident may have 

occurred or may be occurring now. 

 

Most attacks do not have detectable precursors. If precursors are detected, the organisation 

may have the opportunity to prevent the incident. 
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Detection period since the security incident occurs is a critical time, because the longer it 

takes to report the incident, the greater the impact on the platform. 

The detection mechanisms can be: 

 

 Manuals: reported directly by a human or through an alert or audit mechanism 

reviewed by a human. 

 Automatic: identification by an automatic detection system, such as an intrusion 
detection system or an event management system. 
 

Finding the actual security incidents that have occurred among all the indicators can be a 
difficult task. Even if an indicator is accurate, it does not necessarily mean that an incident 
has occurred. However, given the appearance of indicators, it is reasonable to suspect that 
an incident may be occurring and to act accordingly. Determining whether a particular event 
is indeed an incident may require the collaboration of technical and information security 
personnel. Incident managers are responsible for analysing ambiguous, contradictory, and 
incomplete symptoms to determine what has happened. Without well-trained and skilled 
staff, incident detection and analysis will be carried out inefficiently and costly mistakes will 
be made. 
 
Some recommendations to make incident analysis easier and more effective are: 
 

 Profiling: This involves measuring the characteristics of the expected activity so that 
changes can be more easily identified. 

 Understand normal behaviours: Incident response team members should study 
networks, systems and applications to understand what their normal behaviour is, so 
that abnormal behaviour can be more easily recognised. No incident manager will 
have an exhaustive knowledge of all behaviour in the environment but should be able 
to note trends and changes over time. 

 Create a record retention policy: This should specify how long log data should be 
retained can be extremely useful in analysis, as older log entries may show 
reconnaissance activity or previous instances of similar attacks. Another reason to 
retain logs is that incidents may not be discovered until days, weeks or even months 
later. 

 Perform event correlation: Evidence of an incident may be captured in multiple logs 
containing different types of data. Event correlation between multiple sources of 
indicators can be invaluable in validating whether a particular incident occurred. 

 Keep all host clocks synchronised: Protocols such as Network Time Protocol (NTP) 
synchronise clocks between hosts. Event correlation will be more complicated if the 
devices reporting events have inconsistent clock settings. 

 Maintain and use a knowledge base of information: The knowledge base should 
include information that managers need to refer to quickly during incident analysis. 
The knowledge base should also contain a variety of information, including IDPS alerts, 
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operating system log entries, application error codes, explanations of the meaning 
and validity of precursors and indicators. 

 Use Internet search engines for research: Internet search engines can help analysts 
find information about unusual activity. Performing a search with the terms "TCP" and 
"port" may return some results containing records of similar activity or even an 
explanation of the meaning of the port number. 

 Use a SIEM: Security Information and Event Management (SIEM) is software that 
improves the security awareness of an IT environment. It is a combination of security 
information management (SIM) and security event management (SEM). This solution 
helps to detect threats in real time. 

 

Once the incident has been detected, identified and analysed, before taking any action 
involving the manipulation of the systems involved, it is essential to inform the contacts 
responsible for the management of the platform's affected assets. 

3.4 Recovery 

In this phase, the necessary actions are taken so that the system recovers its capacities and 

provides normal service, restoring the affected information, services, and resources. In some 

cases, it will be necessary to recover information from backup copies. 

 

An incident is considered resolved when the information and ICT resources have been 

restored and the system is functioning normally. 

 

The search for protective measures to prevent the incident from recurring should then be 

initiated. A thorough follow-up is also necessary to identify possible problems that have 

escaped analysis. 

3.5 Reporting 

Once the incident has been identified and containment measures are taken, the parties 

involved should be informed. Reporting is a phase where it is important to know to whom 

and what to notify. Reporting should be done in compliance with existing regulations, by 

informing the relevant authorities and by informing internally. The Common European 

Security Reporting Methodology (CESRM) is developed in section 4 CESRM - Common 

European Security Reporting Methodology. 

3.5.1 Report plan 

The team should plan and prepare various methods of communication. Examples includes 

email, website, phone calls, in person, voicemail and paper. 
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To report the incident ENISA recommends answering two questions: Who to report to? and 

What to report? To answer the question "to whom", consider contacting a target of the 

attack, the most important parties involved in the resolution of the incident, or a source of 

the incident. To answer the question "What should be included in the communication? First, 

the information should be tailored to the level of complexity of the incident. Then, it should 

be tailored to the audience to whom the information is being sent. As a rule, you should 

consider attaching the following information: 

 

 A brief description of the incident. 

 The results of your work: whether or not the incident has been resolved. 

 Your main conclusions and recommendations. 

 

3.6 Continuous improvement 

This phase is as important as the others, but is often the least considered. It can provide very 

useful information for both ICT security management and response capability. It can also be 

used in awareness raising activities. To satisfy the requirements of the incident management 

process, a report should be prepared and the conclusions reached at all stages should be 

reviewed by the personnel involved in the incident.  This serves to: 

 

 Teach an attack target how to collect all available logs, describe an incident and avoid 

similar incidents. 

 Advise and teach ISPs and providers how to save logs for later investigation. 

 Explain to ISPs/ICPs the mechanisms of major incidents and how to handle them. 

 Support other CERTs with ideas on how to mediate between CERTs and local ISPs/ICPs 

and how to share knowledge and experience in resolving specific types of incidents. 

 Support law enforcement with advice on the effectiveness of legal issues. 

 Advise on how to monitor the security of your information assets to look for suspicious 

users of your information assets to avoid being a source of incidents. 

 

To ensure that lessons can be learned from the recording of past lessons there are some 

minimum guidelines: 

 

 All relevant information about the incident should be recorded. Mistakes made and 

suggestions for improvement should be documented, as well as steps in the incident 

response that could be improved. 

 It is recommended to have a knowledge database within SOTER, containing incident-

related information, to streamline management in case of recurring incidents. 
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 Improvement measures should be approved, disseminated and incorporated into ICT 

procedures to avoid future recurrence of the same incident. Where risk analysis and 

security plans exist, they should be reviewed and updated to ensure that any threat 

scenario is adapted to the needs of the organisation. 

 

The report and all evidence collected should be archived and kept under control so that only 

authorised personnel have access to it. Some evidence should be destroyed if the maximum 

retention period is required by law. 
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4. CESRM - Common European Security Reporting Methodology 

To create a Common European Security Reporting Methodology (CESRM) it is necessary to 

ensure the reporting method complies with all applicable regulatory requirements, especially 

the sector-specific requirements of the finance sector. 

 

The goal of the CESRM is: 

 

1. To provide an incident reporting template for including all information required for 

applicable regulations in the European finance sector NIS Directive, GDPR, eIDAs and 

PSD2. 

2. To provide a template that can be used to simultaneously report incidents in a 

compliant manner to European Central Bank and national Data Protection Authorities 

(in case of incidents which involve personal data), national finance sector authorities, 

and national cybersecurity bodies or agencies (as appropriate). ...  

3. To include reporting fields that contextualise certain human factor-related aspects of 

the incidents, supported by the research of the SOTER project (for standardisation of 

threat types for information on initial breach ...) 

 

4.1 Regulations and relevant authorities in the financial sector 

Currently, the finance sector within Europe is regulated by a package of legislative 

instruments – each of which has specific incident reporting requirements. The predominant 

European wide legislations are: 

 

 NIS Directive 

 GDPR 

 eIDAS 

 PSD2 

 

There are also specific European wide bodies that are mandated with certain responsibilities 

in the finance sector, such as supervision, oversight, regulation, and ensuring overall market 

integrity. These regulatory bodies mandate their own specific cybersecurity reporting 

requirements. These bodies are: 

 

 European Banking Authority (EBA): EBA (acronym for European Banking Authority) is 

an EU authority which aims to ensure effective regulation and supervision across the 

European banking sector. EBA issues not only regulatory guidelines and 

recommendations in financial competences, but also, guides institutions.  
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 European Central Bank (ECB): ECB is the central bank responsible for monetary policy 

of the European Union (EU) member countries that have adopted the euro currency. 

The principal goal of the ECB is to maintain price stability in the European area, thus 

helping preserve the purchasing power of the euro.  

ECB works with EU national central banks to ensure the confidentiality, availability and 

integrity of their data. This helps to protect them and the Eurosystem as a whole 

against cyberattacks, to limit the fallout in case of a data breach and to ensure that 

financial institutions and banks can continue to operate at all times.   

ECB Banking Supervision has implemented a cyber-incident reporting framework. All 

significant institutions from the 19 European area countries must report significant 

cyber incidents as soon as they are detected. This enables regulators to identify and 

monitor trends in cyber incidents affecting significant institutions and to gain a deeper 

knowledge of the cyber threat landscape. 

 

The European Cybersecurity Agency (ENISA) also mandate specific reporting requirements, as 

they oversee European wide infrastructure, information and communication technologies, 

and cyber policy in pursuit of creating a secure and trustworthy digital environment for 

Europe. 

 

In the incident reporting process, it is important to know which national CSIRTs and CERTs in 

each of the EU Member States should be informed of the detection of any cybersecurity 

incident, whether it has affected a public (Government) or private (National) organisation in 

any economic sector (health, energy, finance, etc.). The following table shows the relevant 

information for each of these CSIRTs and CERTs organised by country, i.e. whether it is a 

member of the CSIRT Network, its specific status as a Trusted Introducer as well as whether 

it is a member of FIRST (Forum of Incident Response and Security Teams). 

 

Country 
Team 
Name 

Constituency 
CSIRTs 

Network 
Trusted 

Introducer 
FIRST Contact 

Austria 
GovCERT 
Austria 

Government Member Accredited Not member govcert.gv.at 

Austria CERT.at National Member Certified Member cert.at 

Belgium CERT.be 

CIIP, 
Government, 

National, Private 
and Public 

Sectors 

Member Accredited Member cert.be 

Bulgaria 
CERT 

Bulgaria 
Government Member Accredited Not member govcert.bg 

Croatia CERT ZSIS Government Member Accredited Member zsis.hr/  

Croatia CERT.hr NREN, National Member Accredited Member cert.hr 

Cyprus CSIRT-CY 
CIIP, 

Government, 
National 

Member Accredited Member csirt.cy 

Czech 
Republic 

CSIRT.CZ 
Government, 

National, Private 
Member Certified Member csirt.cz/ 

https://www.govcert.gv.at/
https://www.cert.at/
https://www.cert.be/
https://govcert.bg/
https://www.zsis.hr/
https://www.cert.hr/
https://csirt.cy/
https://www.csirt.cz/
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Country 
Team 
Name 

Constituency 
CSIRTs 

Network 
Trusted 

Introducer 
FIRST Contact 

and Public 
Sectors 

Czech 
Republic 

GovCERT.CZ 
Government, 
Private and 

Public Sectors 
Member Accredited Member govcert.cz/ 

Denmark CFCS 
Government, 

National 
Member Accredited Member govcert.dk/ 

Estonia CERT-EE 
CIIP, Financial, 
Government, 

National 
Member Certified Member cert.ee/ 

Finland NCSC-FI 
CIIP, 

Government, 
National 

Member 
Re-

Certification 
Candidate 

Member 
viestintavirasto.fi/en/cybersecurity.ht

ml 

France CERT-FR 

CIIP, 
Government, 
Private and 

Public Sectors 

Member Accredited Member cert.ssi.gouv.fr 

Germany CERT-Bund 
CIIP, 

Government, 
National 

Member Accredited Member 
bsi.bund.de/EN/TheBSI/thebsi_node.

html 

Greece GR-CSIRT Government Member Not listed Not member csirt.cd.mil.gr/ 

Greece NCERT-GR 
Government, 

National 
Not 

member 
Listed Not member cert.gov.gr 

Hungary 
NCSC 

Hungary 

CIIP, Energy, 
Government, ISP 
Customer Base, 

National 

Member Accredited Member nki.gov.hu 

Ireland CSIRT-IE 
Government, 

National 
Member Accredited Member ncsc.gov.ie/CSIRT/ 

Italy CSIRT.it 
Government, 

National 
Member Not listed Not member csirt.gov.it/ 

Latvia CERT.LV 
Government, 

National 
Member Certified Member cert.lv/ 

Lithuania LTU NCSC 
Government, 

Military 
Not 

member 
Listed Member kam.lt 

Lithuania CERT-LT National Member Accredited Member nksc.lt/en/ 

Luxembourg GOVCERT.LU 

CIIP, 
Government, 

Law 
Enforcement, 

Military, 
National 

Member Accredited Member govcert.lu 

Luxembourg CIRCL National Member Accredited Member circl.lu/ 

Malta CSIRTMalta National Member Listed Not member 
maltacip.gov.mt/en/CIP_Structure/Pa

ges/CSIRTMalta.aspx 

Netherlands 
(The) 

IBD Government 
Not 

member 
Accredited Not member IBDgemeenten.nl  

Netherlands 
(The) 

CSIRT-DSP National Member Not listed Not member csirtdsp.nl/ 

Netherlands 
(The) 

NCSC-NL National Member Certified Member ncsc.nl 

Poland CSIRT-GOV 
Government, 

National 
Member Listed Not member csirt.gov.pl/ 

Poland 
CERT 

POLSKA 
NREN, National Member Certified Member cert.pl/ 

Portugal CERT.PT 
Government, 

National 
Member 

Certification 
Candidate 

Member cncs.gov.pt/ 

https://www.govcert.cz/
https://www.govcert.dk/
https://www.cert.ee/
https://www.viestintavirasto.fi/en/cybersecurity.html
https://www.viestintavirasto.fi/en/cybersecurity.html
https://www.cert.ssi.gouv.fr/
https://www.bsi.bund.de/EN/TheBSI/thebsi_node.html
https://www.bsi.bund.de/EN/TheBSI/thebsi_node.html
https://csirt.cd.mil.gr/
http://www.cert.gov.gr/
https://nki.gov.hu/
https://www.ncsc.gov.ie/CSIRT/
https://csirt.gov.it/
https://www.cert.lv/
http://www.kam.lt/
https://www.nksc.lt/en/
https://www.govcert.lu/
http://www.circl.lu/
https://maltacip.gov.mt/en/CIP_Structure/Pages/CSIRTMalta.aspx
https://maltacip.gov.mt/en/CIP_Structure/Pages/CSIRTMalta.aspx
https://www.ibdgemeenten.nl/
https://www.csirtdsp.nl/
https://www.ncsc.nl/
https://csirt.gov.pl/
https://www.cert.pl/
https://www.cncs.gov.pt/
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Country 
Team 
Name 

Constituency 
CSIRTs 

Network 
Trusted 

Introducer 
FIRST Contact 

Portugal CSIRT RNSI Government 
Not 

member 
Not listed Not member csirt.rnsi.mai.gov.pt 

Romania ACSIRT 
Government, 
Private and 

Public Sectors 

Not 
member 

Not listed Member amgen.com 

Romania CERT-RO 

Government, 
National, Private 

and Public 
Sectors 

Member Accredited Member cert.ro 

Slovakia CSIRT.SK Government Member Accredited Member csirt.gov.sk/ 

Slovakia 
GOV CERT 

SK 

Government, 
Non-Commercial 

Organisation, 
Service Provider 
Customer Base 

Not 
member 

Listed Not member 
nases.gov.sk/govnet/gov-cert-

sk/index.html 

Slovakia SK-CERT CIIP, National Member Certified Member sk-cert.sk 

Slovenia SI-CERT NREN, National Member Accredited Member cert.si/ 

Spain CCN-CERT Government Member Accredited Member ccn-cert.cni.es 

Spain INCIBE-CERT CIIP, National Member Accredited Member incibe-cert.es/ 

Sweden CERT-SE 
Government, 

National 
Member Certified Member cert.se 

United 
Kingdom 

MODCERT Government 
Not 

member 
Re-Listing 
Pending 

Member mod.uk/cert/ 

United 
Kingdom 

NCSC (UK) 
Government, 

National 
Not 

member 
Accreditation 

Suspended 
Member cert.gov.uk/ 

Table 11. CSIRTs and CERTs organised by country 

In addition to the authorities and CSIRTs and CERTs whose constituency is Government or 

National (public and private sector, in general) mentioned above, it is worth mentioning here 

the financial sector CSIRTs and CERTs in those countries relevant within the SOTER project, all 

of which are members of FIRST. The following table shows the CSIRTs and CERTs with the 

above-mentioned characteristics, in alphabetical order according to their headquarters: 

  

https://www.csirt.rnsi.mai.gov.pt/
https://www.amgen.com/
https://www.cert.ro/
https://www.csirt.gov.sk/
https://www.nases.gov.sk/govnet/gov-cert-sk/index.html
https://www.nases.gov.sk/govnet/gov-cert-sk/index.html
https://www.sk-cert.sk/
https://www.cert.si/
https://www.ccn-cert.cni.es/
https://www.incibe-cert.es/
https://www.cert.se/
http://www.mod.uk/cert/
http://www.cert.gov.uk/
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Country Team Name Constituency FIRST Contact 

Austria R-IT CERT Financial Member r-it.at 

Austria R-IT CSIRT Financial sector Member r-it.at 

Spain BBVA CERT Financial Member bbva.com 

Spain CaixaBank Team Financial sector Member caixabank.com/ 

Spain MAPFRE-CCG-CERT Financial Member mapfre.com 

Spain Santander Global CERT Financial sector Member santander.com 

Spain CaixaBank Team Financial sector Member caixabank.com/ 

United 
Kingdom 

HSBC Cybersecurity IMR Financial Member hsbc.com 

United 
Kingdom 

ISPIRIT Financial Member 
banking.barclaysus.com/privacy-and-

security.html 

United 
Kingdom 

RBSG Financial Member rbs.co.uk 

Table 12. Constituency of CSIRTs and CERTs 

Informing the relevant CSIRTs and CERTs within the financial sector of the cybersecurity 

incident that has occurred, after having informed the relevant CSIRTs and CERTs and 

competent authorities at national and EU level, is of vital importance to avoid the spread of 

the incident to other organisations in the sector that could be potential victims, so that they 

can be prevented and act accordingly. It should be remembered that financial organisations, 

as well as organisations in other critical sectors, are particularly connected, so it is highly likely 

that if the incident reporting process is deficient, the damage caused to the different 

organisations could be even greater. 

 

With the aim of clarifying the different fields and requirements to be fulfilled in the reports 

made under the relevant regulations in the financial sector mentioned above, a summary of 

the incident reporting requirements are provided below: 

https://www.r-it.at/
http://www.r-it.at/
http://www.bbva.com/
https://www.caixabank.com/
https://www.mapfre.com/
https://www.santander.com/
https://www.caixabank.com/
https://www.hsbc.com/
https://www.banking.barclaysus.com/privacy-and-security.html
https://www.banking.barclaysus.com/privacy-and-security.html
https://www.rbs.co.uk/
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Legislation Regulating Body Reporting Requirement (Time) Reporting Requirement (Info) 

NIS Directive National 
CERT/CSIRT 

Initial Report 1-2 hours Contact information 

Time and location of the incident 

Update Report  Status 

Incident description 

Concluding 30 days Incident impact 

Incident handling description 

Periodic Summary 
Report 

Regular 
intervals 

GDPR National Data 
Protection 

Authority (DPA) 

72 hours Description 

Contact details 

Description of consequences 

Description of measures taken 

eIDAS 
 
 
 
 
 

 

Appropriate 
supervisory body  
(ECB, DPA, EBA, 

CERT/CSIRT) 

24 hours Notification of incident 

Notification of natural or legal person 

Notification of public 

Informing national and European supervisory bodies 

Annually Annual Report General Description 

Total Duration 

Impact of Security Incident 

Affected services 

Category of impact 

Impact on assets 
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Trust service concerned 

Root cause 

Detailed causes 

Mitigating security measures 

Improvements and lessons learned 

Notifications and information 

PSD2 European Banking 
Authority (EBA) 

4 hours Initial Report 

 Per update Intermediate Report 

 Two weeks after continuity is 
completed 

Final Report 

Table 13. Incident reporting requirements



   
 

 

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under 
grant agreement No 833923. The contents of this publication are the sole responsibility of the authors and can in no way 
be taken to reflect the views of the European Commission. 

 
 

 

4.2 Type of actors 

In the different incident reporting methodologies outlined above, there are different types of 

actors that can initiate the incident reporting process. Depending on different variables, such 

as who first notices that an incident has occurred or who is the target of the cyber-attack, 

among others, we can distinguish the following actors competent to initiate the reporting 

process: 

 

 Competent authorities: Internal authorities competent in the field of cybersecurity 

that participate in the project. 

 Supervisory authorities: External authorities competent in the field of cybersecurity 

that supervise reporting methodologies. In the financial sector, the ECB and the EBA, 

as well as ENISA are found transversally in all sectors. 

 Employees: Platform workers. They are responsible for ensuring the proper 

functioning of the platform, including manual detection of incidents and to report 

internally incidents to the organisation's cybersecurity teams. 

 Third parties: Entities participating in the system, providing or not services. 

 Client: Users and customers. 

 Manager partner: Proprietary of the system. 

 Cybersecurity Team or specialists: Cybersecurity team in charge of managing 

incidents in the organization. They have to report the incidents to the supervisory 

authority. This team could be an internal one, a cybersecurity team/department in the 

organization, or an external one, outsourcing this service. 

4.3 Process 

The process for reporting cybersecurity incidents should be composed of a series of well-

measured and established steps that can be reproduced in any case and are clear, in order to 

avoid errors in the process and to standardise the steps to be followed so that all cases are 

acted upon in the same way. 

 

This well-established and standardised incident reporting process must take into account 

certain peculiarities, which depend to a large extent on the type of incident that has occurred. 

Incidents can be either human-caused or caused by a technical failure or error. 

 

Both the timing of the reports and the correct identification of the type of incident that has 

occurred are essential for the reporting process to serve as a starting point for addressing the 

incident and preventing the spread of the incident and the resulting damage. 
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Reporting process is composed by three different reports which must be sent according to 

different deadlines: 

 

 Initial report: Notify to competent authority that a security incident has occurred and 

the incident has a significant impact on the trust service. The incident should be 

reported in the two hours after incident is detected. This report should include 

headline-level information of the incident: 

o Report date and time 

o Affected business contact information: name of business, postal address, 

affected country/countries, contact person, phone and e-mail. 

o Reporting entity contact (If delegated reporting): name of reporting entity, 

postal address, contact person, phone and e-mail. 

o Incident detection: role of the person who detected the incident, location, 

date and time. 

o Incident description: a short and general description of the incident. 

o Estimated date and time for next update. 

 Intermediate report: It should include a more detailed description of the incident and 

its consequences. The next intermediate reports after first one are an update of the 

previous report. These reports should be submitted every time that there is a relevant 

status update and before the date specified in previous report. The maximum term is 

three days after last report was sent. The last intermediate report should be sent 

regular activities have been recovered, informing the competent authority of this 

circumstance. These intermediate reports should include: 

o Report date and time 

o Detailed incident and cause description, including the services and asset types 

affected and the time of beginning of incident should be written. If it is 

applicable, should be add description issue, how it happened, evolution of 

issue, relation to previous incidents, consequence (focusing on users), 

background of the incident detection, area's affected, actions taken so far, 

service providers/third parties affected or involved, crisis management started 

and internal classification of the incident. 

o Incident status: details the status of the incident and its impact, emphasizing 

which services are affected and the economic impact of the incident. Also, 

covers whether the incident or its effects are resolved and what the recovery 

period is. If it is applicable, should be add incident status, date and time when 

incident is restored or expected to be restored, security dimensions affected, 

service users affected, service downtime, economic impact, level of internal 

escalation, other relevant infrastructures affected, reputational impact. 
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o Incident impact: detailed information of buildings, services, areas, systems 

and staff affected by the incident. 

o Incident handling description: summary of the actions taken to remove the 

failure and possibly also to prevent its recurrence. It should be mentioned if a 

Business Continuity Plan or a Disaster Recovery Plan is activated. 

 Final report: A final report should be sent when the root cause analysis has been 

carried out and actual figures are available to replace estimates or when the incident 

is no longer considered to be major. It will be sent within two weeks of the restoration 

of the business. The final report should include full information on the incident: 

o Report date and time. 

o Summary incident description: information update from intermediate reports 

including additional actions/measures taken, root cause analysis, lessons 

learnt, additional actions and other relevant information. Furthermore, date 

and time of closing incident should be written. 

o Root cause analysis: Detailed explanation of the main cause of the incident. A 

file can be attached if is necessary. 

o Main corrective actions: Compilation of the measures taken to address the 

data breach and to mitigate the possible adverse effects. 

If final report information is available within two hours from detection, a full report can be 

sent instead three different reports. 

 

 
Figure 5. Reporting process 

4.4 Template 

It is important that the information collected in the reporting template is correctly passed on 

to the supervisory authority in charge of handling it (in the case of the financial sector, to the 

ECB and EBA, or the competent data protection authority in the case of a data breach incident 

in particular), as well as to the relevant CERT, in order to address the cybersecurity incident 

as effectively and efficiently as possible. 

 



833923 – SOTER 
D5.2- White Paper on Cybersecurity standards 
 

 

52 
 
 

 

This section presents a template developed by the SOTER members. This template 

implements the reports that the process above defines. This template includes all the 

information that must be reported according to CESRM. 

 

 
Figure 6. Initial Report 

Initial report 

Report date Time HH:MM

Name of business

Business identification number, if relevant

Head of group, if applicable

Postal address

Country / countries affected by the incident

Primary contact person Email Telephone

Secondary contact person Email Telephone

Name of the reporting entity

Unique identification number, if  relevant

Authorisation number, if applicable

Postal address

Primary contact person Email Telephone

Secondary contact person Email Telephone

Date and time of detection of the incident

The incident was detected by (role)

Please, provide a short and general description 

of the incident 

(should you deem the incident to have an 

impact in other EU Member States(s), and if 

feasible within the applicable reporting 

deadlines, please provide a translation in 

English)

What is the estimated time for the next update?

Initial Report

within 2 hours after detection

DD/MM/YYYY

A - Initial report

A 1 - GENERAL DETAILS

Affected service provider

Reporting entity (in case of delegated reporting)

DD/MM/YYYY HH:MM

A 2 - INCIDENT DETECTION and INITIAL DESCRIPTION

DD/MM/YYYY HH:MM

If other, please explain:
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Figure 7. Intermediate Report 

Intermediate report

Last intermediate report

Report date DD/MM/YYYY Time HH:MM

Please, provide a more DETAILED description of the incident. 

e.g. information on:

- What is the specific issue?

- How it happened?

- How did it evolve?

- Was it related to a previous incident?

- Consequences (in particular for payment service users)

- Background of the incident detection

- Area's affected

- Actions taken so far

- Service providers/ third party affected or involved

- Crisis management started (internal and/or external (Central 

Bank Crisis management))

- Internal classification of the incident

Date and time of beginning of the incident (if already identified)

Type of Incident Operational Security

Under investigation

External attack

Infection of internal systems

Internal attack

External events If Other, specify

Human error

Process failure

System failure

Other If other, specify

Was the incident affecting you directly, or indirectly through a 

service provider?
Directly Indirectly

Diagnostics

Repair

Date and time when the incident was restored or is expected to 

be restored

Integrity Continuity

Availability

Number of users affected Actual figure

As a % of total users Actual figure

Total service downtime Actual figure

Direct costs in EUR Actual figure

Indirect costs in EUR Actual figure

YES YES, AND CRISIS MODE (OR EQUIVALENT) IS LIKELY TO BE CALLED UPON NO

YES NO

YES NO

Building(s) affected (Address), if applicable

Functional areas affected Authentication/Authorisation Clearing Indirect settlement

Communication Direct settlement Other

Systems and components affected Application / Software Hardware

Database Network/infrastructure

Other

YES NO

Which actions/measures have been taken so far or are planned 

to recover from the incident?

Has the Business Continuity Plan and/or Disaster Recovery 

Plan been activated?
YES NO

If so, when? 

If so, please describe 

Has the service provider cancelled or weaken some controls 

because of the incident?
YES NO

If so, please explain

DD/MM/YYYY, HH:MM

Incident Report

maximum of 3 business days from previous report

B - Intermediate report

B 1 - INCIDENT AND CAUSE DESCRIPTION

DD/MM/YYYY, HH:MM

Incident status
Recovery

Restoration

Cause of incident

Type of attack:

Distributed/Denial of Service (D/DoS) 

B 2 - INCIDENT STATUS

If indirectly, please provide the

service provider's name

Reputational impact Describe how the incident could affect the reputation of service (e.g. media 

coverage, potential legal or regulatory infringement…)

Clarifications of affected users

High level of internal escalation
Describe the level of internal escalation of the incident,

indicating if it has triggered or is likely to trigger a crisis mode (or equivalent) 

and if so, please describe

Other relevant infrastructures potentially affected Describe how this incident could affect other 

infrastructures

Service downtime
DD:HH:MM Estimation

Targeted intrusion

Other

Staff affected 
Describe how the incident could affect the staff of the service provider (e.g. 

staff not being able to reach the office to support customers…)

B 3- INCIDENT IMPACT

If Other, specify:

If Other, specify:

B 4- INCIDENT HANDLING

DD/MM/YYYY, HH:MM

Estimation

Estimation

Services affected

Economic impact Estimation

Estimation

Clarifications on the economic impact

Clarifications on the service downtime

Overall impact
Confidentiality

Authenticity

Affected users
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Figure 8. Final Report 

  

Final report

Incident reclassified as non-major             Please, explain:

Report date DD/MM/YYYY Time HH:MM

Please, update the information from the intermediate report (summary):

- additional actions/measures taken to recover from the incident

- final remediation actions taken 

- root cause analysis

- Lessons learnt

- addittional actions 

- any other relevant information

Date and time of closing the incident

What was the root cause (if already known)?

(possible to attach a file with detailed information)

Main corrective actions/measures taken or planned to prevent the 

incident from happening again in the future, if already known

Has the incident been shared with other services providers for 

information purposes?
YES NO

If so, please provide details

Has any legal action been taken against the service provider? YES NO

If so, please provide details

C - Final report

Incident Report

within 2 weeks after closing the incident

If no intermediate report has been sent, please complete also section B

C 1 - GENERAL DETAILS

DD/MM/YYYY HH:MM

C 2 - ROOT CAUSE ANALYSIS

C 3 - MAIN CORRECTIVE ACTIONS
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5. Future recommendations 

5.1 Introduction 

This deliverable provides a common language to face cyber-attacks. Considering the research 

& innovation outcomes of the project (WP2, WP5, WP6), SOTER addresses a wide range of 

cybersecurity issues such as threat landscapes, incident handling, competence training, and 

risk assessment. While these domains are all subject to different standardisation efforts, we 

want to emphasise the inter-connections between our main research outcomes. A new 

technical ISO/IEC specification provides the reference for this goal.  

 

ISO/IEC TS 27110:2021 “Information technology, cybersecurity and privacy protection – 

Cybersecurity framework development guidelines” specifies a common methodology to 

develop cybersecurity frameworks. According to this technical specification, cybersecurity 

frameworks can be understood as a “basic set of concepts used to organize and communicate 

cybersecurity activities” (ISO/IEC TS 27110, p. 1) and they “can consist of standards, 

guidelines, and practices to promote cybersecurity risk management” and they “should 

consider the concept of risk management” (ibid., p. 2).  

 

A cybersecurity framework should address the following concepts: identify, protect, detect, 

respond, recover, and additional concepts (ibid., p. 2-5). In the following list, these concepts 

are explained and in brackets the relevant SOTER outcomes are documented: 

 Identify: define the ecosystem as a basis of the framework, which should also include 

evolving threats and emerging technologies. (Interdisciplinary Cybersecurity 

Approach, Human Factors Threat Taxonomy, Human Factors Risk Assessment 

Framework, CWE/CVE) 

 Protect: address “the appropriate safeguards to protect an organization’s cyber 

persona” (p. 4), incl. preventive controls and readiness. It can include awareness and 

training, information and data protection processes and security configurations. The 

scope of the protect concept should be determined. (Cybersecurity Competence 

Methodology and Catalogue, Digital Information Competence, Digital Safety 

Competence) 

 Detect: measures to discover cybersecurity events like anomalies, threat hunting and 

logging. Scope of detection activities can have different foci. (Anomaly/Threat 

Detection Competence) 

 Respond: response to cybersecurity events (categorize, evaluate and remediate), incl. 

for example response planning, internal/external communication, analysis, 

mitigation.  (CESRM, Incident Handling Competence, CTI sharing, Competence 

Training Documentation) 
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 Recover: activities to restore services, systems and reputation incl. Recovery 

planning/training/execution and communications (not targeted by SOTER: basic 

business continuity & disaster recovery plans are recommended) 

 Additional Concepts: can be optionally added dependent on stakeholder needs 

(Information Sharing, Cybersecurity Culture, Trustworthy Digital Environment 

Strategy) 

 

We use this guideline to present an integrated SOTER cybersecurity framework. The following 

sections will address the six key concepts from ISO/IEC TS 27110 and summarize the relevant 

information from the research & innovation activities documented across this deliverable and 

the deliverables from the relevant work packages (WP2, WP5, WP6). The represent the 

recommendations of the SOTER project. 

 

5.2 Identify 

Identifying potential cybersecurity threats that could lead to a cybersecurity incident is 

essential and should be a priority for organisations.  

 

Several tools can be used to carry out effective identification of potential cybersecurity 

threats to organisations, with two tools being particularly noteworthy due to their wide 

acceptance, accuracy, and up-to-date nature: 

 

 CWE (Common Weakness Enumeration): CWE is a community-developed list of 

software and hardware weakness types. It serves as a common language, a measuring 

stick for security tools, and as a baseline for weakness identification, mitigation, and 

prevention efforts. 

 CVE (Common Vulnerabilities and Exposures): Common Vulnerabilities and 

Exposures (CVEs) form a list of computer security vulnerabilities and exposures that 

are publicly available, which are assigned a unique identifier. Security advisories 

issued by vendors and researchers almost always mention at least one of these 

identifiers. CVEs allow IT specialists to coordinate their efforts to prioritise and address 

vulnerabilities to strengthen the security of computer systems. 

 

Subscribing to the newsletters of these platforms as well as their regular consultation by 

specialised teams and cybersecurity professionals will lead to the effective identification of 

cybersecurity threats and can help organisations to develop appropriate prevention plans 

that largely prevent cybersecurity incidents from materialising. 
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Although the optimisation of prevention plans and actions is achieved from experience (i.e. 

after an incident), it is important to implement generic and known prevention plans and 

actions from the outset, based on the effective identification of cybersecurity threats to which 

the organisation might be exposed. 

 

In regard to human factors-related cybersecurity “identify” can be supported by the following 

approaches: 

 

1. The interdisciplinary cybersecurity approach, which addresses the elements in the 

image below (details on the approach are available in D2.2). 

2. The Human Factors Risk Assessment Framework (see also D2.2). 

3. The Human Factors Threat Taxonomy (see chapter 2 in this document). 

 

These conceptual tools help to identify vulnerabilities, threats and risks related to human 

factors and can help designing training and awareness measures within an organisation. 

 

 
Figure 9. Interdisciplinary cybersecurity approach 

 

 
Figure 10. Human factor risk assessment framework 
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5.3 Protect 

As mentioned above, prevention plans and actions rely heavily on lessons learned from past 

incidents, but risk assessment and knowledge of the relevant information system are also 

vital, so decentralisation of prevention tasks to different teams and a coordinated cross-

cutting response is the best way to approach prevention. Ultimately, effective prevention is 

a task for all teams and employees in the organisation, as the most frequent way to break 

into a system is by exploiting the human factor, as statistics show, with phishing (social 

engineering) being the most used method to infiltrate malware.  

 

Cybersecurity instruction, training and awareness is of vital importance so that all teams and 

employees are prepared for any incident. Prevention thus becomes a global task, not only for 

the SOC (Security Operations Centre), usually known as the Blue Team, in charge of dealing 

with security incidents. In this way, prevention will reach a higher level of effectiveness. 

 

A recommendation for more specific cases could be the active collaboration between the 

development team of the affected assets and the Blue Team, which could be beneficial 

because they are more familiar with the code/structure and can help to get to the point of 

the breach and/or the affected feature, leading to a faster and more effective solution, in 

case the incident that occurs has this specific target. 

 

On the other hand, a more technical approach is required. The need for an effective firewall, 

for example by designing a specific set of rules for a firewall together with a DMZ 

(Demilitarised Zone), which separates devices that are accessible from outside the LAN (Local 

Area Network) from those that are not, improving security against external threats. The use 

of a proxy is also recommended, as it creates a middle ground between the LAN and the 

Internet, providing anonymity, access control, traffic logging and improved performance, 

which can also be enhanced with Load Balancing, which ensures server availability by 

spreading the workload, assigning the task to the more idle server, and providing another 

layer of anonymity. 

 

In the domain of human factors-related cybersecurity the Cybersecurity Competence 

Training Methodology is recommended. The methodology is based on an educational and 

sociological understanding of cybersecurity competence and highlights 22 competences 

sorted to four training modules (for details see D6.2 and D6.7 of the SOTER project). The basic 

idea is, that using an openly available reference for cybersecurity training, which enables also 

to more efficiently communicate training activities outside of the organisation. From the 
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modules Digital Information Competence and Digital Safety Competence are relevant for 

the “protect” domain. 

5.4 Detect 

It is likely, given the increase in the number and sophistication of cyber-attacks, that despite 

observing all the measures outlined above (i.e. effective identification of threats, prevention 

of cybersecurity incidents through employee training and awareness, and active and passive 

protection of systems and networks carried out by specialised teams and cybersecurity 

professionals), a cybersecurity incident will occur and action is needed to prevent its spread 

and the damage to the organisation.  

 

This is where the use of tools for detecting intrusions, data breaches or exploitation of 

vulnerabilities is essential for the response to be as efficient and effective as possible.  

 

Intrusion detection tools such as IDS (Intrusion Detection System) and/or intrusion prevention 

tools such as IPS (Intrusion Prevention System) or hybrid tools such as SIEM (Security 

Information and Event Management) would provide essential information in the event of a 

cybersecurity incident, as this information would be very useful to know important aspects 

such as: how the incident occurred, when, what consequences it has caused or continues to 

cause and possible ways to tackle the incident. IPS and IDS are easier to learn, use and 

implement, but are less efficient than SIEMs, if not more expensive, and require specialised 

and trained employees. 

 

Detection of threats is not only relevant on the level of technical systems but also on the 

social vulnerability layer of an organisation. The competence catalogue includes the training 

module Anomaly/Threat Detection Competence for the “detect” domain. Members of the 

organisation need to be able to recognize, for example, suspicious digital communication in 

their day-to-day work. 

5.5 Respond 

Once a cybersecurity incident has occurred, action is needed to deal with it. Among the 

actions to be carried out in this response phase is the reporting of the incident to the 

specialised teams and/or cybersecurity professionals in charge of dealing with cybersecurity 

incidents that occur in the organisation, as well as to the competent authorities. 

 

Cyber-attacks are becoming more frequent, sophisticated and damaging. This is partly 

because the way cybersecurity incidents are reported is sometimes difficult, unwieldy and 

unintuitive for the organisations that need to report them, causing these attacks to spread 
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rapidly and increasing both the number of organisations affected and the damage caused to 

them.  It is therefore essential to develop an information and reporting system that is as agile 

and effective as the attacks occurring today; an information and reporting system that can 

cope with and evolve with these attacks to increasingly combat and adapt to them.  

 

Knowing when, where, what and how a cybersecurity incident has occurred is essential to 

develop a detailed account of the events, not only for the organisation concerned, but also 

for the relevant authorities and other organisations in the same sector that could be attacked 

in the same way. A place or channel for sharing this information between organisations and 

authorities could be useful for all. 

 

The possibilities for communication between affected or potentially affected organisations 

and competent authorities are numerous, such as via email, newsletter or a dedicated 

platform like LUCIA, a tool developed by the Spanish CCN-CERT, so that all subscribing 

organisations have a united and up-to-date front against cyber-attacks, reporting relevant 

information anonymously to prevent or mitigate the effects of cyber-attack.  

 

LUCIA29 is a cyber incident management tool for organisations within the scope of the Spanish 

National Security Scheme, which aims to improve coordination between authorities and 

different organisations. LUCIA provides a common language for the classification of hazards 

and incidents and maintains the traceability and tracking of incidents. The system can also 

automate tasks and integrate with other existing systems. 

 

There is also a similar tool called CyberSANE, whose scope of application is Europe. The 

CyberSANE project proposes a state-of-the-art solution to improve the detection and analysis 

of cyber-attacks against critical infrastructures. It thus adds to the knowledge base on the 

current state of play of such cyber threats. In addition, CyberSANE helps security operators 

(such as incident response professionals) to prepare, respond and take appropriate action to 

manage risks and make decisions about security incidents. This project is fully compliant with 

regulations (such as the GDPR and NIS directives), and aims to increase the preparedness of 

organisations, improve their cooperation and facilitate the adoption of appropriate security 

risk management protocols. 

 

The use of a tool similar to those presented, facilitating access to existing channels or creating 

new channels for reporting and notification of cybersecurity incidents and cyber-attacks, will 

                                                 

 

 
29 LUCIA (cni.es) 

https://www.ccn-cert.cni.es/soluciones-seguridad/lucia.html
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increase the solvency in addressing and mitigating incidents, preventing their propagation to 

other organisations and the production of massive damage. 

 

Finally, and in addition to the previous recommendation, considering that cyber-attacks 

targeting critical infrastructure operators have increased drastically and exponentially in 

recent years, it is possible that the development, implementation and widespread adoption 

of a platform similar to LUCIA, which would also be mandatory for critical infrastructure 

operators, would be a step in the right direction to address cyber-attacks with more and 

better shared information. 

 

For organisational members outside of the information security domain, the competence of 

Incident Handling is needed. For example, employees need to be able to document, report, 

communicate and collaboratively manage incidents. 

5.6 Recover 

Once the cybersecurity incident has been addressed by the incident response teams, it is 

necessary to have a plan of action to return the situation to a baseline state as close as 

possible to what it was at the time of the incident.  

 

In this post-incident recovery process, it is important to extract lessons learned and include 

them in incident prevention plans, as well as in employee awareness and training sessions. 

This can serve to prevent past incidents from being avoided as far as possible and to 

implement increasingly efficient and effective security and control measures. 

5.7 Additional concepts 

Supplementing the cybersecurity components described above, a number of additional 

concepts are worth mentioning – especially as they relate to evolving the finance sector, and 

its pursuit of the deployment of open-banking architectures, cloud infrastructures, and 

common transaction systems.  

5.7.1 Information sharing 

It is widely recognized, that information sharing is of key importance to enhance the cyber 

resilience of digital infrastructures. There are four avenues for information sharing: 

1. Reporting obligations to authorities based on regulations. 

2. Sharing of technical information in the sector with other organisations. 

3. Sharing statistical information to improve threat landscape awareness. 
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4. Sharing of qualitative data on incidents, which allows to communicate details on 

human factor-related incidents in training and awareness programs. 

Currently, organisations mainly follow just the first avenue. The second avenue is also 

progressing, esp. through European research and innovation projects. The third avenue is 

maintained in threat reports which mostly focus on technical threats. These reports often 

mention “human error” as main threat category, but lack additional details. The use of the 

Human Factors Cyber Threat Taxonomy could improve the statistical information. The fourth 

avenue is more or less completely neglected. Random reports of incidents in blogs may be 

the only exemption. Details on incidents (e.g., a complete documentation of attack stages of 

a social engineering-based incident) would significantly help training and awareness 

measures across all sectors. 

 

5.7.2 Cybersecurity Culture  

Cybersecurity culture is becoming a prominent factor for successful information security 

procedures within organisations. Here, we emphasize open communication practices 

between employees and management. Employees need to be able to report incidents to 

superiors, even if their own actions caused the incident. While human error is of course not 

a desirable behaviour of employees, not reporting an incident can cause significant damages 

to an organisation. Also, human error cannot be completely prevented. 

 

 

5.7.3 Trustworthy digital environment  

 

The interdisciplinary cybersecurity approach widens the perspective on security strategies. It 

not only focusses on measures needed to improve security (= protection of organisational 

integrity), but also includes a perspective on the individuals which are potentially impacted 

by the security measures. Within the European Union, consideration of European values and 

fundamental rights are necessary. Taking account of this, we recommend to also consider the 

individual integrity in cybersecurity. By extending the cybersecurity umbrella beyond the 

organisation to all individuals involved or potentially impacted, we follow the objective of 

establishing not only a secure but generally trustworthy digital environment. 

 

5.8 Emerging technologies and new cybersecurity challenges 

It is important to briefly consider the context of the SOTER technologies, and how they apply 

to emerging threats in the finance sector. SOTER has delivered specific public outputs related 
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to blockchain technology and cybersecurity (T3.3. - Block Chain Security Focus), and 

integrated specific blockchain technology related risk identification into security risk 

assessment tasks (T3.2. System Risk Assessment). 

 

While there are specific technology related security components related to the onboarding 

technology, its use of blockchain technology, and integration of digital identity concepts, it is 

also important to consider the potential impact distributed ledger technologies might have 

on organisational or system governance, reporting requirements, and distributed liability 

(from a data protection and information security perspective).  

 

SOTER included a specific impact assessment task (T2.2. - Privacy Impact Assessment and 

Privacy-by-Design) which highlighted concerns surrounding GDPR compliance in a distributed 

environment and overarching Governance recommendations. Recommendations were made 

in the final Privacy Impact Assessment+ (PIA+) report: 

 An appropriate governance structure should be detailed. This governance 

agreement may be adapted from existing first iteration ALASTRIA governance 

documents.30 Due care should be taken to consider elements of other 

governance and trust frameworks, such as: 

o European Commission, Directorate-General for Financial Stability, Financial 

Services and Capital Markets Union, Governance for a DLT / Blockchain 

enabled European Electronic Access Point (EEAP).31 

o ISO/TS 23635 Blockchain and distributed ledger technologies — Guidelines for 

governance.32 

o Sovrin Governance Framework.33 

                                                 

 

 
30 ALASTRIA Governance documents, available at: https://alastria.io/en/eres-desarrollador/ 

 
31 European Commission, Directorate-General for Financial Stability, Financial Services and Capital Markets 

Union, Governance for a DLT / Blockchain enabled European Electronic Access Point (EEAP) : final report, 

Publications Office, 2020, https://data.europa.eu/doi/10.2874/029764 

 
32 ISO/TS 23635 Blockchain and distributed ledger technologies — Guidelines for governance, available at: 

https://www.iso.org/standard/76480.html 

 
33 Sovrin Governance Framework, available at: https://sovrin.org/library/sovrin-governance-framework/ 

 

https://alastria.io/en/eres-desarrollador/
https://data.europa.eu/doi/10.2874/029764
https://www.iso.org/standard/76480.html
https://sovrin.org/library/sovrin-governance-framework/
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 Pursuant to GDPR compliance, it is critical to ensure that an appropriate agreement is 

in place for all data processing conducted by controllers and processors (as well as 

sub-processors) who interact with the distributed and cloud-service architecture. 

 Digital identity (especially user-centric systems) require a certain degree of 

operational and technical understanding, as they will include interaction with 

credential wallets and cryptographic keys. Education will be required so that users 

understand how to interact with the system responsibly and securely once they have 

onboarded into the open-banking environment. This includes ensuring that custodian 

services are offered for those that are unable to operate their own identity wallets. 

This education and learning material may be developed into the suite of cybersecurity 

learning material developed alongside the SOTER DOP – intended for the finance 

sector. 

5.9 Workshop outcomes 

SOTER conducted an internal stakeholder workshop on the 21st of February 2022. The 

workshop presented SOTER research results, focussing on the identification of merging 

threats, incident response, and the common European methodology for incident reporting 

(CESRM). The workshop was structured in two parts: 

 

1. Understanding & responding to emerging threats: Here the focus was on the 

identification of threats from a technical approach and human factor-oriented 

perspective, including a presentation of the SOTER human factor threat taxonomy. 

The first part also presented best practices for incident response and explained the 

main recommendations from the SOTER project based on the SOTER cybersecurity 

framework. 

2. SOTER Recommendations: Reporting Incidents: The second part presented best 

practices, relevant authorities and regulations for incident reporting and the pre-final 

version of the incident reporting template. 

 

During this workshop, several experts have attended and help to improve the main outcome 

from this deliverable. These experts are: 

 D5.2 core team: D5.2 deliverable contributors. 

 Extended team form the consortium: 

o Palmira Aldeguer (Unicaja) 

o Eva Griesbacher (UNIGRAZ) 

o Esther Aguilera (NTT DATA) 

o Ana Gonzalez (NTT DATA) 
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 External stakeholders from finance sector: 

o Gina Fanning (Complinet) 

o Matias Kettemann (University of Innsbruck) 

o Alex Garcia (FNMT) 

o Carlos Nieto (FNMT) 

o Sergio Hermida (Unicaja) 

  

5.9.1 Awareness and training 

With regard to cybersecurity awareness and training within financial organisations, some of 

the most important points that were discussed during the workshop were the following:  

 

 Awareness and training are an important part of cybersecurity standards 

o General employees need to be trained about technical vector attacks. 

o Cybersecurity training and regulations are everyone's responsibility. 

o Training should be up to date: Simulations to ensure employees can react 

appropriately to new/old incidents. 

o The standardisation efforts on cybersecurity training is a promising approach 

to support improvements in the sector. 

o PCI DSS advocates that all employees should be aware of cyber security 

policies. 

o Simple and easy language, good communication between cybersecurity teams 

and employees. 

o Prompt reporting by employees to respond to incidents taking into account 

that most employees do not feel comfortable reporting incidents. 

 Development of DORA34 regulation 

 Whistleblowing 

o Are you good enough in your organisation, can you protect your customers?  

o Comply with regulations as far as possible, especially if you outsource. 

o Audit trail to find out how you are doing (as a financial organisation) on 

cybersecurity awareness and training. 

 European-wide cross-company knowledge about incidents sharing 

o The important question is when the incident is going to happen, because we 

assume it is going to happen.  

                                                 

 

 
34 EUR-Lex - 52020PC0595 - EN - EUR-Lex (europa.eu) 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0595


833923 – SOTER 
D5.2- White Paper on Cybersecurity standards 
 

 

66 
 
 

 

o For general information exchange within the sector or for optimizing training 

and awareness, the organisations need to know what attack vectors are 

currently relevant. 

o The organisations need more detailed information on the attack vector to 

understand its logic and how to defend against it in the future.  

5.9.2 Malicious insider threat 

Another important topic that emerged during the stakeholder discussion at the workshop 

was the threat known as "Malicious Insider", understood as an employee who maliciously and 

intentionally abuses legitimate credentials obtained in the course of his or her duties in order 

to steal company-relevant information for financial or personal reasons.  

 

On this topic, it was concluded that financial organisations cannot raise the awareness of an 

employee not to become a malicious insider and should have zero tolerance for such criminal 

behaviour if it occurs. Only more and better cybersecurity culture can be provided to 

employees to prevent criminality by making all employees aware of certain types of 

anomalies in the behaviour of their colleagues so that they can report them (also 

anonymously through whistleblowing mechanisms) and prevent a cybersecurity incident 

from occurring.  

 

It was also highlighted in this regard that the financial organisation should be aware of which 

employee profiles are most likely to harm the company, and should especially train these 

employees on the consequences of non-compliance with cybersecurity regulations, policies 

and procedures. 

5.9.3 Incident handling, reporting & communication 

On the topic of discussion on incident handling, reporting and communication, some of the 

most remarkable points that were brought up were the following: 

 Incident reporting platform 

o This platform should be the same place used for reporting to national 

authorities and notifying stakeholders. If the platform is not the same, 

information may be lost. A unique platform ensures a better access to 

information directly. 

o Incident reporting, as well as incident management and cybersecurity 

training and awareness, should all be housed on the same platform in order 

to achieve a holistic approach to cybersecurity, with training being 

connected to incident reporting and management. 
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 Resilience and learning from past incidents 

o Resilience in cybersecurity is mandatory. 

o It is important for employees to acquire cybersecurity qualifications, either 

internally within the organisation or through university courses.  

o It could be in the in the employee's on-boarding process when they have to 

receive cybersecurity training, and repeat it periodically to stay up to date. 

o Test or questionnaire for employees: have they learned anything from 

awareness and training courses? It is not enough to check that employees 

read the documentation: the company needs to check the knowledge 

acquired in employee training and awareness. 

 Reporting template improvements 

o The final aim is that there should be a reporting template that complies with 

all relevant cybersecurity reporting regulations and standards. 

o Nowadays, it is not necessary to send all information to all authorities: What 

regulations/standards are relevant for the organisation? How to comply 

exactly with them? 

o Procedures should be very clear to employees: Each employee should be 

responsible for filling in the fields of the reporting template corresponding 

to the procedures for which he/she is directly responsible.  

o Reports should be simpler.  

o The most important report is the intermediate report, but the response 

team has enough time (three days) to complete the intermediate report.  

o Anonymise the incident story to share relevant information with other 

organisations in the financial sector, to improve cybersecurity resilience. 

o Extract relevant anonymised information from the reporting template to 

make it public, in order to prevent the spread of the same or similar 

incidents. 

o Use the reporting template as part or as an extension of the existing internal 

ticketing system. 

o How can the template help the employee to make a decision to report the 

incident or involve higher level management?  

Specifically, with regard to human factors, the workshop discussed improving the reporting 

template to provide more detail on the types of human factors threats involved in the 

incident, as indicated in the images below. The first image points to the idea, that in case of 
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a human error, additional information should be provided (based on the human factors-

related threat taxonomy). This also applies for the category of “insider attack”, as these can 

be caused by different types of motivation. A disgruntled employee might be a singular 

organisation-specific case, but a compromised employee as cause of an incident might be 

relevant for the whole sector (e.g., when cybercriminals systematically use blackmailing or 

other types of personal threats to manipulate employees). The second image shows the 

recommendation, to consider the whole range of possible impacts as identified in the list of 

impacts from the threat taxonomy, to further support the assessment of impacts of an 

incident. 

 

 
Figure 11. Reporting Template Improvements I 

 

 
Figure 12. Reporting Template Improvements II 
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6. Conclusions 

This deliverable identifies the actual threat landscape and the future trends, in a technical 

perspective but also considering the human factor threats. This research is done considering 

typical incidents in disrupting technologies in the project, like blockchain and cloud 

technologies, but also considering typical threats in the actual context. 

 

This document also highlights the main activities that must be conducted for addressing 

incidents, according to best practises and standards. The best practises identified for facing 

security incidents are: ISO 7035:2016, NIST SP 800-61, Digital Sigel Market Strategy, ENISA 

Incident Management Guide, PCI DSS, EU Cybersecurity Act and EU Blueprint. According to 

the best practises, the main phases of an incident management procedure are: Prevention, 

Detection, Recovery, Reporting and Continuous improvement. These are detailed in the  

 

One of the main outcomes of this deliverable is the CESRM. This is an integrated framework 

for reporting incidents in the European financial environment and complying with the 

relevant regulations in this sector, like GDPR, NIS Directive, eIDAS, PSD2 and ECB or EBA 

requirements for reporting incidents. 

 

The SOTER project also developed a set of human factor-related cybersecurity tools, which 

are targeted to improve the efficiency, documentation and information sharing in the domain 

of cybersecurity training and awareness, as well as opening complementing avenues for risk 

assessment. In this document, we included references to all these tools and combined them 

with best practices for incident handling. The final recommendations in this whitepaper uses 

an ISO/IEC technical specification for cybersecurity frameworks as a structural guideline. The 

SOTER cybersecurity framework represents the final outcome of the whitepaper. The human 

factor-related elements will be further maintained by the HFACTS (Human Factors 

Cybersecurity Training Standard) working group, which has been established by key 

researchers from the SOTER project. 


