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Abstract
This deliverable represents the first and only iteration of the SOTER Integrated technologies
roadmap task (T8.9) within the SOTER project, Grant Agreement No.833923.
Deliverable D8.9 – SOTER Integrated technologies roadmap provides the definition of the
SOTER project's roadmap for better adoption of the technological tools resulting from SOTER
project, notably the Digital Onboarding Platform.
It includes a comparison of the identification services module integrated in SOTER versus the
best solutions existing in the market and some suggestions on how to enhance it, in order to
make it more competitive. Also, the detection of improvements in the digital onboarding
process has been done, in order to offer a better usability to customers. And finally, we have
search in the market other possible solutions or functionalities that can be included in the
DOP.
The integrated technologies roadmap focuses only in pilot #1: the Digital Onboarding
Platform.
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Executive summary
The SOTER onboarding platform comprises several components that have been integrated so
that they can work together to give as the result a cyber secure, complete and robust
Digital Onboarding Platform.
The present document analyses the current DOP and compare it with other solutions in order
to find improvements or new functionalities to apply in order to make it more competitive in
the market.
The table of contents that has been proposed is the following:
• The introductory sections which contain the scope of the project and the relationship
of this deliverable with the others.
• The main section of the document describing the integrated technologies roadmap:
o A section with the improvements detected to be implemented after
benchmarking competitive solutions.
o Another section with the improvements proposed after an in-depth analysis of
our onboarding platform.
o And finally, new technologies or functionalities that can be implemented within
the current onboarding process.
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DOP
EADS
EC
EU
FNMT
KYC
KYD
NFC
TRI IE
WP
SDK
TPP

Digital Onboarding Process
Everis Aeroespacial y Defensa S.L.U.
European Commission
European Union
Fábrica Nacional de Moneda y Timbre
Know Your Customer
Know Your Device
Near Field Communication
Trilateral Research Ltd.
Work Package
Software Development Kit
Third Party Provider

Table 1 List of acronyms/abbreviations

1. Scope of the project
The financial sector is experiencing a real digital revolution in recent years, in which
traditional entities are becoming providers of digital services in order to remain competitive.
Although it is clear that this new era implies many advantages for businesses and citizens, in
addition, the release of new digital services and connections imply the appearance of new
threats and risks in terms of cybersecurity, data privacy and the use of digital identities.
These threats must be tackled under a holistic approach and pointing at their different
origins, including the human factor.
Furthermore, the current regulations to be met, apart from involving a technological and
mindset challenge and increasing the number of entities with which to interact with, also
aim to create or improve tools to prevent fraud and reduce cyber vulnerabilities as much as
possible.
All these changes make the financial sector the perfect scenario for testing before
transferring the results to other sectors. SOTER takes the challenge, considering both
technological and non-technological (human factor and governance within organizations)
aspects and providing innovative solutions that will act as a transformative process of the
sector, helping their players to increase their cybersecurity level, improving the fight against
present and future cyberattacks and vulnerabilities and, to summarise, increasing their
cyber-resilience.
SOTERs main results will be a DOP, which is the technological tool to provide a robust and
self-sovereign digital identity (through the use of Blockchain technology) and facilitating the
interconnections between different services providers and the users, using innovative
systems of biometric identification of users, and also will offer tools that are able to
determine the level of cyber security that exists in a certain entity and to improve, if
necessary.
These goals will be achieved and supported through a comprehensive risk analysis to create
contingency plans and direct actionable measures that can mitigate threats and security
attacks.
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2. Relationship with other WP and deliverables
2.1 With other WP
The SOTER integrated technologies roadmap which belongs to a transversal WP, has direct
relationship with other WPs:
•
•

The implementation of the DOP and the Blockchain solution from WP3 and the pilot
of WP4.
The relationship with the IPR management plan and dissemination from WP7.

2.2 With other deliverables
Within the SOTER project there are other deliverables related to the integrated technologies
roadmap:
1. D8.1 Exploitation Plan (I) and D8.2 Exploitation Plan (II)
The Innovation Management plan provides the foundation to define the SOTER
project’s exploitation objectives and explores the exploitation environment through
a basic analysis of strengths, weaknesses, opportunities and threats (SWOT) and an
overview of the main competitors. It describes the exploitation strategy including
key exploitable results of the project, as well as relevant target sectors, audiences,
stakeholders and markets.
2. D8.5 IPR Management Plan (III)
This document will contain the strategy for all of the results generated in the project
and, especially, for the key exploitable result. This strategy will contain the
protection level, geographical coverage and rules of distribution among other issues.
9
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3. D8.6 Innovation Plan (I), D8.7 Innovation Plan (II) and D8.8 Innovation Plan (III)
The Innovation Management plan focuses on keep SOTER results aligned to the
market and users' needs, updates about the technology evolution during the project
execution and contribute to select the target public, everything pointing at
maximizing the impact.
There is tight relationship between these deliverables and the Exploitation plan,
because there has to be a balance between the commercialization interests and the
need to share the generated knowledge as much as possible will be done.

3. Integrated technologies roadmap
The aim of this section is to identify the main aspects in which SOTER digital onboarding
platform can be improve. For that reason, the analysis has been focus in three parts:
•
•
•

3.1.

A benchmark of the functionalities that have its main competitors in the market,
analysing which weakness can be identified in the DOP, and therefore, being included.
A deep analysis of the current process in order to identify improvements that haven’t
been carried out durent the proyect and that can be solve in a near future.
A research in the financial services solutions in order to identify news technologies
that could be integrated during the onboarding process.

Main competitors comparition

This section includes an analysis of the first range of relevant solutions identified in the
European market, specialized in digital identity verification based on facial and voice
recognition technologies, as well as document and ID card verification. And compare SOTER
DOP with them, in order to identify improvement points that could be implemented in the
future to make the application more robust and offer a better user experience.
In order to make the comparison, Digital Identity and Biometric providers have been
selected as direct competitors, since they use identity proofing tools together with active
biometric authentication methods.
•

•

Digital Identity providers have specialized tools that combine MFA (Multi-Factor
Authentication) with (a) proof of identity (b) bring-your-own-identity (BYOI) or
decentralized identity capabilities.
Biometric providers are vendors with a special focus on active biometric
authentication methods. Several vendors use automatic learning, especially for voice
and cardiac modes. Several vendors add FIDO UAF or FIDO2 as an option.

These two markets apply directly to SOTER, as it is a 100% digital onboarding platform that
combines different biometric, electronic signature and security services for identity
management as key components for digital onboarding.
10
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We have analysed the main players in these markets in point 5.2.1.6 of the D8.2
Exploitation Plan II, and this has been the conclusions:
Identity Fraud
& Combat
synthetic Ids

KYC (rules) /
Risk control

AML Watchlists

Transaction
Monitoring /
Case
Management

Integrity/updat
es customer
database

Identity
dashboards

Identity
Verification

Identity
document
verification

Signature

Authentication
with biometrics

Address
services

Age verification
solution

Business
Verification

Identity wallet /
database

Figure 1 Comparison of competitors' functionalities

As can be see, there are five functionalities not included in the DOP:
•
•
•
•
•

AML Watchlist
Transaction Monitoring / Case Management
Address Services
Age verification solution
Business verification
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Figure 2 More deeply competition functionalities

As can be see, there are two capabilities that the DOP doesn’t have:
•
•

OCR
Client scoring

In the next sections all these functionalities are going to be explained and analized the
possibility of being included in our platform in a future.
3.1.1. AML Watchlist
This functionality ensure regulatory compliance and reduce risk by checking the integrity of
the customer base during onboarding and throughout the customer lifecycle with hypertuned real-time global watchlist queries.
In the case of the DOP although we do not have a watchlist to check the information of the
customers during the onboarding, we have mechanisms in order to ensure compliance with
AML and NYC regulations.
So that, it is an extra functionality that could been included in a future but it does not
represent a gap within the platform.
3.1.2. Transaction Monitoring
This functionality does not apply for the onboarding platform as it is use to monitor the
transactions the client does once he or she as an active account.
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3.1.3. Address Services
This technology allows third parties (typically property rental companies) to connect to
identity verification platforms, such as SOTER, to quickly and securely verify users and allow
them to rent accommodations safely, protecting both travelers and hosts from fraud and
building trust with their users. By verifying new users at the time of booking, these third
parties have more assurance that customers are who they say they are, making it more
difficult for fraudsters to book accommodations through them
3.1.4. Age verification solution
This functionality does not fall under the scope of the DOP as it consists of performing
online age verification that keeps adult content, products and services out of the reach of
minors. However, within our platform we can also verify the age of the customer through
the reading of the NFC chip of his ID card, in such a way that business rules could be created
to decide from this age, if the customer can or cannot continue with the onboarding
process, what kind of products to offer him or what kind of products he can access, etc.
3.1.5. Business verification
This functionaliy does not apply to the DOP, unless in this point, as it for business
verification. It consists on a digital identity network can handle all the complexities of
verifying businesses small and large.
As the DOP is just for physical people it is out of the scope, however, can be interesing in a
future.
3.1.6. OCR
This functionality could have been included within the DOP, but we decided to use NFC
technology, as it is much more secure, to read and capture information from customer
identification documents. If necessary, we could consider including OCR if a financial entity
requests it due to specific characteristics of the country in which it is operating.
3.1.7. Client scoring
This functionality consist on an industry-specific machine learning model that helps to
detect multiple fraud identity types by recognizing and classifying the id documents,
performing testing to confirm authenticity, and generating a score for the document
presented. In our platform, there is not a module that generates this client scoring rate,
however we count with others tools as the reading of the information of the document ID
by NFC through its chip, that lets compare the informacion present in the document with
that contained in the chip, obtaining and extremely secure and reliable validation.
Furthermore, thanks to Accertify technology the SOTER onboarding platform is provided
with device intelligence information to identify devices that contribute to the overall fraud
prevention and verification strategy. It helps customers verify identity, assess and mitigate
risk in real time, and optimize the customer experience.
13
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Therefore, this client scoring tool could be analyzed in the future, to see the implications of
its implementation in the platform, and really, what is the extra level of security it would
provide.

3.2.

In-house improvements

In this section, a deep analisys of the DOP has been carried out in order to detect some
possible improvements that could be implemented in the future to provide a better user
experience.
3.2.1. Usability improvements
Usability in mobile applications is one of the fundamental elements for their success.
Therefore, we have analyzed our onboarding process and tried to compare it with other
similar ones we are familiar with, Facephi, Electronic ID and Véridas. In this comparison, we
have detected three points of improvement, explained below.
Also some improvements for the blockchain module are details.
3.2.1.1.

Identification data capture and identity validation

The user’s identification process is used to carry out the proper identification of the future
client and has several steps. EADS module is in charge of this process.
3.2.1.1.1. MRZ code capture in identity cards
In order to guarantee the maximum level of security, during the DOP, before the
identification document of the client is read by the NFC technology, the Machine Readable
Zone (MRZ) is captured. The first step to read the document is to take a picture of the MRZ
code of the document. It requires a specific action from the document owner.
The screen in figure 1 shows an instruction screen that indicates the features that the
document must have in order to be read (e.g., the NFC icon) and also instructions on how to
capture the photo of the MRZ code.
The first instruction that is given to the client is to place the identification document on its
front side. However, in figure 2 is show that the first step that have to do the client during
the process is to place the identification document on the reverse side and after that, in
figure 3, it is required to place the identification document on the front side.

14
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Figure 3 Intructions for NFC reading –
Identity card

Figure 4 First step in the MRZ code
capture

Figure 5 Second step in the MRZ code
capture

Therefore, the instructions given to the customer do not correspond to the actual actions
the customer will be asked to perform. In this case, the most optimal improvement, since it
is the most natural behaviour for customers, is to modify the MRZ code capture flow so that
the customer first has to place his ID card on the reverse side and then on the front side.
3.2.1.1.2. No match in face recognition

15
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Figure 6 Proof of life: Phase 1

Figure 7 Proof of life: Phase 2

Figure 8 Proof of life: Negative facial
recognition

During the onboarding process, when the information
from the document have been read and the proof of life
is performed, sometimes it happens that during its
validation one of the requirements to consider it valid,
for example, that the person in front of the device is a
live person and not a video recording or that the NFC
captured photo of the ID card matches the captured
frames of the proof of life, are not met and give a
negative facial recognition result, so the user will need to
repeat this part of the process for proper validation.
At that moment, the DOP make the user to start the
process from the beginning of the Identification data
capture and identity valitadation module. Which means
that the process has to be initiated from the
identification document verification screen.

Figure 9 Identification document
verification screen
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What is proposed as a possible improvement to be made in the future, is that if the user's
face validation is not fulfilled during the first time the DOP flow is performed, the screen
that appears for the user to make that second validation attempt, be the proof of life and
face biometric capture screen, instead of the first screen of the identification data capture
and identity validation module, shown in Figure 4.
That way, the user experience will be better as it won't be necessary to start the validation
process from the beginning.

3.2.1.1.3. Voice biometric pattern capture
To finish with the prospect client identification module,
the voice biometric pattern is captured. The voice
biometric pattern is captured using text-dependent
speaker recognition, in which the person speaks a specific
passphrase. In the DOP, the client has to read three times
a phrase choose by Unicaja Banco.
Usually, a normal client lasts about 6 o 7 minutos in
reading the phrase, however, the countdown finishes in
the 10th second. This is a useful feature for those who
can read or speak more slowly, however, for those who
are within the average, it can be a slightly frustrating
experience to have to wait for the countdown to finish,
and not be able to continue with the process.
Therefore, it would be optimal to give the customer an
option to proceed with the process if they finish reading
the indicated sentence before those 10 seconds.
In order to improve user experience, a button to submit
the recording and continue with the process could be
included on the 3 screens/phases of the voice biometry
capture.
Figure 10 Voice biometry capture

3.2.1.1.4. Blockchain module
3.2.1.1.5. Current solution
Currently, the information of the biometric voice pattern is too large to be contained in the
credential itself, so the solution that have been adopted for the credential of the biometric
pattern is different from the rest of the credentials.
The credential corresponding to the voice biometric pattern instead of containing the value
of the pattern itself includes the hash of the value. The hash is always the same length and
17
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size, and allows us to ensure that no size problem will be found at the time of including this
credential in the Wallet. In addition to the credential, the user will be sent the biometric
pattern itself for safekeeping. In the presentation of the credential to a verifier, the user
will have to present the credential itself and the biometric pattern so that the verifier can
verify that said credential corresponds to the biometric pattern presented, comparing the
hash of the biometric pattern with the value contained in the credential.
{
“salt”: “20250808412467”,
"issuanceDate": "2021-05-31T07:41:58Z",
"credentialSubject": {
"@type": "Person",
"@id": "did:ev:95gJkYwQvwYbLEcHCjJ36MFFCxWKQjVWWhU1",
"voicebiometricsHash": " 2847157c7b205eb0e1604decacc10716"
},
"@type": [
"VoiceBiometricsCredential",
"VerifiableCredential"
],
"id": "10",
"proof": {
"contractAddress": "0x5E434DeF3E284a15Ad498c576cA746627ecAf806",
"networkId": "0x7e4",
"type": "EthereumAttestationRegistryIntermediateStatus2021"
},
"@context": [
"https://www.w3.org/2018/credentials/v1",
"https://schema.org/"
],
"issuer": "did:ev:95gCosi7w3QsDsBQEagLN7dnoaq1hzYMEWak",
"expirationDate": "9999-12-31T00:00:00Z"
}
This solution allows users to have the full control of their credential and their biometric
pattern, as both are under their custody, increasing that way the security and confidentiality
of the process.
3.2.1.1.6. Improve solution
An alternative to this mode of use would be to include in the credential the URL or address
in which the user will store the biometric pattern so that the credential itself contains the
hash of the pattern and the address in which the original data is located. In this way it
would only be necessary to present the credential to the verifier since it could check the
validity of the data with the hash contained in the credential against the hash of the value
located in that address (which is also contained in the credential)
{
18
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“salt”: “20250808412467”,
"issuanceDate": "2021-05-31T07:41:58Z",
"credentialSubject": {
"@type": "Person",
"@id": "did:ev:95gJkYwQvwYbLEcHCjJ36MFFCxWKQjVWWhU1",
"voicebiometricsHash": " 2847157c7b205eb0e1604decacc10716"
"voicebiometricsURI": " http://2847157c7b205eb0e1604decacc10716"
},
"@type": [
"VoiceBiometricsCredential",
"VerifiableCredential"
],
"id": "10",
"proof": {
"contractAddress": "0x5E434DeF3E284a15Ad498c576cA746627ecAf806",
"networkId": "0x7e4",
"type": "EthereumAttestationRegistryIntermediateStatus2021"
},
"@context": [
"https://www.w3.org/2018/credentials/v1",
"https://schema.org/"
],
"issuer": "did:ev:95gCosi7w3QsDsBQEagLN7dnoaq1hzYMEWak",
"expirationDate": "9999-12-31T00:00:00Z"
}
To be able to approach a solution of this type, at the time of generating the credential in the
onboarding process, the url in which the user is going to store it must be known.
A possible solution would be for the user to use IPFS to store their biometric pattern, since
the addresses are deterministic and you can know the URL in which it is going to be saved
before saving the file itself. This is because the address is determined by the hash of the
content to be stored. The process would be as follows:
1. The credential is generated including the hash of the biometric pattern and the url in
which it will be stored.
2. The credential and the biometric pattern are sent to the user.
3. The user saves his credential in his wallet
4. The user uploads the biometric pattern file to IPFS
5. At the time of presentation, the user would share their credential to the verifier.
Finally, if the DOP was integrated inside a real bank with all the functionalities that it means,
both the credentials and the biometric patterns could be send to the notifications or
documentation section of the customer's private area. And then, the user would be able to
decide where storage them.
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3.2.2. Design improvements
In this point, rather than referring to design improvements, in the sense of what color to use
on each screen, what layout, etc., we wanted to refer to making the onboarding platform
accessible to more devices, in this case, to computers.
3.1.1.1 SOTER DOP for desktop
Although the use of mobile applications is increasing, there is still a significant percentage of
the population that continues to use the banks' website as the main channel of iteration
with them. That's why, although, the DOP is design only for mobile apps, supporting iOS and
Android operative systems, it can be a good idea to design it also for a desktop version.
Thanks to the architecture in which has been developed the DOP, it won’t be too difficult to
adapt the current development in order to make it compatible with a web version.
First of all, a study of the DOP should be made in order to understand which components
need to be adapted and which of them can be maintained. As is shown in Figure 9, the main
changes should be done in the Distribution Channels & Experience Layer, to adapt the
current front-end development of the mobile app to a web version in which the user could
enjoy the same experience he has now from his mobile.
After that, the SOTER SDK has to be analyzed and adapted for a web version. Probably, it
had to be hold in a virtual machine.Analysis and subsequent changes of third-party provider
services such as device identification by Accertify will also need to be completed to adapt
the solution to desktop applications as well.

Figure 11 DOP Architecture

3.2.3 Fraud improvements
There are opportunities for the DOP to be integrated with further identity services and
fraud protection solutions. To mitigate fraud, the natural tendency is to utilize the latest
countermeasures and push unnecessary friction to the customers, resulting in a poor
customer experience and customer attrition. To strike a balance of both protection and
20
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frictionless authentication, the DOP could integrate with Accertify’s Digital Identity product,
identifying users early on in their DOP journey. This identity based solution can help protect
against fraudulent account openings, account takeover attacks and sophisticated bot
attacks. The moment a customer enters the digital environment, the digital identity
platform works in a frictionless way to provide real-time end-to-end insight, distinguishing
good from bad activity. Accertify can distinguish what device they are using, how they
connect to the application, where they are coming from, how they are interacting with the
application and what is known about them based on the consortium of data Accertify has.
That data and event sequence is then used in the risk scoring of the event (such as opening
the account on the DOP), indicating if it is a “good user” (deserved of the frictionless flow)
or a “bad user” (indicating risk and elements of fraud).
Another further enhancement would be for the DOP to be integrated with a Fraud
Management platform. Accertify has a comprehensive platform with a simple API
integration and real-time explainable machine learning based risk decisions. Machine
learning married with rich community data helps identify valid customers at point of
authentication transaction, and those that are risky, providing continuously improving layers
of protection. Further, the platform allows you to blocklist/whitelist for any data point and
with 9 different strengths of positive and negative table per data elements. Unlimited rules
can also be built, to help identify various suspicious behaviours.
These further identity and fraud solutions, combined with the industry-leading device
fingerprint and integrity technology already embedded in the DOP, can help identify both
known, trusted customers, as well as fraudsters.

4. New technologies to be integrated
In this section two new funcionalities are proprosed to be integrated in a future in the DOP,
in order they can improve user experience and make the DOP more attractive and
competitive regarding the market.
•
•

Accounts aggregation: funcionality that allows to unify in a single application all the
financial products of a person and to operate on them.
Direct debit of receipts: funcionality that allows customers to easily set up direct debit
of their bills by simply taking a photo of them.

The reason why this tecnhologies have been selected and no others, is because in the last
years, and especially in the last two years since the appearance of COVID-19, the way of
relating between banks and their customers has been changing towards the digital
environment, centralizing all the necessary steps in the same application, even in the case of
different banks. Therefore, this two tecnhologies can complement complement the fully
digital experience that the DOP is currently offering and bring extra value to the customer.
In addition, they are two functionalities that naturally make sense for the user to perform
after becoming a customer of an entity.
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4.1.

Accounts aggregation

Financial aggregators have become the essential digital tool for the financial management
of any individual who operates with accounts and products from different banking
institutions.
Financial aggregators are services that allow customers to have all the financial products
(bank accounts, cards, etc.) that they have contracted in a same place, regardless of the
financial entity with which they have contracted them.
There are two types of financial agregations:
•

•

Payment Initiation Services (PIS): These services allow making payments and transfers
securely through the Internet from an application, regardless of the bank where the
account to be operated is registered.
Account Information Services (AIS): These are services that allow the aggregation and
unification of information from all the client's banks and products in a single
application.

For accounts aggregation, that is the new technology proposed in this section, account
information services are needed. However, we are not going to go deeper into how these
aggregation service providers work, but rather into the account aggregation functionality
itself. Below, the different steps of the account aggregation process for customers is
described. The idea is that, after the client has signed all the contracts required to become a
client , process below needs to be followed to complete the aggregation of accounts.
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Figure 12 Example of bank selection
screen

Figure 13 Example of URL Redirect of
BBVA login in App

Figure 14 Expample of the selection of
products screen

First of all, the user has to
choose which entity wants
to aggregated in SOTER. In
figure 9, an example of how
a bank selection screen
could be.

After the client has selected
the entity that wants to
aggregate, the proccess is
redirected to the login
screen of the entity, in
order the client can
introduce the credentials of
that entity.

Now the user can choose
which accounts of that bank
wants to aggregate in
SOTER.
The user also has to give
consent to the entity in
order for it to be able to
aggregate the products. For
that purpose, the user has
to input the second
authentication factor, as
required by the entity. If
everything is correct, the
user will be able to see the
entity and the products in
SOTER.

Regarding the technical part, or more specifically, the integration of a third-party provider
specialized in account aggregation services, it would not involve so much effort, since
SOTER's architecture is prepared to easily add or remove any provider from the DOP.
As is showed in Figure 12, this provider would be integrated with the rest of the third-party
providers that currently are in the DOP. Of course, some developments should be done to
implement this functionality, that must be studied in a future.
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Figure 15 Example of SOTER architecture with a third-party aggregator provider

4.2.

Direct debit of receipts

Another functionality that can be implemented is the ability for a client to set up direct
debit order using physical paper receipts. As the client would have completed account
aggregation on the DOP, the platform facilitates the client to set up direct debit using
receipts in the new entity in which they have enrolled.
In order to set up the direct debit , the client has to take a receipt and place it in front of the
camera of his mobile device. With the use of OCR technology or optical character
recognition, that is a technology that attempts to emulate the human eye's ability to
recognize objects, the receipt is scanned and the data required for the direct debit is
identified and stored.
In figure 12, the data collected is presented to the client, after which, the client can verify
that all the information is correct, and in case it is not, modify them.

Figure 16 Example of how the direct debit of receipts works
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5. Conclusion
It is important to make a roadmap of technologies and improvements than can be
implement in the current DOP to make it more attractive and prepare for the current
market which is continuous change. So that, this document is a good starting point in order
have a list of elements that can enhance the digital onboarding platform os SOTER in a
future.
Of course, if we had had more information about the technical aspects of our competitors,
which would have allowed us to obtain KPIs of the performance of the different modules, a
deeper analysis of our solution in comparison with the market could have been done. We
hope that in the near future, we will be able to find more data concerning this point, which
will allow us to make a conclusive analysis, with detected improvements to implement.

6. Annexes
No annexes in this document.
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No references in this document.
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