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What is SOTER?

SOTER is a project funded by the European Commission within the H2020 framework, in which

NTTD has led a consortium of 9 European companies with the purpose of developing

an innovative, secure and highly configurable onboarding platform together with a a suite of

training materials, designed to enhance information security, data privacy, and cybersecurity

practice within the critical financial services sector.
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Topic: SU-DS05-2018-2019 - Digital security, privacy, data protection and accountability in critical sectors

9 partners from 4 countries32 months

cyberSecurity Optimization and Training for Enhanced Resilience in Finance (SOTER)



Context
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• https://www.youtube.com/watch?v=lYMvueyU_4g

How was the market before SOTER? To which
problems SOTER wants to give solution?

https://www.youtube.com/watch?v=lYMvueyU_4g
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Digital onboarding is agile, simple, safe 
and has all the guarantees.
The end-to-end solution for digital onboarding, 

ID and e-signatures.

A comprehensive, modular and scalable solution for all e-Trust services. A 100% Digital 

Onboarding Platform, which combines ,NFC technology, several biometric, electronic 

signature and high-security services for identity management from mobile devices with the 

best and easiest user experience.

Data capture 

through NFC

Biometric

facial 

validation

Proof of

life

Biometric

voiceprint

pattern

UX 

Optimised

What is SOTER’ DOP?
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Electronic signature services which, 

relying on trusted European service 

providers, allow customers to sign 

contract documents remotely.

Electronic

Signature ServicesIdentification Services

Highly secure remote customer 

identification services.

Support Portals

Portals integrated with Salesforce and 

CAD for managing onboarding 

processes by backoffice employees.

Services enabling the global 

management of customer consents 

in the financial institution.

Global Consent

Management Services

Data Protection and 

Management Services

Services that allow the management 

and custody of the data and 

evidence captured in the process for 

the required number of years.

82%
of organisations offer 

onboarding to their 

customers1

1 Source: “Onboarding in the Digital Era”, Gartner, 

05 Agosto 2019

80% of companies have an online digital 

identity strategy 2

2 Source: Experian's Global Insights Report, which 

surveyed 900 companies in ten countries: Spain, 

Germany, Australia, Brazil, USA, France, India, 

Japan, UK and Singapore. 2021

Anti-fraud Services

Services that generate a unique 

fingerprint of customer devices to 

detect and prevent fraudulent 

behaviour.

Very secure access, 
very SOTER access.

Portfolio Overview



With our best foot forwards 
and the best hit rate.

of consumers trust 

biometric 

authentication

Capture user identification data using 

NFC technology. Improved user 

experience; streamlined and error-free 

process.

Increases security. Document 

verification module that includes logical 

(verification of the certificate chain and 

chip authenticity) and physical 

(security patterns) checks.

NFC Systems

Identification services through NFC 

systems using new ID cards and smart 

devices.

High-security

data capture

Facial validation 

and proof of life 

• Facial biometric validation against 

a maximum hit rate.

• Proof of life by requesting the user 

to perform two random actions.

• Biometric algorithms on the top list in 

the NIST Face Recognition Vendor 

Test.

• FAR and FRR under Frontex 

technical standards for border 

control

All EU identification documents follow 

the same standard

ICAO 9303

64%

Compared to traditional 

passwords and knowledge-based 

questions

Source: Javelin 2021 Identity 

Fraud Study: Shifting Angles.

NTT DATA's 

proprietary 

NFC and 

biometric 

identification 

solution

Identification Services



Your voice is unique, 
your signature is unique.

20%

Voice Biometrics:

A trending technology based on our 

particular voice pattern; it enables 

us to sign documents remotely.

• The trend is for users to interact 

using their voice for their daily 

actions and transactions.

• Compliance and full legal force for 

digital signature of contracts

• Biometric algorithms on the top list in 

the NIST Speech Recognition 

Vendor Test.

Electronic signature

Electronic signature services that rely 

on trusted European service 

providers enable customers to sign 

contract documents remotely and in 

compliance with the highest security 

measures.

As a European-level trust service 

provider, the Spanish Mint (Fábrica

Nacional de Moneda y Timbre) is 

responsible for the generation of the 

digital certificates with which the 

contract documents creating during the 

onboarding process will be signed.

Remote signatures 

using our own voice

Always secure 

connections with the 

user

Push OTP secure:

Technology that allows an OTP to be 

sent securely between the server and 

the device.

• Cybersecurity areas choose this 

solution to meet SCA requirements 

and replace SMS OTPs.

• The signature and guarantee of 

message delivery is complies with 

the framework of the PSD2 

regulation.

• Messages are sent in point-to-point 

encrypted form, only the specific 

device can read the content of the 

message.

of companies believe 

technology will help 

improve customer 

experience and avoid 

short-term friction.

Source: Experian's Global Insights 

Report, which surveyed 900 

companies in ten countries: Spain, 

Germany, Australia, Brazil, USA, 

France, India, Japan, UK and 

Singapore. 2021

Electronic Signature Services



Fast, agile, simple, but very, 
very secure.

InMobile provides mobile device 

identification and risk assessment 

through software development kits 

(SDKs). It can be built into mobile 

applications (Android and iOS) to 

access detailed information from the 

mobile device.

• Scans connected devices for known 

malicious applications and criminal 

tools, such as IP address proxy 

applications and location spoofing.

• Rooted / Jailbreak detection.

Prevention with Accertify

Financial institutions must manage all 

risks while delivering an exceptional 

customer experience. All with 

uninterrupted access and accelerated 

detection time to drastically reduce e-

fraud losses. Device Intelligence 

works with Accertify and prevents 

fraud by analysing devices and 

associated identities transacting 

through digital channels.

InMobile InRisk

InRisk provides customers with real-

time risk analysis of transactions to 

protect them against fraud, attacks and 

other common threats.

• Because risk tolerances may vary 

between clients, rules can be 

configured and customised so 

they can be tested with various 

configuration values registered from 

customer devices.

• Clients have multiple options for 

using scores to determine their risk 

strategy.

24%
of companies are 

focusing on 

incorporating security 

measures into their 

digital onboarding
Source: Experian's Global Insights 

Report, which surveyed 900 

companies in ten countries: Spain, 

Germany, Australia, Brazil, USA, 

France, India, Japan, UK and 

Singapore. 2021

Anti-fraud Services



Maximum security
verifications.

A single unique identifier:

It is a master identification, consisting 

of an irreversible cryptographic hash 

that is used to securely represent a 

customer or business entity, among 

others.

• It functions as an immutable 

verifiable ID using the HMAC 

SHA512 and NSA cryptographic 

standards.

• It Provides an auditable view of all 

events related to the ID during a 

given period.

Verification with Trunomi

Trunomi is an immutable, secure, 

linearly scalable, high-performance, 

SaaS-based Consent, Permissions 

and Certifications platform that 

enables companies to classify, 

capture, track, distribute and 

substantiate events related to 

customers' personal data in the form of 

Verifiable Credentials.

TruID TruCert

Immutable verifiable credentials:

This is an immutable contextual 

record for each Consent and 

Permission for Customer Data.

• It is a verifiable, stand-alone 

credential that can be distributed as a 

JWT token.

• It provides an interoperable standard 

and source of truth for Consents, 

Permissions and Verifiable Facts 

without the need to share any 

personal data.

50%
of companies will 

increase their fraud 

management budgets 

in the next six 

months.
Source: Experian's Global Insights 

Report, which surveyed 900 

companies in ten countries: Spain, 

Germany, Australia, Brazil, USA, 

France, India, Japan, UK and 

Singapore. 2021

Global Consent
Management Services



Data held with the highest 
certification.

Role of "digital notary" to ensure 

that the customer signed the 

contracts associated with the 

process.

If a possible repudiation occurs by the 

customer or of litigation, the evidence 

of the onboarding process will be 

available to the pertinent entities.

Custody of evidence and signed 

contracts for at least 5 years. 

Custody with the Spanish

Mint (Fábrica Nacional de 

Moneda y Timbre)

Services that allow the management 

and custody of the data and evidence 

captured in the process for the 

required number of years.

As a European-level trusted service 

provider, The Fabrica Nacional de 

Moneda y Timbre is responsible for the 

safekeeping of the evidence captured 

in the process.

Full validation Technical Characteristics

Qualified services that enable agile 

and secure integration into any 

process.

28%
of companies will 

invest in 

technology to offer 

faster, more reliable 

onboarding

Source: Experian's Global Insights 

Report, which surveyed 900 

companies in ten countries: Spain, 

Germany, Australia, Brazil, USA, 

France, India, Japan, UK and 

Singapore. 2021

Data Protection & Management 
Services



Tailored customer
management.

11%European regulation requires that a 

human team, employees from the 

institution's backoffice, validate that 

all data captured throughout the 

onboarding process show no signs of 

fraud.

• This increases the level of security 

through the verification of a trained 

and team  certified to use SOTER.

• Different integration options with the 

backoffice of the entities: Full 

integration with Salesforce and 

CAD.

• The necessary APIs are also 

provided to carry out ad hoc 

integration in the entities.

Safe and efficient

management

Portals that allow you to manage and 

analyse all customer-onboarding 

processes in an agile and scalable 

way.

Registration

Authority Portal Dashboard

We have implemented a complete 

dashboard that provides all relevant 

information about the onboarding 

processes and the employees in 

charge of managing them:

• Generate a KPI system to help 

understand the digital maturity of 

processes and discover areas for 

improvement.

• Enable employees to analyse the 

management of onboarding 

processes.

• Create and integrate new metrics 

adapted to the entity's requirements.

of companies prioritise

the use of new systems 

and artificial 

intelligence in digital 

onboarding

Source: Experian's Global Insights 

Report, which surveyed 900 

companies in ten countries: Spain, 

Germany, Australia, Brazil, USA, 

France, India, Japan, UK and 

Singapore. 2021

Only

Support Portals



Secure, agile and error-free identification.

An Innovative, Secure and Scalable Technology

83%
of global banks 

focus their efforts 

on cost 

optimisation

Digital vs traditional onboarding 

means large reductions of 

operational cost and increase in 

sales volumes

Secure access, easy access

Set of APIs & SDKs, served in SaaS, 

for building different customer 

journeys. Easy to integrate by reducing 

Time to Market. Easy development 

thanks to the configuration 

possibilities.

Complete 

Onboarding

100% complete onboarding, from 

biometric identification to signing 

contract documentation, increasing the 

customer conversion rate with the 

highest security standard.

Modular 

Solutions Improved UX 

Thanks to the capture of identification 

data through NFC vs OCR, we are not 

dependent on camera quality or the 

lighting of the surroundings.

Customer-centric Strategy.

Technologically advanced solutions, 

incorporating technologies such as 

NFC, anti-counterfeiting and fraud 

prevention

Maximum security

and technology

Compliance

Adaptability

Innovation Lab and Rapid Compliance 

Adaptability for service adaptations.

Thanks to the API HUB we can 

integrate third-party solutions agilely 

and at a very low cost. 

. 

“Glocal” Integration

Ability to read multiple documents for 

different geographies (EMEAL / 

LATAM) SOTER does not store user 

data: privacy by design, maximum 

privacy.

Source: “New Cost Imperatives in 

banking” Gaining greater 

efficiency. KPMG International, 

2021

SOTER Benefits vs Traditional 
Processes



Security has a name 
and a surname.
Fully Guaranteed Alliances

Accertify's primary function within the 

SOTER onboarding platform is to provide 

device intelligence information to 

identify devices that contribute to the 

overall fraud prevention and verification 

strategy.

Device Intelligence works with Accertify

and prevents fraud by analysing devices 

and associated identities transacting 

through digital channels through mobile 

applications. Accertify's appliance platform 

helps customers verify identity, assess and 

mitigate risk in real time and optimise the 

customer experience.

The FNMT plays a fundamental role in the 

legal validity of transactions. It offers 

these services:

• Electronic signature: The FNMT-RCM 

signature service will create advanced 

electronic signatures that meet the 

requirements of Article 26 of the eIDAS

regulation.

• Time stamping: asserts proof that a 

piece of information existed before a 

specific point.

• Electronic custody: The integration of a 

trusted third party, such as FNMT, 

certifies and maintains the required 

evidence.

Trunomi provides the data privacy-

compliance layer for the onboarding 

platform, providing privacy services for 

end-users and compliance management 

for banks using the SOTER platform.

During the onboarding process, Trunomi 

provides a seamless experience for 

end-users by sitting behind the SOTER 

user interface. As consent is sought 

and data are collected through the 

interface, Trunomi's APIs generate 

granular records of data processing stored 

in SOTER, providing transparency on how 

end-user data are processed.

European regulation requires that a team 

of employees from the backoffice of the 

company or entity validate that all data 

captured throughout the onboarding 

process show no signs of fraud.

SOTER enables full integration with 

Salesforce. Increasing the level of 

security through the verification of a 

team of people trained and certified to 

use the solution.

Partnerships



Winning customers 
with a gesture, every day.

Client 

Prospect

New

Client

Salesforce

Integration

Client prospect

creation

Salesforce

Integration

Biometrics

Salesforce

Integration

KYC

Salesforce

Integration

Device & 

Consents

Introduction basic

costumer data

• Telephone

• Mail

• Consent

• Pre-contract information

Video-identification

• Capture of document

data via NFC

• Biometric facial 

validation

• Proof of life

Know Your Customer

Socioeconomic 

information:

• Social Security

• Profession

• Public office

• etc

Global Consent 

Management Services

Accertify - InMobile

• Generation of Unique 

PermID of the device

• Execution of rules 

associated with the 

device

Registration authority

portal

• A certified backoffice

employee validates that 

the data are correct

• Onboarding-process 

metrics

Signing of contracts

Signing of contracts using 

the user's biometric voice 

pattern

Vocal biometric pattern

• Capture of the user's 

voiceprint
Trunomi

• Global consent

management

• Digital notary

Custody of evidence

Custody of all evidence of 

the onboarding process for 

a set period

Salesforce

Integration

Signing of

contracts

1# Identification Services 2# E-Signature Services 3# Support Portals
4# Global Consent

Management Services
5# Antifraud Services

6# Data Protection and 

Data Management Services

DEMO



SOTER!

23/02/2022 Level of confidentiality (confidential or public presentation) 16
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Cybersecurity in SOTER

The scope of the project covers several cybersecurity activities.
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Risk 

assessment

Incident 

handling

Human Factor cybersecurity 

training and assessment

Penetration 

testing
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